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Abstract. Integral attacks exploit structural weaknesses in symmetric
cryptographic primitives by analyzing how subsets of inputs propagate
to produce outputs with specific algebraic properties. For the case of
(XOR) key-alternating block ciphers using (independent) round keys, at
ASTACRYPT’21, Hebborn et al. established the first non-trivial lower
bounds on the number of rounds required for ensuring integral resis-
tance in a quite general sense. For the case of adding keys by modular
addition, no security arguments are known so far. Here, we present a
unified framework for analyzing the integral resistance of primitives us-
ing (word-wise) modular addition for key whitening, allowing us to not
only fill the gap for security arguments, but also to overcome the heavy
computational cost inherent in the case of XOR-~whitening.
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1 Introduction

Symmetric cryptographic primitives play a foundational role in ensuring the con-
fidentiality and integrity of digital communications. The security of these prim-
itives is typically evaluated against well-established cryptanalytic techniques,
such as differential [7] and linear attacks [31]. Besides these classical statistical
attacks, there is also the important category of structural attacks, which includes
integral cryptanalysis as the most prominent example. Integral attacks focus on
analyzing how subsets of inputs propagate through a cipher to produce out-
puts with specific algebraic properties. Those properties can then be exploited
to distinguish the cipher from a family of random permutations, making them a
critical aspect of modern cryptanalysis.

Integral attacks, rooted in the study of high-order differentials, were intro-
duced by Lai [30] and Knudsen [28], then extended by Knudsen and Wagner [29]
with the ”SQUARE attack”. Classically, an integral distinguisher for a block ci-
pher (Ej: F3 — F3)rers relies on identifying a subset M ¢ {(), F5} of plaintexts
for which the sum of ciphertexts (or internal states if key-recovery rounds are
added) > ), Ex(x) is independent of the secret key k, i.e., for which the map

F5 — F3, k> Y Ey(z)

xeM
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is constant.

The ability to argue against the existence of such subsets M, a property
referred to as integral resistance is central to assessing security. A necessary
condition for a cipher to be integral resistant is that the encrypted values over any
set M ¢ {0, F5} must sum to a value that depends on the key. While arguments
for security against classical statistical attacks have been developed over decades,
integral attacks present unique difficulties. For many ciphers, integral resistance
remains poorly understood, with most existing analyses covering only specific
constructions or subsets M with certain properties (e.g., being a linear subspace
of F3).

For key-alternating block ciphers, Hebborn et al. [24] provided the first secu-
rity arguments against integral distinguishers in a more general sense under the
assumption of independent round keys. Given a block cipher (Ej.: F§ — F3)zcrs,
their definition of integral resistance was as follows:

For every subset M ¢ {0,F5} of F% and every non-zero 3 € F4, the Boolean
function

F§ — Fa, k> Y (B, Ex())
xeM
is not constant.

That work established lower bounds on the number of rounds required to
guarantee integral resistance in the above sense. Interestingly, when applied to
ciphers from the literature, most of these lower bounds coincide with the best-
known integral distinguishers, showing the tightness of previously-known crypt-
analytic attacks. However, the above definition of integral resistance and the
criteria established in [24] for ensuring the resistance necessitate further inves-
tigation and generalization, particularly to address limitations and additional
scenarios.

Practical Limitations While conceptually nice, the key problem of the ap-
proach in [24] is its computational feasibility. In a nutshell, the method required
the computation of n? monomials in the ANF of the component functions of Ey,.
While the advances of monomial prediction based on division trails have made
the computation of those monomials feasible in many cases, this approach is still
far from generic and requires ad-hoc, cipher-specific optimization to terminate
in practice. Addressing this computational bottleneck is, therefore, crucial.

Modular Addition of Keys The use of modular addition to mix key material
with the state appears throughout ARX-style designs — SPECK [3] and ChaCha
[4] employ it in their round functions — and is also used for key whitening in
block ciphers, for example, such as Threefish [20] and MARS [13].

Intuitively, and backed up by previous cryptanalytic results, modular ad-
dition of the keys enhances the resistance against integral attacks. One of the
examples that explores ARX ciphers in the context of integral attacks is the
work by Hu and Yap [26], in which monomial prediction is used to find integral
distinguishers for ciphers using modular addition for key mixing.
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However, when it comes to security arguments, the situation is fundamentally
different: The method of [24] is inherently limited to whitening the keys by XOR,
and thus no formal arguments for the resistance of ciphers with modular key-
additions are available to date.

Our Results

In our work, we develop the theory and the results necessary to give the missing
security arguments for ciphers with key whitening by modular addition. Intrigu-
ingly, as we will see below, our theory also leverages the second drawback, i.e.,
computational feasibility, as the number of monomials to be considered is dras-
tically reduced for modular addition.

As a second line of research, we investigate the power of chosen ciphertext
attacks based on integral properties. That is, we study the integral resistance
properties of block cipher inverses, exploring under what conditions the resis-
tance of E implies the resistance of E~1.

On a bit more technical level, we formulate a generalized notion of integral
resistance as follows: A block cipher E': Fy xF§ — Fy is called d-th order integral
resistant if, for all sets My, ..., M, C F% with not all M; € {0, F%}, the Boolean

function n
F5oke > Y EO(xk)
=1 xeM;

is of algebraic degree at least d. Here E() denotes the i-th coordinate of E. As it
was already developed in [24], proving (1-st order) integral resistance of E boils
down to checking linear independence of a set of n(2" — 1)+ 1 polynomials in the
key k, which is infeasible for block ciphers in practice. The main result in [24]
was that this complexity can be reduced from n(2" — 1) to only n? if we assume
that E is an FX-construction.

The generalization to higher degree is, technically and practically, straight-
forward and for d > 2 in particular ensures that no linear equations about the
key are leaked via integral distinguishers. Of course, also high-degree equations
might be helpful for an attack, but an exact definition capturing those cases
seems elusive with today’s knowledge.

We generalize this result to the case of a --MAFX (Modular Addition FX)
construction depicted below, which adds independent pre- and post-whitening
keys by word-wise modular addition, where we assume that n is split into ¢
words, each of length s. Note that the case s = 1 coincides with the known case
for XORing the key.
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The essence of our main result is that for a t-MAFX construction, the above-
mentioned complexity is reduced to only ¢2. Moreover, we are able to handle the
integral resistance of the inverse block cipher as well.

Theorem 1. Let E : Fy x F5 — Fy be a block cipher with its i-th coordinate
EW (for 1 <i < n) expressed by its algebraic normal form

EW(a,k) = Y pD(k)a",

u€lFy

where each pgf)(k) is an ANF polynomial in k. Let E : F§ x F§T2" — F} be a
t-MAFX block cipher defined by

(SU, k, k(), kl) — Ek(l' Eﬂt ko) EBt kl

where ko, k1 € Fy.

There is a subset S of t* polynomials in {pg)(k) | v e Fy,1 <i<n} with
the following property: If every non-trivial linear combination of S has degree
in k at least d, then both E and its inverse cipher E~1 are d-th order integral
resistant.

More precisely, this set S is given as

S = {pi (k) 14,5 €{0,...,t = 1}},
where u; is set to the bitwise complement of the i-th unit vector.

In a similar manner as in [24] with the concept of an integral-resistance
matrix, we can verify this sufficient condition for d-th order integral resistance.
More precisely, let the polynomials pq(f )(k:) be given by

PP k) =D ALK, A, € Fa.

veFs

A d-th order integral-resistance matriz for E is defined as

1 s+1 2s+1 —1)s+1 1 s+1 —1)s+1
/\7(Ll),U1 /\7(LlJ,rU1) )‘Eth’jlrl ) )‘St(lt,'vl) ) )‘7(As)+17111 )\Ststl?vl )‘2(171))54?17211
)‘1(}1),112 )‘T(islirvlz) )‘1(31&:::21) Agt(lt;;)s+1) )‘?(Als)+1ﬂ)2 Al(tssti?vz T )‘St((tti}))::rllyz&

1 s4+1) (2541 t—1)s+1) (1 +1 t—1)s+1
>‘£t1),vp Agu,vp) )‘l(ns,vp) /\Et(l,vp)s ) Ags)ﬂwp )‘gsewrl?vp e Ag((t—l))s-f—lf)up
where v1,...,v, are p > t? elements from F5 of Hamming weight at least d. We
get the following corollary.

Corollary 1. Using the same definitions as in Theorem [l if there exists a d-th
order integral resistance matriz for E of full rank, then both E and E~1 are d-th
order integral resistant.
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Note that the coeflicients /\q(f)v are given as the parity of the number of division
trails with input pattern v and key pattern v for the i-th output bit. In the case
where FE is a key-alternating cipher with independent round keys, those can be
efficiently computed using mixed-integer linear programming [24] [20]. It is worth
highlighting that, in the special case of t = 1, i.e., key whitening by a (single-
word) modular addition, it is enough to find only a single v € F5 of Hamming
weight at least d such that )\211)’1, =1.

Finally, we applied the developed theory to check the bounds on the minimal
number of required rounds to prove the integral resistance property of at least 15
order. Specifically, we analyzed well-known ciphers such as GIFT-64, SKINNY-64,
and PRESENT in a t-MAFX construction with the assumption of independent and
full round key XORing. We showed improved bounds on the number of rounds
required to achieve integral resistance compared with bounds in [24], namely
from 12-13 rounds to 9-11 rounds. Particularly, some of the new bounds are below
the number of rounds that are exploited by the best-known distinguishers on the
ciphers. Moreover, we proved in each case at least 18*® order integral resistance,
depending on the cipher. In some cases, the number of rounds coincides with the
upper bounds on the algebraic degree [23], demonstrating the tightness of our
results. The computational efficiency of the approach is also highlighted, with
every result obtained in under 40 minutes, making it a practical tool.

. Best-known integral IR .propgrty IR property IR property
Cipher distinguisher in [24] for t-word-wise | for t-word-wise
(t =n) |whitening (¢ = 1)|whitening (¢t = 2)
GIFT-64 10 [2] 12 9 10
PRESENT 9 [36] 13 10 10
SKINNY-64 12 [I5] 13 11 11

Note: IR stands for Integral Resistance. The numbers give the number of rounds
needed for proving IR. The ciphers assume full and independent round key additions.
Note that, as mentioned in [24], the 11-round distinguisher for SKINNY-64 [15] can be
extended to 12 rounds for free due to the absence of a pre-whitening key.

1.1 Related Work

After the foundational works on high-order differentials [30] and the ”SQUARE
attack” [29], an important research direction became the investigation of the
connection between the integral attack and the algebraic degree of a cipher. One
of the main results in this area was provided by Boura et al. [9] [I1], where the
authors established bounds on the algebraic degree of a composition of func-
tions. Hebborn et al. [23] investigated lower bounds on the algebraic degree for
various block ciphers, including PRESENT and GIFT-64. Additionally, the work
investigated lower bounds on the minimum algebraic degree and the number of
rounds required for every output bit’s ANF to include all monomials of maximal
degree n — 1, as such a property rules out many types of integral distinguishers.



6 Christof Beierle, Phil Hebborn, Gregor Leander, and Yevhen Perehuda

A major breakthrough in integral cryptanalysis came with Todo’s work on
the Conventional Division Property [32]. This technique studies how properties
of subsets of messages propagate through different cipher operations. Instead of
relying solely on algebraic degree arguments, the division property tracks the
change of message structures.

The division property framework was later extended in various ways. For
example, Todo et al. introduced the Bit-based Division Property and 3-subset
Division Property in 2016 [34] by analyzing bitwise propagation rather than
whole-word structures. Hao et al. further refined these techniques by proposing
the 3-subset Division Property without Unknown Subset [22].

Boura et al. [TI0] provided an alternative perspective on the division property
by the theory of Parity Sets. Meanwhile, Hu et al. [25] introduced Monomial
Prediction, an approach that determines integral distinguishers by predicting
the appearance of monomials in the polynomial representation of the cipher.

As integral attacks became more sophisticated, researchers began exploring
methods for automatizing the search for distinguishers. Hadipour et al. [2I] de-
veloped a framework for an automated search for identifying integral properties
in block ciphers, leveraging constraint-programming techniques. More recently,
Beyne et al. [5] introduced the concept of Algebraic Transition Matrices and
its generalization, Ultrametric Integral Cryptanalysis [6]. This latter approach
lifts the theory of integral attacks to a field of characteristic zero and is able to
describe more general divisibility properties than just divisibility by 2 (as it is
used in classical integral cryptanalysis).

Another important branch of research focuses on optimizing key-recovery
attacks based on integral distinguishers. Notably, Ferguson et al. [19] used Partial
Sums, which exploits integral properties to simplify key extraction. In particular,
they decreased the complexity of an integral attack on 6-round AES from naive
272 encryptions to 2°2 S-box lookups. Later, Todo [33] introduced FFT-based
Key-Recovery. These approaches were further refined by Dunkelman et al. [I7],
who combined the above-mentioned strategies to improve attack efficiency in
many times.

Outline The paper is structured as follows: Section 2 provides the necessary
preliminaries, introducing key definitions and notations related to (vectorial)
Boolean functions, algebraic normal forms, and word-wise modular addition.
Section 3 refines and generalizes the integral resistance criteria established in
prior work, addressing limitations in previous definitions. Section 4 analyzes
word-wise modular key pre- and post-whitening, demonstrating its strong im-
pact on integral resistance and bridging the gap between full-state modular ad-
dition and traditional XOR-key whitening. Section 5 investigates the integral
resistance properties of block cipher inverses, exploring under what conditions
the resistance of E implies the resistance of E~ 1.
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2 Preliminaries

We provide the basic concepts and notations required to establish the results
discussed in this work. These include definitions related to vectorial Boolean
functions, their algebraic normal form (ANF), and the necessary theoretical
framework for word-wise modular addition.

2.1 Notations on (Vectorial) Boolean Functions

For a positive integer n, we denote by Fy the finite field with two elements and
by 3y the n-dimensional Fa-vector space.

We follow the convention that the least significant bit (LSB) of a binary
string corresponds to the left-most bit, and indexing starts from 1, meaning that
for an n-bit binary vector = (x1, 2, ..., T,), we consider x; as the LSB.

A wunit vector (or basis vector) in FY is a vector e; where all coordinates
are zero except at the i-th position. At the i-th position, its value takes one.
We denote by 1 the all-one vector (1,...,1) in F} and by 0 the all-zero vector
(0,...,0) in F.

A Boolean function is a mapping f : F§ — Fs. Any Boolean function f(x)
can be uniquely described by its algebraic normal form (ANF) via

flx) = Z Az,

u€eFy

where input pattern u defines the monomial z* := [];"_; z;'* and A, € Fs is the
corresponding coefficient. The algebraic degree of non-zero f is the maximum
degree of the monomials in its ANF, i.e., the maximal Hamming weight of u for
which A, = 1.

A keyed Boolean function is a Boolean function that depends not only on the
input vector x € F4 but also on a key vector k € Ff, defined by its ANF

fr(x) = f(z, k) = Z Ay ok?zt = Z pu (k)"

vEFS , ueFy u€Fy

where k € F4 is the x-bit key with corresponding key-pattern v (selection of key
bits that determine £ monomial) and p,, (k) = Zung Au,wk? is a polynomial in
the key k.

A wvectorial Boolean function is a mapping F' : F} — FJ', where n and m
represent the number of input and output bits, respectively. A vectorial Boolean
function can be expressed as

F(z) = (FY(z), FA(x),...,F™(2)),

where each Boolean function F(®) : F} — Fy is referred to as a coordinate
function of F. The notion of a keyed vectorial Boolean function is analogous.

A Boolean function F': F§ — F3* is said to be balanced if for each element
y € F5 there are exactly 2"~ ™ preimages under F'.
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Any (keyed) vectorial Boolean function F', resp., Fj can be represented in a
similar way as the Boolean function with the help of its ANF,

Fip(z) = F(x, k) = Z Aupk’z® = Z pu(k)z",

veFs , uelFy u€eFy

with the only difference that A, , is now an element in F3* and p, (k) expresses
an m-dimensional vector of polynomials. The algebraic degree of F(z) is the
maximum algebraic degree among all its coordinate functions.

Any non-trivial linear combination of the coordinate functions of a (keyed)
vectorial Boolean function F', expressed as

(B, F(2)) = B1F W (2) + B FP (2) + -+ + B F™ (2),

where 5 € F* \ {0}, is called a component function of F.

We define a block cipher as keyed vectorial Boolean function E : F§ x F5 —
F3* such that each Ej: z — E(z, k) is balanced. We emphasize that we focus on
the most relevant special case of m = n, in which the condition of balancedness

of Ey is equivalent to E} being a permutation. In that case, the inverse of E is
defined by E~': (z,k) — E; '(z).

2.2 Notations on Word-Wise Ordering and Modular Addition

Let x and y € F} be partitioned into ¢ equally-sized words, each of dimension
s = n/t, such that

T = (ac(l),x@), e ,:c(t)> and y = (y(l),y(2), e ,y(t)>
with z0) = (xgj),a:é]),...,xg])) and y\¥) = (ygj),yéj),...,ygjv for1 <j <t
For each word, the left-most bit corresponds to the LSB and the right-most bit
corresponds to the MSB.

We also introduce the ¢-weight, which provides a flexible framework for as-
signing weights to vectors based on partitioning the vector into ¢ distinct words.
This approach bridges the gap between the Hamming weight, which counts the
number of non-zero coordinates in a vector, and the integer weight, which inter-
prets the vector as a binary representation of an integer and assigns its weight
based on its numerical value modulo 2".

Firstly, we specify the auxiliary term ¢g(x), which gives the weight of one
particular word. Let be ¢s: 5 — Z be the canonical integer representation
mapping on vector x € F§, such that

¢S($C) = i 2i_1$i.
i=1

The ¢-weight of x, denoted ¢y s(x), is defined as the sum of the weights of
each word. Let be ¢y s: ]FSXt — Z be the mapping on vector x € 5, such that

t
¢t75(x) = Z ¢S(x(j))a
j=1
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where ¢, (2(7)) is the weight assigned to the j-th word.

Again, when t = n, the ¢-weight coincides with the Hamming weight, ef-
fectively counting the number of bits set to 1, when ¢ = 1 - with the standard
integer ordering - the ¢-weight corresponds to the numerical value between 0
and 2™ — 1 when interpreting the entire vector as a single binary number.

To illustrate the concept of ¢-weight, consider the following examples with
specific values of n and ¢:

Example 1. Let = (x1,72,23,24) = (1,0,1,1) € F5 be partitioned into ¢ = 2
words, each of dimension s = n/t = 2:

z = (@1,2®) = (21, 22), (23, 24)).
Assuming the weight of each word is its integer value modulo 2°:

$2.2(z) = da(zM) + do(aP) = (239 + 21) + (224 + 23)
=(2-0+1)+(2-1+1)=1+3=4.

Now, we introduce a partial order for ¢-partitioned vectors.
Definition 1. We define the partial order <; on Fy by
v <y = Vi e{L,2,...,t}, ds(a?)) < ps(y).

An important property of ¢-weight is its inherent compatibility with the
partial order <,. Specifically, if z <; y, then ¢, s(z) < ¢ s(y). Note that for the
case t = 1 we write < instead of <;. If x <; y, we may also write y >; x.

Ezample 2. Tt holds that for different values of ¢:

1. (0,0,1,1) < (1,0,1,1)

2. (0,0,1,0) > (1,0,0,0)

3. (( 70)7 (170)) $2 ((170)7 (070))

4. ((170)7 (Ov 1)) >2 ((170)3 (la 0))

d. ((1)7 (O)’ (1)7 (1)) >4 ((1)7 (O)v (l)a (O))
6. ((1),(0),(0), (1)) £4 ((1),(0),(1),(0))

Note, when t = n, the partial order <; coincides with the standard component-
wise partial order (also known as the predecessor partial order <). Conversely,
when ¢ = 1, then <; corresponds to the integer (total) ordering <.

The binary operation H; denotes the word-wise modular addition of two
vectors x and y in F5. Specifically, each corresponding pair of words from z and
y is added modulo 2°.

Formally,

B,y = (xa) By, @@y, . 20 @B y<t>) ,

where for each j =1,2,... ¢,
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s (x(j) e yu)) = 6o (D)) + 6y (yP) mod 2°.

With this definition, (F3, B;) is an abelian group with neutral element 0. We
denote the inverse operation by H;.

The case when ¢t = n, each word counsists of a single bit (s = 1). In this case,
the operation H; reduces to the bitwise XOR operation since addition modulo 2
is equivalent to XOR. On the other hand, if t = 1, the entire vector is treated as
a single word of dimension s = n. Here, H; corresponds to the standard integer
addition modulo 2", or H.

n

[T A [ 1A i3]

M

H; [ofofxfo[1[to[1]1]1]1]oo[o]of1]

[ofofof1[ofo]1]1]ofo]o[1[1]o]of1]

S S S S

Fig. 1. Example of word-wise modular addition for ¢ = 4 and n = 16.

Remark 1. Note that our approach can be naturally extended to cases where
the partitioning is not restricted to equally-sized words, but instead allows for
arbitrary word lengths. All ideas presented here seamlessly adapt to this more
general setting. However, for the sake of clarity, we assume throughout our anal-
ysis that the full state is partitioned into equally-sized words.

3 On the Definition of Integral Resistance

We recall the formal definition of integral resistance by Hebborn et al. in [24].

Definition 2 (Integral Resistance Property [24]). Let E: Fy x Fy — F3
be a block cipher. We say that E is integral resistant if, for all sets M C Fy
with M ¢ {0,F%} and all non-zero 8 € FY*, the Boolean function

Fg — F27k — Z <57E($7k)>
zeM

15 not constant.

In their work, the authors provided security arguments for the integral resistance
of a block cipher using XOR pre-whitening and the assumption of independent
round keys.
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To provide an intuition for how those security arguments work, let us first
consider the case of a block cipher with only one output bit, i.e., f: F§ xF§ — Fo,
and § = 1. The goal is to prevent the existence of a subset M C F§ with
M ¢ {0,F5} such that

> ful) (1)

zeM

is constant, independently of k.
For a subset M C FZ, we denote its parity set [10] by

L{(M):{uEIE‘§| qu1}.

xeM

A crucial property used in the following is the fact that there is a one-to-one
correspondence between subsets M of Fy and parity sets.

Lemma 1 (Identification of Subsets by Parity Sets [10]). The mapping
U: M — U(M) is a bijection on the set of all subsets of Fy. We further have

UMD =0 and U(FY)={1}.

Expressing fi(x) in its algebraic normal form, we can rewrite as

Z fe(z) = Z Z pu(k)z" = Z pu(k) Z T = Z pu(k).

z€EM zeM ueFy u€Fy xeM weU (M)

Then, following from Lemma 1} the function k ~— > _,/ fx(x) is non-
constant for all M C F3 with M ¢ {0,F5} if and only if the polynomial
> wen Pu(k) is non-constant for all non-empty sets M C Fy with M # {1}.
Because of the fact that p(;,. 1)(k) = 0 (because fy is balanced for all k), this
latter statement is equivalent to the statement that every non-trivial linear com-
bination of the set of polynomials {p, (k) | v € F5 \ {1}} is non-constant, i.e.,
has degree at least 1 in the key.

Remark 2. In [24], the authors were missing to include this requirement on the
degree in the above characterization of linear independence of polynomials. In-
deed, including the bound is necessary for ensuring integral resistance. For ex-
ample, consider the scenario where p119(k) = k1 and p1o1(k) = k1 + 1. These
are linearly independent, but their sum results in a constant value. The most
notable example of exploiting this property is an attack on 12-round SIMON32
[34] using L set (set of u's s.t. > ., «* = 1 for defined M) in 3SDP leading to
the existence of an integral distinguisher 3, /1) (8, E(z, k)) = 1.

It is important to note that, although the incomplete criterion in [24], in
their experiments, the authors generated only non-zero key patterns v, i.e., the
Hamming weight of v is at least 1. Hence, their bounds on the number of rounds
for integral resistance remain valid. This is because they evaluated polynomials
only for these key patterns, meaning that if the polynomials are linearly inde-
pendent in the general sense (without considering bounds on the degree), then
the obtained bound corresponds to the minimal weight of key patterns.
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So, for the general case of a block cipher E, we can ensure integral resistance
if every non-trivial linear combination of the set

U{pff)(k) | ueFy\ {1}} (2)

has degree at least 1 in k, where pgf ) denotes the i-th coordinate of the vector of
polynomials p,,.

Remark 3. Ensuring that every non-trivial linear combination of the set in
is not constant is actually equivalent to a much stronger property than integral
resistance in the sense of Definition [2l Namely, the latter assumes that just a
fixed subset of plaintexts M is used when applying a non-zero mask [ on the
output of the cipher. More generally, each output bit can have its own subset
of the input subset. The above-mentioned condition gives more “flexibility”,
the actual integral resistance outcome is the following statement: for all sets
My, ..., M,, CF% with not all of them in {(, F}, the Boolean function

Fs — Fa, k — i > EO(x,k)

i=1 xeM;

is non-constant (or is of algebraic degree at least d, if we use the more gen-
eral notion, defined below). Note that this notion already covers attacks with a
sum over different subsets. Here, we refer, for example, to some of the integral
distinguishers on 9-round PRESENT listed in [5]:

Z E(17)($)—|— Z E(49)(a:) is constant.

z10=0 x11=0
Notably, for each Ej, : F§ — F3', the number of polynomials pg ) (k) grows
exponentially with n. Specifically, for each i € {1,...,m}, there are 2™ — 1 such
polynomials (since u € F% and for a block cipher, we have P(,.1) = 0), resulting
in a total of m(2™ — 1) polynomials. Clearly, this makes direct computation
infeasible. This is where the key insight from [24]—Theorem 2 and Corollary
2—becomes crucial. Here, we will state a corrected version of Theorem 2.

Proposition 1 (Theorem 2 in [24]). Let fi : F} — Fa be a balanced Boolean
Sfunction with ANF

fo@) = 3 pulk)e"

u€Fy

and consider a version of fi with an additional pre-whitening key ko, i.e.

Foo (@) = fio (z + ko) = Z qv (k, ko) *.

velFy
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If any non-trivial linear combination of polynomials py (k) for uw of Hamming
weight n — 1 is non-constant, then any non-trivial linear combination of polyno-
mials

{qv (K, ko) [ v € F3\{1}}

s non-constant.

Let us analyze the case of a block cipher E with m = n. There are n such
monomials for one coordinate function whose input patterns u are of Hamming
weight n — 1 (and n? for a permutation Ej(z) as there are n coordinates).
Proving that any non-trivial linear combination of just these polynomials p,,’s is
not constant is enough to guarantee that the block cipher with a whitening key,
defined by Ey(z + ko), achieves integral resistance. In simple words, the linear
independence of degree d = 1 can be propagated from high-order terms to the
full space of monomials in case of using a pre-whitening key.

Consequently, the complexity is reduced, involving the computation of values
of pu(k) for n? values of the key of Hamming weight at least 1 (i.e., n? num-
ber of key-patterns v) and proving their linear independence. This technique
allowed a robust approach to find the required number of rounds for different
ciphers like SKINNY-64 or GIFT-64 [24] to ensure resistance against any integral
distinguishers.

For that, an integral-resistance matrix Z(E) for the block cipher E is con-
structed by finding the coefficients )\Ef)v in the algebraic normal form of the
cipher, for n input patterns u (of Hamming weight n — 1), for n output coor-
dinates (i) and p > n? key patterns v (of Hamming weight > 1). Its full rank
ensures that every non-trivial linear combination of p, (k) for u of Hamming
weight n — 1 is non-constant, assuring integral resistance after pre-whitening the
cipher.

)\1(;11),111 )\&21)71}1 )‘1(1‘7;),111 )\1(}2)7”1 )\&22)71}1 /\1(];)71]1
1 2 n i 2 o
() AL L AD L aAm, AD AP A,

>\1(1411) )\1(121),11,, - )‘EZ:)JJP )\1(}) )\1(32),% - )‘UZ),’UP

sUp 2,Vp

3.1 A Refinement of the Notion of Integral Resistance

We will refine the notion of integral resistance. Let

pum(k) = Z pu(k),

uw€eU (M)

where pys(k) represents the resulting polynomial in k. Having that __, fr(z)
is not constant in k is equivalent to having deg (pas(k)) > 1, where degy (p(k))
denotes the degree of the polynomial p(k) in k (i.e., the highest degree of any
monomial in k that appears with a nonzero coefficient). In other words, pys (k)
must not be a constant polynomial.
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For simplicity, we introduce a new concept: d-independence of polynomials
over Fo. This definition ensures that any non-trivial linear combination of the
polynomials in S = {p1(k),p2(k), ..., pm(k)} retains a degree of at least d.

Definition 3 (d-independence). Let S be a set of polynomials over Fa. S is
called d-independent if any non-trivial linear combination of S is a polynomial
of degree at least d.

For integral resistance with respect to the Definition [2] 1-independence is
sufficient to ensure that pys(k) is not constant as a resulting polynomial of a
sum of values over any non-empty set M C F3, M # F3.

Nevertheless, in the light of Remarks [2| and [3] it requires a new more precise
definition of integral resistance.

Definition 4 (d-th order Generalized Integral Resistance Property).
Let E: Fy x F§ — F5" be a block cipher and d > 1. We say that E is d-th order
integral resistant if, for all sets My, ..., My, C Fy with not all M; € {0,F3}, the
Boolean function

F5 — Fo, k i > EW(x,k)

i=1 xeM;

is of algebraic degree at least d.

In other words, it states that for proving d-th order integral resistance, it is
necessary to choose key patterns v for matrix Z(F) only of Hamming weight at
least d, similarly to what we briefly discussed in Remark

Intuitively, the higher the order d, the stronger the resistance against inte-
gral attacks. However, there are some exceptions to this intuition. Let us define
P, () = D00, Zueu(Mi)pq(f)(k:). While it may seem reasonable to as-
sume that increasing the degree of pas, ... ar,, (k) inherently strengthens security,
the relationship is more nuanced.

For example, 15¢ order integral resistance could still imply that the attacker
knows a resulting polynomial pas, . ar,, (k) of degree 1 for some subsets M, .. .,
M,, of FZ. Then this is equivalent to revealing one bit of the key. A similar
property is exploited by the original cube attack described by Dinur and Shamir
[16]. This follows from the fact that solving linear equations over Fy is trivial.
Thus ensuring, for example, that d > 2 could address such direct key leakage.
This is because the analysis of polynomials from degree 2 onwards becomes
significantly more complex.

On the other hand, consider the extreme case where some pas, ... m,, (k)
achieves its maximal degree and pas, .. m,, (k) = ki1ka---ke. In this scenario,
there is only one key assignment that doesn’t satisfy pas, .. a,, (k) = 0, namely
ki = ko = k3 = --- = k,, = 1. Consequently, the integral property holds for
almost the entire key space and always evaluates to zero, except for the special
case of the 7all-one” key. This means that although the resulting polynomial
has a high degree, it does not necessarily provide stronger security, as the in-
tegral property becomes trivially true for most keys, making the cipher highly
predictable in this setting.
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So, analyzing the polynomial par, ... a,, (k) provides a way to investigate the
existence of weak keys for integral attacks, i.e., keys for which pas,,. a,, (k) =0
or pa, ..., (k) = 1. Still, in general, the case analysis becomes significantly
more complex for degy (par, ... M, (k) > 2 as already mentioned. Nonetheless,
in certain corner cases, we may still be able to derive insights about the size
of the kernel ker(pas,.... a,, (k)), which represents the set of keys that nullify
pM17~~-7M7n(k:)'

3.2 Does Integral Resistance Exist in Reality?

Let us assume some cipher has a known linear or differential distinguisher, but on
only a reduced-round variant and with complexity 2”~!. Does it mean that the
full version has no such attack? Of course, no. There still can exist distinguishers.
However, we still cannot find them.

In the same manner, things work for integral cryptanalysis. Let us give an
example. For simplicity, let us consider an integral attack on one fixed coordinate
function fy(z) and let us assume that the key space and message space are both
FZ. There are 22" subsets M of F3, so we assume to get 22" Boolean polynomials
in the key of the form >,/ fx(2) = py(ar) (k). However, the number of possible
unique polynomials is also 22" . So, the probability that there will be two subsets
My and My of the message space with >\, fi(z) = > cy, fu(z) = p(k)
is almost 1. Hence, if we take the sum of encrypted values over the symmet-
ric difference of My and My, i.e., D° cas ang, Ju(7), where A is the symmetric
difference, it will be equal to zero (for any key).

For an n-to-n bit block cipher, taking into account that the attacker can
use a more sophisticated type of integral attack, for example, exploiting a linear
combination of the output bits or different subsets of plaintexts for each output
bit, as we discussed in Remark [3] by the pigeonhole principle, the probability
of such collision becomes 1. For each M;,..., M, C Fy there are 22" possible
choices resulting in 272" possible configurations. Then, to at least have a chance
that there is no integral attack, this number should be not less than the number
of possible resulting polynomials in the key, i.e., 22°. Thus, if the key size & is
below the threshold n + log, n, then integral attacks, in the way defined earlier,
are certain to exist. Thus, integral distinguishers become almost inevitable unless
the key size significantly exceeds n + logy n.

It is important to stress that the bounds on the number of rounds for ensuring
integral resistance ([24]) use the assumption of independent rounds key and
consequently blow up the key space to F5". Therefore, such a collision can be
expected to appear with a much smaller probability for such cases. It is important
to mention that, in general, the connection between independent keys and the
use of an actual key schedule could be an interesting question for future research.

4 Modular Key Addition

Our approach of analyzing the effect of modular key addition for pre- and post-
whitening is rooted in Theorem 1 from [I2], which states that for a monomial
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function f(x) = z*, we have

fleBko) = (xBko)" =) kia".

v<u

To illustrate the contrasting effects of XORing the key and performing ad-
dition modulo 2™, we present a simple example of their impact on the function

2101 _ .5

Ezample 3.

(xBko)® = (x Bko)'® = 2% + 2k + 232 + 22k + 2k + k5
— lel 4 xOOlkéOO 4 z110k810 —|—$010k310 4 x100k801 + kéOl

({L‘ =+ k,0>5 = (x + ]{50)101 _ xlOl + xOOlkéOO 4 xlOOk,gOl + kéOI

4.1 Modular Key Pre-Whitening

Note that many ciphers (especially ARX constructions) in their specification use
word-wise instead of full-state modular addition. Thus, we generalize the concept
of t-word-wise modular addition using the notations given in the preliminaries.
Importantly, this framework is independent of the size of the words. When t=1,
the lemma and subsequent proposition correspond to the previously discussed
case of full-state modular addition. In contrast, when ¢ = n, it reduces to the
XOR-based case described in ”classical” key whitening used in many ciphers.

By bridging these two corner cases—full-state modular addition and XOR-
based whitening—this framework provides a unified tool to analyze t-word-wise
modular key pre-whitening. This is particularly valuable for more advanced cases
where t is neither 1 nor n. To the best of our knowledge, we provide the first
explicit security criteria for ¢-word-wise pre-whitened ciphers, addressing a key
gap in the analysis of such constructions.

Firstly, we show how the Boolean function’s ANF changes after t-word-wise
modular key addition, generalizing Theorem 1 from [12].

Lemma 2. Let f : Fy — Fy be a Boolean function with ANF' f(x) = x*, where
u € Fy. Assume fi,(z) == f(x B ko). Then we have

Fro(@) = (z By ko) = > a"kg™" .

v<iu
Proof. Let us proceed by induction on t.

— For t = 1.
This case exactly corresponds to Theorem 1 in [12].

fule) = f@Bk) = @Br)" = a'kE

v<u
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— For 2<t<nm.

fr(@) = fa By k) = (w8, k)"
Then, we split u as follows:

Fel@) = (z B, k)™ )

By the induction hypothesis, the lemma works for the first t — 1 words. Then
we have

fk:(x) = (aj Bﬂt k)((u(l),...,u(ffl))m(t))

— (x(u“),...,u(tfl)) B,_1 k(u(l),...7'll.(t71>))

(u(l)’.“’u(t—l) w(®)

) t t
(x“( ) m >))

l,(v“),.“,v“’_l))k(u(l),.H,u("_l))EIt,l(v(l),...,v(t_l))

(v, o= <y (u) (1))

) O Fy®
> § 20 kv B

V() <u(®)

— Z Z 7Y k,uEltv

(0, =D))<, (D). uE=1) \ o <yt

_ Z kauEltv )

v<iu

O

Now we consider a keyed Boolean function f;(z) with the ANF in general
form for which a modular word-wise pre-whitening is applied.

Proposition 2. Let fi, : Fy — Fy be a Boolean function with ANF

Jol@) = 3 pulk)e"

u€lFy
and assume fk,ko (z) == fr(x B ko) to be expressed by its ANF

fk,ko(aj) = fk (3j B, kO) = Z Qv (k’,k/’o) z¥.

veFy

Then, for all v € Fy, we have

qo (k. ko) = > pulk)ky™

u> v
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Proof. We express ¢, (k, ko) in terms of p,. We get
Feo (@) = fr (@B ko) = Y pulk) (z By ko)"

u€ly
= pu®) [ D 2k =D Y pu(R)kEE Y | 2t
u€Fy v<iu veEFY \u>iv

a

One special case of this proposition corresponds to Corollary 1 from Braeken
and Semaev [12], where full-state modular addition is applied, i.e., fi k() =
fr (x B ko). In this case, the expression for g, (k, ko) simplifies to

o (kyko) =) pulk)kg™".
u>v

Proposition [2] demonstrates that in the case of ¢ < n, the propagation of
whitening key monomials k“E”’ and associated polynomials p, (k) terms under
modular addition Signiﬁcantly expands the space of affected terms comparing
with XORing whitening. We call it ”intra-bit” propagation. This expansion arises
due to the existence of a ”wider” partial order than the precursor partial order
in Fy. Consequently, we also need fewer linearly independent p, (k) to ensure
similar linear independence of all g, (k, ko), which is shown in Proposition But
before proving this, we first introduce a helpful lemma. Note that vectors of
weight #(2° — 1) — 1 correspond to all-ones vectors with one word’s LSB set to 0.

Lemma 3. Let v,w € F3 be such that ¢y s(v) + ¢ s(w) > ¢(2° — 1) — 1 and
vy w >y v. Then, vB; w=1.

Proof. From v H; w >; v, we have
b (v B w?) > ¢, (v@) forall 1 <i<t.
This implies,

¢(())+¢( )<2g—1 forall 1 <i<t.
Then,

P15 (V) + ¢rs(w) < H(2° —1).

Eventually, combined with the initial assumption, we have

G.s(0) + bra(w) = > (s (0 + P (w?)) = 1(2° - 1).

i=1
Then for all ¢ € {1,...,t},

bs (D) + ps(w®) =2° — 1.
Thus, v Bw® = (1,...,1) for all i, which implies v B, w = (1,...,1). O



Integral Resistance of Block Ciphers 19

Proposition 3. Let fi and fk,ko be balanced Boolean functions defined by their
ANFs as follows

fe(@) =Y pulk)a®

u€Fy

fk,ko(x) = fr(x B ko) = Z ao(k, ko )z’ .

velFy

Let Uy = {p € Fy | ¢y s(p) = t(2° — 1) — 1}. If the set {pu(k) | p € U} is
d-independent, then set of polynomials

{qv (k. ko) | v € F3\{1}}
1s d-independent.

Proof. Let us assume that there exist coefficients a,, € Fo such that
degy | D awgu(k,ko) | <d. (3)
veFT\{1}

Note that, by deg,(r(k, ko)) for a polynomial r, we mean the degree in k
when considering r as a polynomial in k and kg (i.e., we do not assume kg as a
constant). We will prove that implies o, = 0 for all v.

T= 3 aalkbk)= D av| D pulk)kg™

veFT\{1} veFZ\{1} u>¢v
= Z Qy Z pvﬂﬂtw(k)kg)u = Z Z a’UvaEtw(k> k&l)ﬂ .
veFZ\{1} weFy, welFy | veFy\{1},
vl w>v v w> v
Assuming,
Ty = Z avpvﬁﬂtw(k)'
veFy\{1},
vHiw> v

Then, deg,(T) < d if and only if for all w € F} we have

degy, (Tw) =degy, | D awpumu(k) | <d. (4)

vEF\{1},
v w> v

‘We show that for all w € F§ implies a,, = 0 for all v by induction on the
¢-weight of v.
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— For ¢ s(v) = 0.
If ¢;s(v) = 0 then v = (0,...,0). Let us consider a w = p € U;. Then, we
have
Tw = a,..0) - Pu(k) + @, )8, Pa,...1) (k)

Due to the balancedness of fi, we have p(; ... 1)(k) = 0, but p,(k) is non-zero
and degy, (pu(k)) > d by assumption, thus we have necessarily ag = 0.

— For ¢1s(v) =£ < 8(2° — 1) — 1 = ¢r,s(1), n € Uy.
Let us consider a vector w of ¢-weight ¢, s(u) — ¢, where p € U;. Then, we
split T, as follows:

Ty = Z wPym,w (k) + Z aypo,w (k) + Z dopud,w(k) -

veFy\{1}, veFZ\{1}, veFZ\{1},
¢'t,s(v)>€; ¢t,s(v):lv ¢t.3(v)<e>
vl w> v vl w> v vl w> v

The last sum is equal to 0 as, by the induction hypothesis, we have «, =
0 for all v such that ¢ s(v) < £. Additionally, for the first sum we have
vB; w=(1,...,1) due to Lemma [3| meaning p,m,. (k) = 0. Then we have

Ty = Z OfvvaHtw(k) =0,
veF3\{1},

¢t,5(v):£
vl w> v

where v H; w € U;. By assumption, any non-trivial linear combination of
corresponding polynomials p,m,,, is of degree at least d, so deg,(T) < d
implies o, = 0 for all v of ¢-weight ¢ such that v H; w >; v. This implies
a, = 0 for all v of ¢-weight ¢. This is because for all v with ¢, s(v) = ¢ there
exists w with ¢ s(w) =t(2° — 1) — 1 — ¢ such that v B, w >, v.

O

It is straightforward to formulate a generalized version of Proposition [3 for
vectorial Boolean Functions. That is, if Ey: F§ — F3* and Ey i, : Fy — F5* are
balanced, defined by their ANF's as

E(Z Z p

u€lFy

EY) () = EX(@Biko) = > al (k,ko)a

velFy

then {¢ (k, ko) | v € F2 \ {1},i = 1,...,m} is d-independent if {p{ (k) | p €
Ui = 1,...,m} is d-independent. The proof works in the same manner, with
the difference that we have to consider

Toi=30 > aPpi. k)
=1 velFy\{1},
'uEEtw>tv



Integral Resistance of Block Ciphers 21

The vectors p € U; have maximal ¢-weight among all vectors in F except the
all-one vector. In some sense, U; can be considered as a Pareto front dominating
all other vectors. In [24], the authors considered the case when t = n, and set U;
corresponds to vectors of Hamming weight n — 1.

We can also define U; in another convenient way. For this purpose, we denote
by wu,; the vector in F§ of Hamming weight n — 1 such that its ¢-th position is
zero, i.e., u; is the bitwise complement of the i-th unit vector e;. Then, the set
U, can be expressed as:

L{t:{ujs+1 \j:O,...,t—l}.

Note, for each t-partition, the corresponding vector in U, is unique. Building
on this observation, in Proposition |3] we presented a simple general criterion
that any non-trivial linear combination of polynomials ¢, (k, ko), generated after
applying modular pre-whitening, will be of degree at least d.

Ezample 4. For n =6 and t = 2 (i.e., each word has 3 bits), the set U; consists
of the vectors 111011 and 011111. These vectors represent the maximal ¢-weight
configuration that dominates all other vectors in the vector space (except for the
all-one vector).

A particularly interesting and elegant case of Proposition [3] arises when the
whitening key is added to the full state, i.e., t = 1 and fk,ko (z) = fr(z B ko).
The reason is that U; only contains one element in that case. We formalize this
specific case in the following corollary.

Corollary 2. Let fi and fk,ko be balanced Boolean functions defined by their
ANFs as follows

fe(z) = Z pulk)z

u€Fy

oo (@) = fr(z B ko) = Z Qv (k, ko)z" .

vEFy
If po,1,..1,1)(k) has degree at least d in the key k, then set of polynomials

{av(k, ko) | v € Fy,v # 1}
1s d-independent.

We established an absolutely simple condition to guarantee the non-existence
of integral distinguishes for a single output bit in the case of full-state modu-
lar pre-whitening. It suffices to ensure that only one of the polynomials p, (k)
(P,1,...,1,1(k) or py, (k) in other words) in the ANF representation of the ci-
pher is of degree at least d. Then, after applying the whitening key, fk,ko is
integral-resistant (i.e., all polynomials ¢, (k, ko) and all their non-trivial linear
combinations will be of degree at least d). We do not even need to check the
linear independence of p(g 1,...,1,1)(k) with other polynomials in the ANF.



22 Christof Beierle, Phil Hebborn, Gregor Leander, and Yevhen Perehuda

4.2 Modular Key Post-Whitening

Typically, papers investigating integral resistance (e.g., [23124]) use the assump-
tion of pre-whitening keys, as it has already been shown to significantly affect the
propagation of linear independence among polynomial coefficients in the ANF
of Boolean functions. On the other hand, classical post-whitening using XOR
operations does not affect the structure of the ANF for Ej, 1, (x) = Ejy(z) + ki,
since it only modifies the constant coefficient p(q, .. 0)(k) without introducing
new key dependencies for higher-degree terms. However, this is not the case for
modular addition, i.e., By, (z) = Ey(z) Bk = Ey(z) + k1 + ¢, where ¢ is a
carry function that introduces significant dependencies across output bits ANF's
coefficients via carry bit propagation. We call this ”inter-bit” propagation.

Let z,k € F} and F(z,k) = x B k. Lemma [2| applied to u = e; yields
FO(x,k) = Db (v)<2i-1 2'k*5Y_ In particular, the ANF of F() contains the

. i—1 . . o .
monomial z; H;:1 k; as a monomial of maximum degree, and this is the only

monomial containing H;;ll k;. For a better understanding, we provide an illus-
trative example of the values of F' after full-state modular addition.

Ezxample 5. The first output bits of I are:
FO = x1 + k1,
F® = g5+ ko + x1kq,
F®) = 24+ kg + 2oks + 122k1 + x1k1Ka,
FW = T4 + kg + x3k3 + x329ko + x32211 k1 + x321k1ks + Kk3xoks
+ ksxox1kr + x1k1koks.

The carry bit provides a robust mechanism for propagating integral resistance
across the entire state. Specifically, each carry bit part depends recursively on x1
(the LSB of z) multiplied by unique key monomials. This brings us to proving a
simple condition for integral resistance of block cipher E in the case of full-state
modular addition post-whitening.

Lemma 4. Let E : Fy x Fy — F3 be a block cipher and let the block cipher
E:F x F5™™ — F} be defined by

($,k‘,kﬁ1> — Ek(.’l?) Bat kl

where k1 € FY is a post-whitening key. If EW s d-th order integral resistant,
then E is d-th order integral resistant.

Proof. Given the modular post-whitening equation
Ejp, () = Ep(z) Bk
Then for each output coordinate we have, due to Lemma [2}

EY) (@) = (Bx(2)Bk)" = 3 Bp(a)k{®

v<e;

= ESi(x) + EFF (kS 4 ..+ B2 (0)k$E 4 BD (a)kS 5 4 S
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Then, we need to prove that the linear combination of output coordinates of E
is of degree at least d for all subsets My, ..., M, C F} (excluding cases when all
of them are in {0, F3}):

Z Z Z Z Eel +Ee Elel( )k’fl‘i‘

i=1xeM,;
B (ks o B (kO k)

Separating the terms, we obtain:

> Y ELw

=1 xeM;

z_: Z (Eel x) + El‘ziE'el (.Z‘)kfl +... _,'_Ezz(x)kiiEleQ)

Input term

3 TS 3) SF- TEILTE

=1 xeM; =1 xeM,;

Key addition term Key-dependent term

The third term ensures key dependency, as the first two cannot cancel it.
The reason is that the third term includes k:f’Eel of Hamming weight i — 1, for
maximal ¢ such that M; ¢ {0, F5}, and it is the highest weight term in k; among
other key monomials, Then, in order to prove that the whole sum is of degree
at least d it is enough to prove the same for last term

Z Z Eel ke iHeq _ Zn:k‘figel Z E}il)(x)

=1 x€M; i=1 zeM;

As k?Elel is unique for any i = 1, ..., n, the above implies that it is sufficient
to show for any M; the sum »_ .. E,El)(x) is of degree at least d. The last

statement is equal to proving that E() is d-th order integral resistant, which is
given by the condition of the lemma. Therefore, E is d-th integral resistant. O

The same propagation extends naturally to t-word-wise operations, where
the state and post-whitening key k; are partitioned into ¢ equally-sized words.
Modular addition is applied independently within each partition, introducing
key dependencies within each word.

Proposition 4. Let E : Fy xF5 — F5 be a block cipher and let the block cipher
E :F3 x F5™™ — F} be defined by

($7ka kl) = Ek(ﬂf) Hat kla
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where k1 € FS is a post-whitening key. If the projection
(2. 0) = (B (@), B (@), BE (@), BT (@)
of E is d-th order integral resistant, then E is d-th order integral resistant.

The proof is trivial and follows directly from the full-state case. Each of
the ¢t words is treated independently, with modular addition introducing unique
dependence on k; in the same manner as described for the full-state key post-
whitening. This follows from the fact that the output bit E,(jaﬂ always includes

the term E,(CL%JSH) Hj;iijs+1 kgl), where [£] € {0,...,¢t — 1}. Notice that bit

[£]s+ 1 is the LSB with respect to the word, which also includes i-th bit.

4.3 Modular Key Pre- and Post-Whitening

After introducing intra- and inter-bit propagation, we extend the framework by
considering the simultaneous application of modular pre- and post-whitening to
the cipher E, i.e., the t-MAFX construction. This construction can be considered
in some sense as a generalization of the classical FX construction [27] [1] [8] or
of the combination of Addition Even-Mansour (AEM) [I8] with a block cipher,
depending on the value of ¢. Specifically, when ¢t = n, our setup reduces to the
FX construction, and when ¢t = 1, it corresponds to AEM compounded with
block cipher E. For intermediate values of ¢, it introduces modular whitening
at the granularity of ¢-words, combining the key dependency and propagation
mechanisms in a flexible and scalable manner.
Let E be a block cipher defined as above with ANF

Bi(e) = 3 pulk)"

u€lFy
and consider E which adds modular pre- and post-whitening:
Byt () = (B By ko)) By ko,

where kg € F§ and k; € F5 are pre- and post-whitening keys, respectively. To
ensure the construction is d-th order integral-resistant, we require the following:

1. Due to the post-whitening step, the block cipher with ¢ output coordinates
defined by

(K, ko) > (B (x By ko), BEY (2 By ko), .., BT (2 By ko))

must be d-th order integral resistant (Proposition [4)).
2. To ensure 1., due to the pre-whitening step, the set

{pfgSJrl)(k) | H EUt,j = Oa-"atf 1}

must be d-independent (Proposition .
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To summarize:
Proposition 5. Let E: F§ x F5 — F3 be a block cipher and let
E :F} x F5Y2" 5 FY (2, k, ko, k1) — Ep(z By ko) By K,
where ko, k1 € Fy. If {p,(fsﬂ)(k) | 1t € Uy,0 < j <t} is d-independent, then E is
18 d-th order integral resistant.

In a similar manner as in [24] with the help of integral-resistance matrix, we
can show the d-independence of the set

(D) | 1 €Uy, j =0, t =1},
Let the ANF's of the polynomials ij )(k) be given by
pO(k) =Y ALK,
velFy

where )\Sf)v is the parity of the number of division trails with input pattern
and key pattern v for output bit i. A d-th order integral-resistance matrix Z,(E)

is defined as

1 1 2s+1 t—1)s+1 1 s+1 t—1)s+1
)‘Sl«l)ﬂ)l )‘SLSJ_M) )\7(—Llsavl ). /\7(1(1,1)1) ) A'Elfs)Jrh'Ul )‘7(1:;1?1)1 T )‘Et((z_1))s+1,2)1
1 s+1 2s+1 t—1)s+1 1 +1 t—1)s+1
)‘Sl«l)ﬂ)z ASU,Uz) )‘i(tls,v2 ). )‘Et(l,vz)s ) A'Elfs)+17'u2 )‘Etserl?Uz e )\E‘/((t—l)):+15212

Moy Mio) MWD - AT Ay M, - AT,

where vy,...,v, € F5 with p > ¢? are key patterns of Hamming weight at
least d. In case where F is a key-alternating cipher with independent round
keys, those coefficients can be efficiently constructed using mixed-integer linear
programming [24].

For t-MAFX, integral resistance is verified by ensuring the full rank of a
t? x t? matrix Zy(E). Compared to [24], this significantly reduces complexity,
requiring only ¢* instead of n? trail computations, where ¢ is the number of words
in full-state. This construction allows the analysis to be more practical while
maintaining strong security guarantees. Additionally, modular addition enhances
resistance to integral distinguishers by enabling broader linear independence
propagation than XOR-based constructions, though it lowers the bound on the
required number of rounds.

4.4 Application

For computations, we refer in general to the framework developed in [23] and
[24], which leverages division trail counting with advanced optimization tech-
niques to derive meaningful lower bounds on the algebraic degree and inte-
gral resistance of block ciphers. The most notable method is the use of MILP
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and SAT solvers, which provide a systematic way to calculate the propaga-
tion of division trails in Boolean functions. In particular, the division property
is modeled as a constraint system that traces the propagation of monomials
through the cipher’s structure. Thus, this framework relies on many optimiza-
tion techniques for trail counting depending on the cipher design. Note, all our
implementations and results are available at: https://github.com/Eugenl7/
Integral-Resistance-by-Modular-Addition

As shown in the table in Section [I} in our analysis of GIFT-64, SKINNY-64,
and PRESENT under the ¢t-word-wise pre- and post-whitening assumption for ¢t = 1
and t = 2, we demonstrated improved bounds on the number of rounds required
for integral resistance. The case t = 1 corresponds to the full-state modular ad-
dition of the key, simplifying the verification process significantly. Here, integral
resistance verification reduces to proving just the existence of an odd number
of division trails from the input u; = (011...11) to the basis vector e; for at
least one non-zero key pattern v. The approach for choosing key patterns follows
directly from [23].

For ¢t = 2, modular addition operates on two 32-bit words, as all the analyzed
ciphers are 64-bit. This configuration balances practical implementation with
security guarantees. Implementing ciphers with word sizes other than 32 or 64
bits is impractical, as modern hardware is optimized for these standard word
sizes, ensuring efficient execution.

Furthermore, when ¢ = n, the modular addition whitening coincides with
the classical XOR-based key whitening, making the integral resistance bounds
derived in [24] directly applicable.

Our results predictably revealed that modular whitening achieves integral
resistance in fewer rounds compared to XOR-based whitening. For example,
modular whitening with ¢ = 1 and ¢t = 2 reduced the number of rounds required
to ensure resistance from 12-13 to just 9-11. Moreover, this allows us to address
some already existing attacks on GIFT-64 and SKINNY-64. This improvement
stems from the stronger intra- and inter-bit key dependency propagation intro-
duced by modular addition, ensuring that all ANF coefficients become linearly
independent faster.

Interestingly, some of our results for the number of rounds coincide with the
minimal possible values predicted by the upper bounds on the algebraic degree in
[23]. For example, for GIFT-64, the upper bound on the algebraic degree reaches
the maximum of n—1 after 9 rounds, which is exactly the same number of rounds
we proved for integral resistance when t = 1. The same observation holds for
SKINNY-64, where our results align with the predicted upper bounds.

One of the key advantages of our approach is the significant improvement
in computational efficiency. Our results for each cipher were obtained in under
40 minutes on a common PC, with some cases requiring less than a minute (for
example, for GIFT-64), even without additional optimizations. This is in contrast
to the computational costs in [23] and [24], where building matrices could take
several hours or even days. In particular, the optimizations used in [24], such as
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computing only partial rows of the matrix instead of the full matrix, were not
needed in our approach.

A crucial observation in our findings is that the smallest d-th order integral
resistance found across all cases for GIFT-64 was 18. This value is equal to the
minimal Hamming weight of all key patterns v used for the calculation of entries
in the integral resistance matrices. Similarly, for PRESENT, the minimal value of
d was 26, and 55 for SKINNY-64, across all checked rounds and values of ¢. It is
important to note that, due to the assumption of independent round keys, the
key space considered in our analysis was F$*", where r denotes the number of
rounds.

Remark 4. Despite the improvements in round bounds achieved with modular
whitening, it is necessary to note that for ¢ < n (word-wise modular addition),
integral resistance is achieved earlier in terms of the number of rounds needed,
but does not always extend guarantees to a higher number of rounds. However,
for all the analyzed ciphers, these guarantees hold, validating our bounds on
more rounds. For example, we are able to say that PRESENT is integral resistant
beginning from 10*" round under pre- and post-whitening by 1- or 2-word-wise
modular addition, as it was confirmed that the integral-resistance matrix is full
rank for 10 to 12 rounds. This is sufficient since the bounds from [24] guarantee
security from the 13*" round onward.

5 Integral Resistance of Inverse Ciphers

The connection between a function F and its inverse F~! in the context of
integral properties has been previously explored in multiple works. In [J], the
authors established that the algebraic degree of F~! imposes constraints on
the algebraic degree of the composition G o F', influencing the propagation of
algebraic properties. This insight was further developed in [10] through Lemma
3, which describes conditions for the appearance of monomials z* in the ANF
of SV for a given permutation S.

Then, it was extended for the division properties in [35], where Proposition 6

generalizes previous findings by stating that if a division trail u 5, v exists for

a permutation S, then there necessarily exists a corresponding division trail for
-1
the inverse mapping v — %, where @ and v denote the complements of v and

v, respectively.

Obviously, there exists some symmetry in integral properties under inversion.
Nevertheless, the equivalence of a block cipher F and its inverse £~! from the
perspective of integral resistance remains an open question.

5.1 Inequivalence of Integral Resistance of E and E~!

Example |§| gives an integral resistant block cipher E: F3 x F3 — F3, meanwhile
its inverse E~! is not. There, E is integral-resistant since all p, (k) are at least
1-independent and key-dependent, giving full rank for the integral-resistance
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matrix Z(E). However, the integral-resistance matrix of E~1 is singular, as the
q&l)(k) depends linearly on other polynomials g, (k), i.e.,

1 1 1 1 2 2 2 2
aton (k) = aSh (k) + abon (k) + alih (k) + alor (k) + ¢{gh (k) + a2 (k) + aben (k) +

2 3 3 3
+ oy (k) + g0 (k) + qoh (k) + oy (k).

This example clearly demonstrates that the integral resistance of E does not
imply the integral resistance of E~! and vice versa.

Example 6. Let E: F3 x F3 — F3 be the block cipher given by the following:

A g 0 1 2 3 4 5 6 7
0 5 2 3 6 7 0 4 1
1 1 2 7 2 3 5 0 6
2 0 1 6 3 7 2 4 5
3 6 5 3 1 0 4 2 7
1 6 3 2 5 0 7 1 1
5 3 1 0 2 6 7 4 5
6 1 7 2 3 1 6 5 0
7 6 0 2 3 5 1 7 1
8 7 2 1 5 6 3 4 0
9 5 0 7 1 2 4 6 3
10 6 7 1 0 2 3 1 5
11 2 6 1 0 2 3 5 7
12 0 2 6 1 4 3 7 5
13 2 0 7 5 6 1 1 3
14 1 3 0 7 5 2 6 1
15 5 0 2 7 1 4 3 6
16 6 7 1 5 1 0 3 2
17 2 3 1 6 1 0 5 7
18 6 7 5 3 4 1 0 2
19 0 6 7 1 1 5 3 2
20 7 3 5 0 1 6 2 1
21 0 7 6 1 3 2 5 1
22 5 0 7 1 1 3 2 6
23 6 1 3 7 5 1 0 2
24 1 5 0 7 1 3 2 6
25 7 5 1 6 0 2 3 4
2 1 3 7 0 5 1 2 6
27 3 1 0 5 7 2 4 6
28 5 3 6 7 2 0 1 4
29 1 6 7 0 5 2 1 3
30 3 7 6 5 4 1 0 2
31 5 1 4 2 6 7 0 3
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5.2 Equivalence of Integral Resistance of Ey(x H; ko) H; k1 and its
Inverse

Another important observation is that the sets of key polynomial coefficients
pu(k) of the degree n — 1 monomials in the ANF of Ej(z) and FE, '(z) are the
same but just permuted. In some sense, it can be seen as an implication of
Proposition 6 in [35].

For our proof, we employ the graph indicator technique, following the frame-
work established in [I4]. Again, we denote by w; the bitwise complement of the
i-th unit vector e;.

Lemma 5. Let E: Fy — FL be a permutation given by its ANF Ei(x) =
Zung pu(k)z® and let E; ' (z) = Eung qu(k)z* be the ANF of E;;*. Then, for
alli,je{l,...,n}: ‘ ‘

P (k) = ¢i) (k).

Proof. We denote the graph of a function F': F§ — F3' by
G(F) ={(z,F(z)) |z € F5}.

Further, let I be the indicator function of a set S, so that

lem (2, y)

::]:

(vi+ B (@) +1)
i=1

We can write this as

Ioey (@,y) = Y y" > (Bx ()"

u€Fy veFy
Sup(u)NSup(v)=0

We denote by Sup(x) the set of non-zero bit positions, that is Sup(z) = {i | z; =
1}. It holds that

HG(Ek)(xay) = HG(Ek_l)(y7z)

ey Y (EB@)' =D Y (Bw)"

uelFy vEFy uelFy veFy
Sup(u)NSup(v)=0 Sup(u)NSup(v)=0

ey > > pulk)x >t > > qu(k)y”

u€Fy veEFy weFy uelFy veEFy weFy
Sup(u)NSup(v)=0 Sup(u)NSup(v)=0

Each monomial z*y"i occurs exactly once on both sides of the equation.
This leads to the following observation:

Vie{l,...,n},Vji € {1,...,n}: piP) (k) = ¢{) (k).
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The integral resistance properties of a block cipher E and its inverse E—!
are generally inequivalent, as demonstrated in the previous subsection. However,
the fact that the sets of high-order polynomial coefficients coincide provides an
opportunity to establish equivalence for integral resistance with the help of key
whitening. We finally combine everything to prove the main result.

Proof (of Theorem. Let S be defined as {pffsﬂ)(k) | €Uy, j=0,...,t—1},
which is of size t2. Let the ANF of E, ' be given as

BN @) =) qu(k)z".

ueFy

If S is d-independent, then, by Proposition E is d-th order integral resis-
tant. As it was already mentioned before, we have Uy = {w;s41 |7 =0,...,t—1}.
Then, the above set S of polynomials is equal to

{p(j8+1)(k) | Za] = Oa ceyt— 1}

Ujs+1
From Lemma pffzill)(k) = q,&éi})(kﬁ so S is equal to

{5tV (k) | ji=0,...,t —1}.

Ujs+1

Then, any non-trivial linear combination of the q&éﬂ)(k)’s is also of degree

at least d, which is a sufficient condition for d-th order integral resistance with
t-word-wise (pre- and post-) whitening by modular addition. Hence, £, which
can be also defined as (z, k, ko, k1) = (E; ' (2B k1)) By ko, where subtraction is
equivalent to the addition of complement keys, fulfills integral resistance. O
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