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Abstract

CVRFs are PRFs that unify the properties of verifiable and constrained PRFs.
Since they were introduced concurrently by Fuchsbauer and Chandran-Raghuraman-
Vinayagamurthy in 2014, it has been an open problem to construct CVRFs without
using heavy machinery such as multilinear maps, obfuscation or functional encryp-
tion.

We solve this problem by constructing a prefix-constrained verifiable PRF that
does not rely on the aforementioned assumptions. Essentially, our construction is a
verifiable version of the Goldreich-Goldwasser-Micali PRF. To achieve verifiability
we leverage degree-2 algebraic PRGs and bilinear groups. In short, proofs consist of
intermediate values of the Goldreich-Goldwasser-Micali PRF raised to the exponents
of group elements. These outputs can be verified using pairings since the underlying
PRG is of degree 2.

We prove the selective security of our construction under the Decisional Square
Diffie-Hellman (DSDH) assumption and a new assumption, which we dub recursive
Decisional Diffie-Hellman (recursive DDH).

We prove the soundness of recursive DDH in the generic group model assuming
the hardness of the Multivariate Quadratic (MQ) problem and a new variant thereof,
which we call MQ+.

Last, in terms of applications, we observe that our CVRF is also an exponent
(C)VRF in the plain model. Exponent VRFs were recently introduced by Boneh et al.
(Eurocrypt’25) with various applications to threshold cryptography in mind. In
addition to that, we give further applications for prefix-CVRFs in the blockchain
setting, namely, stake-pooling and compressible randomness beacons.

1 Introduction

Pseudorandom Functions (PRFs) allow for the generation of bit strings that are indistin-
guishable from true random coins, thereby constituting a central cryptographic building
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block. Concretely, a PRF is a keyed deterministic function that has to be indistinguishable
from a truly random function for any party that does not know the secret key of the
PRF. Goldreich, Goldwasser & Micali [GGM86] showed how to construct PRFs from
Pseudorandom Generators (PRGs). In contrast to PRFs, PRGs only need to generate a
polynomial number of pseudorandom bits from a truly random key (or seed) and can be
instantiated from one-way functions [Lev85, HILL99].

A popular line of research augments PRFs with additional properties. In this work,
we will study two useful properties for PRFs: constrainability and verifiability.

A Constrained PRF (CPRF) [BW13, KPTZ13, BGI14] allows deriving constrained
keys from the root secret key. While a constrained key enables one to evaluate the CPRF
on a proper subset X C {0,1}¢ of its input domain, the security of the CPRF guarantees
that a constrained key does not reveal anything about the CPRF on inputs outside X'.
This allows one to delegate the power of the CPRF hierarchically.

By design, outputs of a PRF cannot be trusted by third parties, as checking the
correctness of a potential output of a PRF requires access to its secret key. This limits
the use-case of plain PRFs to inherently trusted settings. Verifiable Random Functions
(VRFs) [MRV99] are PRFs that solve this problem by tying a public verification key to
the secret key and accompanying outputs by proofs of correctness. Without a proof,
any output of the VRF must be indistinguishable from random coins, even given the
verification key. However, with the corresponding proof, correctness of the output can
be easily checked. To be practical in trustless settings, VRFs must satisfy a very strong
soundness property called unique provability, which asserts that even for malformed
verification keys (and adversarially programmed random oracles) it is not possible to
prove the correctness of two different output values (for the same input).

Since both primitives, CPRFs and VRFs, enjoy simple instantiations, one might assume
that a natural construction could be made to achieve both constrainability and verifiability,
at the same time. Quite surprisingly, however, the construction of PRFs that are both,
constrained and verifiable, turned out to be quite involved. In 2014, Fuchsbauer [Fucl4] and
Chandran, Raghuraman & Vinayagamurthy [CRV14] put forth the notion of constrained
verifiable PRFs (CVRFs) that unify CPRFs and VRFs. CVRFs are versatile tools. For
example, prefix-constrained CVRFs imply hierarchical identity-based signature algorithms
with unique pseudorandom signatures. Both works devised candidates based on multilinear
maps (mmaps), a heavy tool. Subsequent works [LLC15, LZW19, DDM17, Z1.X23] tried
to relax this assumption, but still relied on indistinguishability Obfuscation (iO) or
functional encryption (FE) [Dat20].

Naturally, the heavy machinery of iO, mmaps and FE yield impractical constructions
that are hard to understand and implement. Hence, we raise the following decade-long
open question:

Can we construct constrained verifiable PRF's from simple cryptographic building blocks?

1.1 Our Candidate

In this work, we answer the above question positively. Concretely, we devise a candidate
construction for prefix-constrained verifiable PRFs, which only makes use of bilinear
groups and algebraic PRGs of degree 2. Those are PRGs whose outputs are computed by
quadratic multivariate polynomials.



The Starting Point. Recall the (constrained) PRF construction of Goldreich, Gold-
wasser & Micali [GGMS6]. It uses a length-doubling PRG G: {0,1}" — {0,1}*" where we
let Gy and GGy be the functions computing the first and last n output bits of G, respectively.
The value of the PRF F on a point z = z; - - -2, € {0,1}* is given by

Fsk(m) = Gz(Sk) = Gxg(G:wfl(' o <G€E2 (Gl”l (Sk))>))

where sk <— {0, 1}" is the secret key of the PRF. Given the simplicity of this construction,
its security follows from a simple hybrid argument. In addition, F' is already a prefix-
constrained PRF [BW13, KPTZ13, BGI14]. Indeed, given a constrained key sk,, = G, (sk)
for a prefix w € {0,1}*, one can compute any value F,;(wa'), while the pseudorandomness
of G implies that a value Fy(z) still looks random as long as w is not a prefix of z € {0, 1}*.

A First Attempt at Adding Verifiability. As a first step, we take the CPRF of
Goldreich, Goldwasser & Micali [GGMS86] and move it to an algebraic setting to allow
for verifiability. To this end, let e: G — Gy be a bilinear pairing of groups G, = (g;)
and Gy = (go) of prime order p. Further, let G: Z7 — ZZ” now be a PRG that outputs
values computed by quadratic multivariate polynomials over Z,. Again, we subdivide
G = (Gy, G1) into two parts computing the left and right half of its output.! Since G is
quadratic, it is possible to compute the target group elements gSO(S), ggl(s) € GY when
given source group elements gi = (g7',...,gi") € Z; by using the bilinear pairing e. In
other words, we can evaluate the PRG G in the exponents of group elements, however,
this will necessitate a transition from G; to Gs.

We draw the secret key sk of the CPRF F as a seed for G, i.e. sk <—s Z. Consequently,
Fy outputs now vectors Fy(r) = Gy, (- (G, (sk))) € Z. To allow for verification, we
introduce the verification key vk = g3, a vector of group elements whose exponents are
the elements of sk, and supply a proof m with every output Fy(z). The proof 7 consists
of a list of group elements

o = gik, ™ = gfxl(Sk), Ty = gle (le(Sk)), ce, Ty = gle(m(Grl(Sk))).

Given m, we can verify the correctness of the output Fy(z) of our CPRF as follows:
we first verify the soundness of the first vector of group elements my € G} by checking
e(mo, g1) = vk. Subsequently, we verify the correctness of m; by asserting the equality
e(mi,g1) = gZG”(W(GIl(Sk))), where we compute gg”(m(G”(Sk))) by evaluating G,. at the
exponents of 7;_;. Finally, we verify the correct evaluation of Fy at x by ensuring that
ngk(m) = 7 holds. This approach enables the uniqueness of output elements, even under
a malformed verification key vk, proof 7 and PRG G. Thus, it fulfills the very strict
requirement of unique provability which is necessary for VRFs. Additionally, the simplicity
of this construction allows constraining a constrained key even further, fulfilling the notion
of delegability [CRV14]. On top of that, constrained keys themselves can be verified and

fulfil again unique provability.

1Because of technical reasons, we will actually choose a fresh PRG G : Ly — Zf,” for every layer
1 € [{] of the binary tree underlying our construction later.



An Issue with the First Attempt and the Solution. While the first attempt is

verifiable, a keen eye will have noticed that the above construction is not pseudorandom.

To demonstrate this, consider the case ¢ = 2. The proof m = (g, 71, m2) for the output

F(00) contains the value m = = g% Tt can be used to compute g5 @™ which

suffices to verify the other output Fy(01). In general, this leads to a simple attack where

an adversary queries a proof for 0¢ and challenges the pseudorandomness of F' at 0°~!1.
To solve this problem, we redefine the output of the CVRF F' as

Fu(z) =gy € Gl where y =Gy, (- (Gy,(sk))).

(> = (u7,...,y;) denotes the vector of squares of entries of y = (y1,...,yn) € Z7.)
This output can still be verified using 7 by checking that Fy(z) = e(m, m,) while intu-
itively ensuring pseudorandomness under the Decisional Square Diffie-Hellman (DSDH)
assumption.? (An example for input lengths of £ = 2 is given in Fig. 1.) Indeed, this

g} «———vk = gi

g
3. 0(sk) / \
vﬁ 0(sk) G1(sk)

AN N N

Go(Golsk))  Gi(Go(sk))  Go(Gu(sk))  Gui(Gi(sk))

n ¢ Output

gfo Go(sk))?

Figure 1: Illustration of our construction for 2 bit inputs. For the sake of example, it shows
the evaluation on input 00 by highlighting the corresponding path and output in orange.
The verification key vk, the proof @ = (g, 1, m2), and the four iterative verification steps
are depicted in pink. All verification steps rely on the pairing e, especially steps 2 and 3,
which evaluate the degree-2 PRG in the exponent using e.

change invalidates the given counterexample for ¢ = 2, as DSDH implies that the output

Fu(01) = g5 E9% gtavs pseudorandom even if an adversary can obtain g5 (@°C¥),
Unfortunately, fully proving the selective® security of the CVRF F remains challenging.

The reason lies in the fact that I’ commits to the root secret key sk in two ways: by

the verification key vk = g5, a vector of group elements, and by constrained keys

2The decisional square Diffie-Hellman problem (in the target group Gz) consists in distinguishing
2
(82, 83,85 ) and (g2, 83, 8}3) for a,r < Z,.
3In this work, we focus only on the selective security of CVRFs, where an adversary has to commit to
a challenge point z* € {0, 1} before it sees a verification key. Proving the adaptive security is out of
scope as it requires intricate rewinding techniques [HKK23].
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G (sk), vectors over Z,. This prohibits typical reduction techniques of, for example,
the generic group model, and makes it hard to hop between different games by using
the pseudorandomness of G. Indeed, sk is committed to in such a rigid way that it is
impossible for a reduction to directly replace some values of F' by randomness behind the
scenes without the adversary noticing.

1.2 Contribution

Proving the pseudorandomness of the CVRF F' is non-trivial and requires new techniques.
As a first step, we modularize the proof by a new tool, which we dub the recursive
Decisional Diffie-Hellman (recursive DDH) assumption. This assumption (detailed in
the technical overview) asserts that an a posteriori challenge must be hard if an a priori
challenge is hard. From this assumption and DSDH, the pseudorandomness of F' follows,
leading to our first main result:

Theorem 1. Under the decisional square Diffie-Hellman and the recursive decisional
Diffie-Hellman assumption, F' is a selectively secure prefix-constrained verifiable random
function.

As a next step and second result, we prove the soundness of recursive DDH in Maurer’s
Generic Group Model [Mau05] assuming the hardness of MQ and MQ+. MQ is a standard
assumption capturing the hardness of solving multivariate quadratic equation systems.
For example, multiple NIST post-quantum digital signatures candidates are based on it.
MQ+ is a new assumption that we introduce and that is closely related to MQ. We will
discuss MQ and MQ+ in the technical overview, and analyze attacks on recursive DDH,

MQ and MQ+ in App. A.

Theorem 2. In the generic group model, the recursive DDH assumption is implied by the
M@ and the MQ+ assumption.

Finally, we adapt the verification algorithm to improve the verification time of our
CVRF construction. For n = ¢ = 256, we estimate that verification takes ca. 1 minute?,
which is reasonably practical. Our optimization reduces the number of pairings computed
by the verifier to O(¢n). It does so by randomly combining n quadratic equations into one.
This introduces a negligible error probability that only depends on the verifier’s coins.
Thus, it does not go against the spirit of unique provability. For details see App. B.

1.3 Technical Overview

We will first sketch the security of our CVRF F under our novel recursive DDH assumption,
and then prove the hardness of recursive DDH in the generic group model under two
falsifiable and contained assumptions, MQ and MQ+.

Fresh PRGs per Layer.. Before we sketch our proofs of the pseudorandomness of F,
we point out an additional technicality. In our actual construction of F', we use a fresh
algebraic degree-2 PRG G = (Gg) , ng)) DLy — Zf," for every layer i € [¢]. This means,

4We assume that each pairing takes 1 millisecond and neglect all other operations at verification.



the coefficients of the quadratic polynomials computing the functions G, ..., G are all
distributed uniformly and independently at random. Consequently, we define the value of
F at input x = x1--- x4 by
Y _ o (e-1) (2)
Fy(z) =gy where y = G,(sk) := GY (G (- (G (G )(sk))))),

Te—1

with y? = (32, ...,9%). Constrained keys for prefixes w = wy - - - wy are computed by

) ( (€ —1) (2)
= G(sk) = GE (G V(- (GRNGE) (5K))))).-
Because of this change, we can always assume in the selective security game that an
adversary submits 0° as challenge point z*, at which it has to distinguish the Value of F
from uniform random group elements. Indeed if 2* # 0%, we can simply swap GO and

G\ whenever x; # 0.

The Recursive Decisional Diffie-Hellman Assumption. The recursive Decisional
Diffie-Hellman (recursive DDH) assumption states that, for each sampler Samp, a certain
challenge stays hard even if we hand out more, seemingly useless, auxiliary information.
Concretely, let e: G? — G, be a bilinear map of groups and Samp be a PPT algorithm that
on input 1*, p, n outputs three hint functions hg: Ly = Ly, ha: Ly — Lyt hat Ly — 7,
and a challenge function c: Z; — Z.

The recursive DDH assumption states for each sampler Samp that, if gg(s) is pseudo-
random given

(C7 hOa h17 h2)7 h0(8>7 gill (8)7 gg2(3)7 g;
then g5*” is pseudorandom given
(Cu hOJ hlv h'2)7 h’O(S/)? giLl (s )7 gSQ(s )7 gg’
and (G07 G1)7 Gl(w)7 g:fa

where we draw s,z < Zy, (¢, ho, b1, h) < Samp(1*,p,n) and set s’ = Gy(z) for two
uniformly random maps Go, Gy : Zj; — Z; computed by multivariate quadratic polynomi-
als. We will call the first decisional problem the if-challenge, and the second decisional
problem the then-challenge.

Let us explain the soundness of this assumption intuitively: The if-challenge states

that the auxiliary information hy(s), ght(® gho(s) and g5 do not help at distinguishing gol®)

from a vector of n random group elements of G,. This implies, in particular, that gg(s),
while it is correlated with the auxiliary information, cannot be simply algebraically derived

from the other group elements gi”(s), gg2(s), g5, even when knowing hy(s) in plain. The

then-part of the assumption postulates that gg(s) stays pseudorandom, even if s = Gy(x)
is now sampled as the left-hand output of the PRG G, and even if we additionally give
the adversary the corresponding right-hand output G;(x) in plain and the seed of the
PRG g7 as source group elements. Hence, recursive DDH simply states that a certain

group vector stays pseudorandom even if we hand out more information, gf and G;(x),



to the distinguisher. Note if we would hand out only one of {g7, G1(x)}, the correctness
of the assumption would easily follow.

Unfortunately, giving a reduction of the if-problem to the then-problem becomes
challenging as soon as one hands out both additional auxiliary elements gf and G;(x).
While it is intuitively clear that both vectors together do not help at distinguishing gg(s)
from random group elements, the above techniques fail at proving this, since we are
committed to the PRG-seed @ in two different ways (as group elements g and as plain
numbers Gi(x)). For now, we postpone the discussion of how we solve this conundrum
and continue to show the application of recursive DDH.

Proving Security under Recursive DDH. The recursive DDH assumption gives an
elegant way to prove the pseudorandomness of our CVRF F'. Let A be a selective adversary
that, at the start of the game, sends a challenge point z* € {0, 1} to a challenger C. As
explained above, we can assume z* = 0 without loss of generality. C has to respond by
sending A a verification key vk, constrained® keys sky, skoy, . . ., skge—2; (for all non-prefixes
of 0%), the output value Fy (07'1), and finally proofs 7y, ..., m, for the correctness of the
aforementioned constrained keys and output value. Here, sk = s < Z is a uniformly
random vector. The verification key is given by vk = g5. The output at 0°~!1 is given by

Fu(0°1) =g¥ for y=GPGE V(- (GP(s)).

The constrained keys are all vectors in Zj of shape

G(s), GG (s), GPEPGC (), ... GG (G (9)),
while the proof elements are vectors of group elements given by

mo—gl, m = gfé%)’ e = gfé“l)(---(c:é”(s))), T = gfﬁ“(Gé“”(---(célks)))).

Let us first consider the base-case of £ = 0. In this case, our CVRF has exactly one
possible input (the empty word €), and A only gets the verification key g5, while it has
to distinguish the only possible output value Fy(e) = g§2 from random group elements.”
Obviously, the pseudorandomness of our CVRF for ¢ = 0 is equivalent to the decisional
square Diffie-Hellman problem and, therefore, follows directly from the corresponding
assumption.

The pseudorandomness of our construction for £ = 1 follows now by applying recursive
DDH. Indeed, by letting c(s) = s* be the squaring function and defining all hint functions
ho, b1, hy to be empty (and letting G = (G’((f), ng)) be the PRG randomly sampled by the

SFor example, if the adversary only receives G (z) as additional auxiliary information, we can invoke
(in the absence of gF) the pseudorandomness of G = (G, G1), and replace s = Go(x) and G1(x) in the
distribution by uniformly random vectors r1, 72 <s Zy, which immediately reduces the if-challenge to
the then-challenge.

5Note that from those values, A can compute all other possible queries on its own. Further, since
constrained keys, evaluation values and proofs are generated deterministically, A does not profit from
querying the same value multiple times.

"The proof of the correctness of Fy(¢) is given by the group element vector g§. However, since £ = 0,
A can challenge the pseudorandomness of the CVRF at one point and, hence, not receive this proof
element.



(0) (2
assumption), recursive DDH implies directly that Fy (0) = gZGO @) s pseudorandom given

ol _ e g g o G @) _ G @y
1’ (x) and 7,y = g7. Since A can compute vk = g%, m = g; and Fy(1) =g,
from this data, recursive DDH implies now the pseudorandomness of our construction for
input lengths ¢ = 1. (Note that the secret key is now called @ instead of s.)

Applying recursive DDH a second time, now with ¢ = 2, ho(s) being the empty
function, i (s) = G\7(s), ha(s) = G(s)? and c(s) = G{”(s)?, yields that Fy(00) =
cls) _ gg<Gé“><w>> _ ggé%é“)(w)ﬁ (1)

g stays pseudorandom, for s = Gy (x), even when
given
0 (-1 (O (G (g2
mo= g =gt ), Fy(01) = g5*®) = gg* (@0
sky = G V(w), Moo = g2

Again, A can compute the remaining element vk = gJ on its own, hence, the pseudoran-
domness of our CVRF for ¢ = 2. Applying recursive DDH a third time will imply the
pseudorandomness of our CVRF for inputs of length ¢ = 3, and so on. Hence, the security
of our CVRF candidate in the selective pseudorandomness game for inputs of length ¢
follows directly by the decisional square Diffie-Hellman assumption and ¢ applications of
our recursive DDH assumption.

Proving Recursive DDH in the Generic Group Model. We will sketch now how
to prove the soundness of the recursive DDH assumption in Maurer’s Generic Group
Model (GGM) [Mau05].® First, let us give a high-level overview: We perform two game
hops to remove the additional auxiliary information given in the then-challenge. The first
game hop replaces g7 by dummy-elements. Since we are committed to g7 by G;(x) and
g5 = gg‘)(w), we cannot use the standard GGM technique of replacing g by uniformly
random group elements. Instead, we answer group queries using a carefully designed
algebraic procedure. Omitting details for now, it allows us to invoke MQ+ to argue that
the adversary cannot detect this change. After removing g¥, we perform a second game
hop and replace s = Gy(x) and G;(x) by uniform randomness. The indistinguishability
of both games follows directly from the MQ assumption. In the last game, s has been
sampled uniformly at random and g¥, G;(x) have been removed. Now, we finish the
security proof of recursive DDH by reducing the if-problem to this game.

Next, we introduce and discuss the MQ and MQ+ assumptions, and then give a more
elaborated proof sketch of the soundness of recursive DDH in the GGM under MQ and

MQ-.

MQ and MQ+. The decisional Multivariate Quadratic (MQ) problem is a post-quantum
assumption on the hardness of solving random systems of multivariate quadratic equations.
It is used to construct non-interactive zero-knowledge proofs [DJJ24] and underlies
the security of a large proportion of candidates [BCD*24, AFIT24, BCC"24, BBFR24]

8Remember that in the GGM a generic adversary obtains handles for group elements, which only
allow it to perform group and pairing operations. In Maurer’s GGM, those handles are deterministic and
given by increasing register addresses. As alternative model, one can also consider Shoup’s GGM [Sho97]
where handles are uniformly random bit strings.



in NIST’s standardization process for additional post-quantum signatures. MQ+ is
a computational assumption, similar to MQ, that requires an adversary to extract a
simple non-trivial relationship about the solution of a random quadratic equation system.
While the MQ+ problem is likely not equivalent to the MQ problem, we will present
some intuitive arguments in App. A.3 why MQ+ should be hard whenever M( is hard.
Essentially, if there would be an MQ+ solver that outputs fresh solutions for MQ+, we
could leverage it to a solving algorithm for MQ (under some assumptions).

For our construction, we need to assume, at a minimum, that GG is a PRG. Indeed,
otherwise an adversary could invert G;(x) and break the then-challenge, while the if-
challenge might still be intractable for it. Note that we sample G as a function where
each output is computed by a uniformly random quadratic polynomial g € Z,[X1,. .., X,)]
over Zj, in n variables. Distinguishing outputs of G' from uniform randomness constitutes
exactly the decisional MQ problem.

Now, the M@+ problem is intuitively similar. Formally, the MQ+ assumption
states that it is hard for a PPT adversary, when given 2n uniformly random degree-
2 polynomials g1, ..., gon € Zy[X1, ..., X,], which compute G : Z; — Zf,” for example,
and their values ¢i(x), ..., gan(x) on a secret point x «s Z;, to find an additional
quadratic polynomial h € Z,[ X1, ..., X,] that vanishes on @ but is linearly independent
of g1(X) —g1(@),...,92n(X) — gon(x). Let us explain this: when given g, ..., g, and
g1(x), ..., gan(x), it is trivial to find new polynomials that vanish on @, even if we do not
know @. Indeed, any linear combination h(X) = a3 - (g1(X) —g1(x))+- - -+ an - (gon(X) —
gon(x)) must be zero at . On the other hand, finding a degree-2 polynomial h that
vanishes on & and does not lie in the space spanned by ¢1(X) — g1(x), . . ., g2n(X) — gon(x)
would give us a new and non-trivial information about the solution of the equation system
g1(X) =g1(@),. .., 920(X) = gon(x). Indeed, if we would be able to solve the MQ+ prob-
lem O(n?) times with fresh and independent solutions hy, ks . . ., we could simply linearize
the quadratic equation system and solve it trivially. We will postpone cryptanalysis of
MQ and MQ+ for now, and continue with showing how both assumptions imply recursive
DDH in the generic group model.

Proof Sketch. Let Samp be an efficient probabilistic sampling algorithm that on input
1%, p, n outputs functions c: Loy = Liyy ho: Ly — 2)°, hy s Zoy — L hot 2oy — 2. 'To
prove the soundness of the assumptlon we need to reduce the hardness of the if- challen%e
which consists of distinguishing g2 ) from random group elements when given hg(s

and g}f(s), to the hardness of the then-challenge, which COIlSlStS of dlstlngulshlng g5 o(e)
from random group elements when given h(s), g1 ¢"(9) and additionally gl, Gi(x)
where s = Go(z) (for a uniformly random quadratic map G = (Go, G1): Zy — Z2").

Let Gg be the game between an adversary A and a then-challenger Ch. To prove the
recursive DDH assumption, we need to change Gy to a game to which the if-challenge can
be directly reduced.

Step 1: Removing g7. As a first step, we would like to replace the group elements g7
given to the adversary by random group elements or dummy elements, which are devoid
of any information about . The problem, however, is that we are committed to x in
two different ways: by g5 = ngO( and by G1(x). Indeed, replacing g7 naively by group

elements g%, for x # ' € Zy, can directly be detected by A by applying Gy or Gy in the



exponent of g and comparing the result with g0 o G1(x).

To solve this problem, let g1,. .., gan € Z,[ X7, ..., X,] be the quadratic polynomials
computing (. Additionally, since A is generic, we model each of its group queries by
polynomials on the exponents of its given group elements. This means, A can only submit
group queries in the form of polynomials f to its group oracle. Whenever A submits such
a query f, Ch has to tell A if f does vanish on the exponents of the given group elements.
Given the bilinearity of the involved groups, all of those polynomials are quadratic.

Our novel technique for the first hybrid step consists in replacing g = (g7i*, ..., g")
by dummy-elements g = (gfl, ...,g") and by devising an algebraic algorithm for
answering group queries of the adversary. Concretely, in this new game, which we call Gy,
Ch tells A that an equality-check? f € Z,[X1, ..., X,] passes on the exponents of g7, i.e.
f(x) =0, if it lies in the Z,-vector space

V = spang, [91(X) = s1,. .., gn(X) = 55, g1 (X) — w1, ..., gon(X) — wy]

spanned by the polynomials g;(X) —s1,. .., gn(X) = Sn, gnis1(X) — w1, ..., gon(X) —w, €
Z,| X] where s = Go(x) denotes the left-hand and w := G;(x) the right-hand output of
G(x).

To prove that A cannot distinguish between Gy and Gy, we invoke the MQ+ assumption.
Indeed, A can only distinguish between both games if it can come up with a query f
that passes in one game and fails in the other one. Since (s, w) = G(x), we must have
f(x) = 0 whenever f € V. Hence, to notice a difference, A must output a query f that
passes in Gy (f(x) = 0), but fails in Gy (f ¢ V). Such a polynomial f is exactly a solution
to the MQ+ problem with respect to G = (Gg, G1), which asks for a non-trivial degree-2
polynomial that vanishes on @. Assuming the hardness of MQ+, we can deduce that A
can not distinguish between the honest way of answering group queries in Gy and our
novel algebraic way of answering queries in Gj.

Step 2: Removing G;(x). In Gy, we switch (s,w) from (Gy(x), G1(x)) to two
uniformly random vectors in Zj. Indistinguishability follows directly from the normal
MQ assumption. Indeed, after Step 1, all group elements given to A (and thus all
information A can determine by generic group queries) do not depend on @, but only on
(Go(), Gi()).

Step 3: Reducing the if-Challenge to G;. Finally, in G,, w is uniformly random
and independent of s and all other information given to A. Additionally, A is given
simulated group elements g instead of the real group elements g¥. At this point, we
can reduce the if-challenge to Go by simulating all extra information (g} and G;(x)) the
then-adversary 4 would receive. There are some technicalities involved in how group
queries of A are handled, as a reduction does not know s in plain. However, these issues
can be solved by algebraically decomposing the group queries of A. For all technical
details, we refer to the full proof given in § 5.

9Note that A’s equality checks must actually involve more variables. In fact, besides X1,..., X,,

should contain variables Si,...,S5, representing the exponents of g5 € G%, variables C1,...,C,
g2 2

)., HY) representing the exponents of g’fl(s) €

G"* and variables HI(Q), ceey H,ng representing the exponents of g;”(s) € Gy™. To keep this exposition

simple, we neglect this fact and consider here group queries of A that only involve the elements g7 .

representing the exponents of g;(s) € G%, variables Hfl
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Cryptanalysis of Our Assumptions. Security hinges on our new recursive DDH
assumption. In this work, recursive DDH only functions as an intermediate step to prove
the security of our construction, and we can prove the soundness of our assumption in an
idealized model under MQ and MQ+.

While MQ is a well-studied standard assumption in cryptography, MQ+ is a novel
variation of it. While there is no direct reduction from MQ to MQ+, the hardness of the
MQ+ problem should be comparable to the hardness of the MQ problem. Indeed, known
algebraic attacks should not be faster on MQ+ than on M@, and any efficient algorithm
for solving MQ+ would, intuitively, imply a fast solving algorithm for MQ. We refer to
App. A for detailed cryptanalytic discussions on recursive DDH, MQ and MQ+.

Modularizing the Underlying PRG Family. Note that the CVRF F' uses uniformly
random quadratic maps over Z, as PRGs. It is possible to replace this distribution of
PRGs by other, more specialized distributions of quadratic maps Z; — Zg”. This may be
more beneficial for practical considerations.

In App. D, we explain which properties a general distribution of degree-2 maps
needs to have for our security proofs to work through. Specifically, we replace the MQ
and MQ+ assumptions with properties of the underlying PRG distribution—namely,
pseudorandomness and a new property we call resistance.

On Generic Constructions. Finally, let us address the question if it is possible to
construct CVRFs generically from Non-Interactive Zero-Knowledge proofs (NIZKs) and
CPRFs. First, we want to point out that NIZKs and other primitives depending on
random oracles or common reference strings, are infeasible for this task, as the very
strict requirement of unique provability needs to hold, even for malformed oracles and
reference strings. However, in the plain model, one may still ask if it is possible to
enhance CPRFs with verifiability by using non-interactive witness-indistinguishable proofs
(NIWIs). Prior works [Bit20, GHKW17] constructed VRFs from NIWIs, puncturable
PRFs and commitments. It is possible to extend these constructions to CVREFEs, however,
with significant drawbacks on security (and efficiency given the sizes of the involved NIWI
proofs). The crux lies in the notion of constraint-hiding, introduced by Fuchsbauer [Fucl4].
Constraint-hiding is a technical property that allows us to significantly simplify the security
game for CVRFs. A NIWI-based CVRF (following the blueprint of [Bit20, GHKW17])
not only fails to be constraint-hiding, it is also not possible to prove it secure in more
elaborate security games that better reflect reality. We discuss this in full detail in App. C.

1.4 Applications

Exponent VRFs. Recently, Boneh et al. [BHLS25] introduced exponent VRFs (eVREs).
While a standard VRF Fy(x) = y proves correctness of y, an eVRF proves correctness of gY,
where y in the exponent is the output of a PRF. They give two constructions (based on DDH
and Paillier encryption) in the random oracle model, and discuss multiple applications. For
example, simulatable distributed protocols (e.g., distributed key generation or multiparty
signing) with fewer rounds of communication (after initially exchanging eVRF verification
keys), or hierarchical deterministic key derivation for cryptocurrency wallets.
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Observe that our CVRF is an ¢(C)VRF where y = G.(sk)* € Z and gj € G3."
From a theoretical point of view, our construction improves on Boneh et al. by not relying
on random oracles (and also not on a common reference string). In addition, since our
construction is also constrainable, our eCVRF enables sub-tree delegation when used
for hierarchical key derivations for cryptocurrency wallets (cf. Boneh et al’s full version
for details [BHLS24, §4.6]). When using our construction solely as an eVRF (so no
constrained keys are handed out), we conjecture that pseudorandomness can be proven
from MQ on its own in the GGM, i.e., MQ+ is not necessary anymore. However, as this
text focuses on constrained VRFEs, we leave this to future work.

Stake Pooling. Proof of stake blockchains often elect a small committee or slot leader
to produce the next block. Each party’s probability to be elected is proportional to their
stake. Hence, small stakeholders have little incentive to run a computer 24/7 to participate
at election. This lowers the resilience of the chain as it concentrates the power in the
hands of a few large stakeholders. A mitigation is stake pooling where small stakeholders
delegate their stake to a pool operator that they trust; the pool operator is elected with
probability proportional to the total stake in their pool.

Many blockchain designs use VRFs for such elections (e.g., Algorand [GHM*17] or
Ouroboros Praos [DGKR18]). Ignoring details, party i is elected at time ¢ if Fy,(t) >
threshold(stake;). Since the long-term secret key sk; must stay secret, delegating stake
currently requires on-chain communication, which is expensive. CVRFs enable off-chain
delegation: a small stakeholder constrains their key to some time span (i.e., a VRF
preimage prefix) and communicates it off-chain to the pool operator, who then acts on
behalf of the stakeholder.

Compressible Randomness Beacons. A randomness beacon outputs a pseudorandom
value periodically. For an outside observer, the beacon output for time ¢ must be
unpredictable at any time < ¢t. A compressible randomness beacon enables the beacon
operator to provide a concise description of all outputs preceding time ¢.

This notion was introduced in [HNS25] as one part of a larger protocol for anonymous
blockchain payments between light clients. They construct compressible randomness
beacons using the GGM-CPRF [GGMS86]: The beacon outputs are the leaves of the tree
(from left to right as time progresses). Since the GGM-CPRF is not verifiable, a malicious
beacon may equivocate and send two different values to different users. In their model,
the beacon is trusted (e.g., executed via MPC), so this is not an issue. Using our CVRFs
prevents such equivocation attacks without trust assumptions.

Note that generally a malicious beacon operator should not be able to predict outputs
in advance as well. This may be achieved by running multiple CVRF-based beacons and
relying on non-collusion assumptions between beacons.

10Concretely, our construction computes the PRF PRF : {0, 1}¢ — {22]z € Z,,}", PRFg(x) = G, (sk)? €
Zy, in the exponent of its outputs. Since the outputs of PRF are vectors of square numbers, it is simple to
distinguish its images from uniformly random vectors over Z,. However, this problem can simply be fixed
by replacing the final squaring step of PRF with applying n uniformly random quadratic polynomials.
Security then follows by invoking the normal DDH assumption in the security game. Further, if an
application requires eVRFs with a single group element as output, it suffices to simply pick the first
output element of our construction, i.e., y; and ggl.
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1.5 Related Work

CPRFs have been introduced by [BW13, KPTZ13, BGI14]. Notably, [BW13] gave in-
stantiations for constraints specified by arbitrary circuits, assuming mmaps. CPRFs for
inputs of unbounded length and constraints specified by Turing machines have been given
by [AFP16, DKW16] using iO.

The first candidate VRFs have been constructed by [MRV99] assuming the hardness
of factoring. Important VRFs have been put forth by Lysyanskaya [Lys02] and Dodis
& Yampolskiy [DY05], which described two styles of pairing-based VRFs. Most pairing-
based VRFs use ¢-type assumptions [Lys02, DY05, ACF09, BCKL09, BMR10, HW10,
Jaglh, Kat17, Yam17, Nie21] to achieve small proof sizes, or are based on DLIN [HJ16,
Ros18, Koh19]. [BHKU22] showed that it is hard for a pairing-based VRF to achieve
simultaneously proofs and assumptions of constant size. It is possible to construct VRFs
generically from NIWIs [Bit17, GHKW17]

Initially, [Fucl4, CRV14] constructed CVRFs based on the CPRFs of [BW13]. They
achieve bit-fixing and circuit constraints using mmaps. Subsequent CVRF candidates also
enjoy circuit constrainability and use iO: [LLC15] achieves selective security, [LZW19]
extends their security notion and [ZLX23] achieves adaptive security under iO. Additionally,
[DDM17, DDM19] construct CVRFs for unbounded inputs. An exception is [Dat20],
which constructs CVRFs from functional encryption (which is equivalent to iO up to
subexponential loss). In comparison, our construction only supports less expressive
constraints, but builds upon significantly simpler building blocks.
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on early prototypes of our CVRF.

This research was funded in whole or in part by the Austrian Science Fund (FWF)
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license to any author-accepted manuscript version arising from this submission.

2 Preliminaries

Notation. Denote by A € N the security parameter. We denote the output of de-
terministic and probabilistic algorithms by y = D(x) and y < P(x), respectively. De-
note by = <-s X that x is sampled uniformly at random from the set X. Denote by
2X = {A: A C X} the power set of X. Set [n] :== {z € N: 1 < x < n} where
N ={1,2,3,...} is the set of natural numbers.

We denote elements of cyclic groups G, Gy, Gy of order p by monospaced letters g, g1, go.
Given a vector = (x1,...,2,) € Z,, and a group element h € G, we denote by h* the
vector of group elements (h*™',... h*™) € G".

For a bit b € {0,1}, set b = 1 — b. We denote the length of a bit string x € {0,1}*
by |z|. Let € be the empty word of length 0 and note that {0,1}° = {¢}. For £ € N, we
write {0, 1}¢ to denote the bit strings of length £. By {0,1}= we denote the set of all
bit strings of length at most ¢, including e. We denote string concatenation by x - y and
sometimes write 7y to avoid clutter. Given a bit string = € {0, 1}, we denote its bits by
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x =x1---xe. A bit string z € {0,1}* is a prefiz of a bit string y € {0, 1}* if there exists
w € {0,1}* such that - w = y.

On Groups. We will consider a definition of symmetric bilinear groups akin to certified
bilinear groups as given in [HJ16].

Definition 1 (Symmetric Bilinear Groups ). A (symmetric) bilinear group, is a pair of
cyclic groups Gq, Gs of prime order p with generators g;, go and a map e: G; x G; — Gy
s.t. the following holds: e is bilinear, i.e., e(g$,g%) = e(g1,g1)® for all a,b € Z, and e is
perfect, i.e., e(g1,g1) = g2. We require that e and the group operations on G; and G, are
efficiently computable.

As a small technicality, we additionally require Gi, Gy to have unique, recognizable
representations of its elements. That is for each element h; € Gy, there is a canonical
encoding as a bit string (h;);. Further, there is a verification algorithm GrpVfy,(s), which
on input of a supposed bit-string description of an element s outputs 0 or 1. The encoding
is uniquely recognizable in the sense that GrpVfy,(s) = 1 implies that there is a € Z,
such that s = (g9);. The same holds respectively for an encoding (hy), and a verification
algorithm GrpVfy,(s) in Gy. When referring to a group element h in G; or Gs as input in
the following, we will implicitly mean its unique encoding, which is implicitly checked to
be a valid group element encoding at the beginning of each algorithm.

In this work, we use Maurer’s generic model [Mau05] for bilinear groups. Concretely,
access to the elements and operations on the two groups Gy, Gy (isomorphic to Z,) with
a non-trivial bilinear (symmetric) pairing e: G; x G; — Gy are hidden behind oracles.
Further, instead of real group elements, a generic adversary is given handles which only
point to elements used by the oracles to perform group operations. Whenever a group
query is made to an oracle to perform a certain group operation, handles for the involved
group elements and possibly a number in Z, has to be supplied. In Maurer’s original
model, the oracle will then respond with a handle for a new group element (which will be
stored internally) and a list of pairs of handles which point to equal group elements.

We will deviate here from Maurer’s original model by making equality checks explicit.
First note that the adversaries in our setting do not need to output group elements.
Instead, they only need to output bits. Hence, we also do not need to give them handles
for new group elements after performing group operations. To make this precise, we will
define generic adversaries as algorithms that receive handles for group elements as inputs
and may only query if some degree-2 polynomial over the exponents of the group elements
vanishes. This means, the generic adversary can only query if some computation on its
group elements yields the trivial group element, or if two of its computed group elements
collide. We model this by allowing it to submit degree-2 polynomials to some oracle,
which tells the adversary if the polynomial would vanish on the exponents of the group
elements.

The difference between Maurer’s original model and our interpretation of it is poly-
nomial: in Maurer’s original model, an adversary needs to query ¢ group operations to
receive the result of (¢ + n)? equality checks, where n is the number of received group
elements at the start of the experiment. In our variation, the adversary needs to perform
(q + n)? equality checks, which is by a polynomial amount larger than .
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Definition 2 (Generic Adversaries). An adversary is called generic if it works as follows:
At the beginning of a security game, the generic adversary receives a number of source
group element handles, let’s say gi',...,gi" and g5',..., gy, where g; and g, are fixed
generators of G; and Gg, respectively, with e(gy, g1) = g2. It may now only query equality
checks, which are modelled by h € Z,[X3, ..., X,,Y1,...,Y,], which must have the shape

k=1

1,j=1

for some «; ;, B € Z,. Whenever the simulator of the group receives such a polynomial
h, it has to reply with “h(x,y) = 0" if h(z1,..., 20, y1, ..., Ym) = 0. (This means, the
equality check passes.) Otherwise, the simulator has to reply with “h(x,y) # 0”.

On Pseudorandom Functions.

Definition 3 (Constrained Pseudorandom Function). A constrained pseudorandom func-
tion (CPRF) with input domain X = X()), output codomain Y = Y(A), and set of
efficiently representable constraints C = C(\) C 2% where () € C is a tuple CPRF =
(Setup, Constrain, Eval) of three (probabilistic) polynomial-time algorithms

Setup(1*) — skg: Given a unary encoded security parameter, samples a secret key skg,
which may evaluate all inputs X.

Constrain(skc, C') = sker: Given a secret key sko with constraint C' € C and a constraint
C" € C, outputs the constrained secret key sker or L.

Eval(sk¢, z) = y: Given a secret key sko with constraint C' € C and an input © € X,
outputs y € Y or L.

A CPRF has to fulfill the following properties:

d-Delegability: For any constraints ) = Cy C --- C Cy with C; € C, any x € X \ Cy
and any skc, < Setup(1?*) it holds that

Eval(skc,, ) = - -- = Eval(sk¢,, z)
where sk, = Constrain(skg,, C1), ..., and ske, = Constrain(ske, ,, Cq).

(t,q, p)-Selective Pseudorandomness: Consider the following game parameterized by
A that is played by an adversary A making at most ¢ queries:
1. Sample sky < Setup(1*) and b <s {0, 1}.
2. A outputs a challenge point z* € X.

3. A outputs a list of constraint queries (C})ic[q,) and a list of input queries
())jel) Where ¢ > g1 + G-

4. A receives sk, < Constrain(skg, C;) for i € [¢1] and y; = Eval(skg, z;) for
j € lgl-

5. A receives y; where y5 = Eval(skg, z*) and y} <s ).
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6. A outputs a guess b*.

We say “A wins” if and only if b = b*, 2* € C; for i € [¢1], and z; # x* for j € [ga].
The advantage of A in the above game is

Advipge(\) = |Pr[A wins] — 1/2]

where the probability is taken over the randomness of A and the game.

CPRF is (t, q, u)-selective pseudorandom if, for every A running in time at most t(\)
making at most ¢(\) queries, it holds that Advioge(A) < p(N).

We call CPRF delegable if it is d-delegable for every d € poly(A), and (¢, u)-selective
pseudorandom if it is (t, q, p)-selective pseudorandom for every ¢ € poly(A).

Definition 4 (Puncturable CPRF). A CPRF with input domain X" and set of constraints
C is puncturable if {x} € C for every x € X.

Definition 5 (Constrained Verifiable Pseudorandom Function). A constrained verifiable
pseudorandom function (CVRF) with public parameter space P = P(A), input domain
X = X()\), output codomain Y = Y()), and set of constraints C = C(\) C 2% where
) € C is a tuple CVRF = (Setup, Constrain, Eval, Verify, VerifyC) of five (probabilistic)
polynomial-time algorithms

Setup(1*) — (pp, skg, vk, mp): Given a unary encoded security parameter, samples public
parameters pp € P, secret key skp, verification key vk, and proof my.'t

Constraing, (ske, o, C') — (sker, mer): Given a secret key ske with constraint C' € C, proof
o, and a constraint C” € C, outputs the constrained secret key ske and proof ey,
or L.

Evaly,(ske, o, ) — (y,m): Given a secret key ske with constraint C' € C and an input
x € X, outputs y € Y and proof «, or L.

VerifyC,,(vk, C, skc, m¢) = b: Given the verification key vk, constraint C' € C, constrained
secret key ske, and proof 7¢, outputs b € {ACCEPT, REJECT}.

Verify,,,(vk, z,y,7) = b: Given the verification key vk, input x € X', output y € Y, and
proof m, outputs b € {ACCEPT, REJECT}.

A CVRF has to fulfill the following properties:
d-Delegability: For any constraints ) = Cy C -+ C C; with C; € C, and x € X'\ Cy it

holds that
VerifyC,,(vk, Cy, ske,, mc,) = - - - = VerifyC_ (vk, Cy, ske,, me,) = )
Verify,,(vk, 2,0, ™) = - - - = Verify  (vk, 7, y4, mq) = ACCEPT

where the probability is taken over (pp, skc,, vk, m¢,) < Setup(1*), and (sk¢,, 7¢,)
Constrain(ske,_,, ¢, ., Ci) and (y;, m;) < Evalyp(ske,, me,, ©) for i € [d].

" The proof 7y is a formality that allows us to streamline definitions and syntax. 7y can be seen as
part of sky.

16



Unique Provability: For all (even malformed) public parameters pp, verification keys
vk, and proofs m, 7" as well as all inputs x € X’ and outputs v,y € ), it holds that

Verify (vk, z,y, 7) = Verify (vk,z,y, ") = ACCEPT — y =1y’

Functionality Binding : For all (even malformed) public parameters pp, verification
keys vk, secret keys skc, sk, and proofs 7¢, 7, the following holds: If

VerifyC,,(vk, C, sk, 1) = VerifyC,, (vk, C, skiy, m) = ACCEPT,

then, for all inputs z € &X'\ C, for all (y,7) < Eval(sk¢,mc,z) and (v, 7') <«
Eval(sky, 75, x) it holds that y = /.

(t,q, n)-Selective Pseudorandomness: Consider the following game parameterized by
A that is played by an adversary A making at most ¢ queries:
1. Sample (pp, skg, vk, mp) < Setup(1*) and b <s {0, 1}.
2. A outputs a challenge point z* € X.
3. A gets pp and vk.
4

. A outputs a list of constraint queries (Cj);cq) and a list of input queries
(1) jelsr) Where ¢ > q1 + Go.

5. A receives (ske,,mo,) < Constrain(sky, g, C;) for i € [q¢1] and (y;,7;)
Eval(skg, mg, x;) for j € [ga].

6. A receives y; where (y§, 75) = Eval(skg, z*) and y; s X.

7. A outputs a guess b*.

We say “A wins” if and only if b = b*, 2* € C; for i € [¢1], and z; # z* for j € [ga].
The advantage of A in the above game is

where the probability is taken over the randomness of A and the game.

CVRF is (t, q, u)-selective pseudorandom if, for every A running in time at most ¢(\)
making at most ¢()\) queries, it holds that Adve,re(A) < p()).

We call CVRF delegable if it is d-delegable for every d € poly()), and (¢, u)-selective
pseudorandom if it is (, q, p)-selective pseudorandom for every g € poly(A).

Definition 6 (Constraing-Hiding). CVRF is constraint-hiding if we have for all constraints
C; C Cyand x € X'\ () the following equalities of distributions:

Constrain,,(skg, mg, Ca) = Constraing,(ske, , mey, Ca),

Evalpy,(skg, g, ) = Evalyp(ske,, 7oy, )

where we sample (pp, skg, vk, ) < Setup(1*) and (sk¢,, 7¢, ) < Constrain(skg, 7g, C1).
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Remark 1. Note that our notion of constraint-hiding (Def. 6) is slightly stricter than the
notion of Fuchsbauer [Fuclj]. Also, note that the selective pseudorandomness game in
Def. 5 does not cover complex cases of repeated or nested constraining a passive adversary
may observe in a scenario where multiple parties might receive constrained keys and further
constrain them.

As an example, consider the following case that is not covered: Let x* be the point
challenged by the adversary. Additionally, it asks the challenger to generate a constraint key
sko for a constraint with x* & C' and then further constrain sko to sker with x* € C" O C.
Finally, we hand sker to the adversary. Creating sker and its corresponding proof wer in
this way results in a potentially different output than constraining skg at C" directly. Such
types of constraining are not covered by the security notion of 5.

The constraint-hiding property solves this problem by ensuring that the proofs of
constrained keys and output values are independent of the (constrained) key they were
computed from. The construction we give in § 3 is constraint-hiding in the strongest possible
way, as all outputs, proofs and constrained keys of it are determined deterministically by
its verification key.

Definition 7 (Prefix-Constrained CPRFs and CVRFs). A CPRF or CVRF with input
domain X = {0, 1}* is prefiz-constrained if, for every x € {0,1}=,

{y € {0,1}" | z is not a prefix of y} € C.

For C = {y € {0,1}* | z is not a prefix of y}, we will usually denote the outputs of
Constrain(skg, 7y, C') by (sk,, ) instead of (sk¢, m¢).
On Quadratic Polynomials. We will introduce here some notation on polynomials of

degree 2 that will span through this work.

Definition 8. Let n,p € N. A degree-2 map F': Z; — Zj is a map whose outputs are
computed by n polynomials fi,..., f, € Z,[X1, ..., X,] of degree < 2. Denote the set of
all degree-2 maps by

Qpn =A{F :Z, — Z, | F is a degree-2 map}.
In this work, we will sometimes refer to @), ,, as @, whenever p, n are clear from context.

Definition 9. For ¢ € N, denote by Q“*? the set of lists of ¢ pairs of functions in Qpn-

p,n
We will denote an element G € Q°%? by

14
p?n

G =((Gy",G"),.... (6" G1)

where G(()l), o ,G((f), Ggl), e ,Gﬁ“ € Qpn are all degree-2 maps from Zj to Zj. Further,
for a bit string z = z1 -2 € {0,1}=¢, we set

- v 1) . n n
Gri=Gl)o- 0 GY 7 — 7.

For the sake of completeness, let GGc denote the identity function on Zj.
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Finally, let e: G; X Gy — G be a bilinear pairing with generators g, € G1, go € Go.
For a degree-2 map F' € @), we define an efficiently computable function ep : G} — G7 as
follows: let fi,..., fn € Z,[ X1, ..., X,] be the polynomials that compute the outputs of
F'. Decompose each f; as

fi= Y L XXt Y o X+ e

1<j<k<n jen)

with coefficients cgl,)c € Zy. Then, the output of ep on input g} is given by ep(hy,...,h,) =
(h},...,h),) where

o0 NO) o)
h! = ( I e h) ”) : (H e(hy, g1) 0’-’) g

1<j<k<n jeln)

Note that we have ep(g3) = gi *) for s € Zy.

3 Our CVRF Construction

Our construction draws inspiration from the CPRF of Goldreich, Goldwasser and Mi-
cali [GGMS6] (GGM-CPRF). The GGM-CPRF’s input domain is {0, 1}* and, conceptually,
it may be viewed as a binary tree of depth ¢. Each node is identified by a bit string
x € {0,1}=% where the root node is €, and the children of a node x are 20 and 1 respec-
tively. The set of leafs is {0, 1}*. Additionally, each node has a label associated with it,
and these labels are defined inductively by a length-doubling PRG G = (G, G1). The
label of the root node is the CPRF’s root secret keys sk.. The label of others node is
computed recursively: the label of the left and right child is yielded by applying G, and
(51 to the parent’s label, respectively. In the GGM-CPRF, constrained keys correspond to
the labels of inner nodes, while outputs correspond to the labels of leaf nodes.

Our CVRF construction (denoted by CVRF) shares the input domain {0,1} and
PRG-defined tree structure with the GGM-CPRF. To enable verification, however, our
construction differs in several aspects:

1. Our PRGs are degree-2 polynomials over Z, in n variables (as explained in Def. 8).
Additionally, for each level of the tree, we use a fresh PRG G <s Q? that is
sampled uniformly and independently of all other PRGs.

2. Due to our choice of PRGs, each node’s label is a value in Zj. In particular, the
root secret key sk, is a uniformly random vector s <—s Zj.

3. While constrained keys are the labels of inner nodes as in the GGM-CPRF, outputs
are not the labels of leaf nodes directly, but a function of them. In particular,
outputs are vectors of group elements in G} where, on input € {0, 1}¢, the output

is gg;”(s)Q (where G, (s) is the label of the leaf node = by the notational shorthand
introduced in Def. 9, and G,(s)? is the vector of squares of entries of G,(s)).

4. To enable verification of constrained keys and outputs, nodes not only have a label,
but also a proof element associated to them.
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(a) The verification key is vk = = g5.
(b) Each node z € {0,1}=* has the proof element g**) associated to it.

5. Each constrained key or output is accompanied by the proof elements along the path
from the root node to itself. Since the labels are inductively defined via degree-2
polynomials, the proof elements enable efficient verification by using the pairing e.

Given this high-level overview, we give the pseudocode of CVRF in Fig. 2. To avoid
redundant code, CVRF uses internally the helper algorithms HelperEval and HelperVerify,
which are called whenever outputs and constrained keys are generated and verified,
respectively.

Theorem 3. CVRF fulfills Delegability, Unique Provability and Functionality Binding
(Def. 5). In addition, it is constraint-hiding (Def. 6).

Proof. Delegability follows almost directly from the fact that HelperVerify accepts outputs
of HelperEval by construction and the fact that HelperEval and HelperVerify do not dif-
ferentiate between root and constrained secret keys. Constraint-Hiding also follows by
construction since HelperEval is deterministic.

With respect to Unique Provability and Functionality Binding, we will show that,
for any input z € {0,1}=° and any verification key vk € G3 there is a unique input
(1, € (G, 7#) € G}) resulting in HelperVerify(vk, z, 7, #*)) = ACCEPT.

This directly implies the unique provability as Verify only accepts an input y if it
fulfills y = e(7), 7)) for a thus unique #*) predetermined by HelperVerify. Regard-
ing functionality binding, we can actually show the stronger notion, that for any con-
straint z € {0, 1}<* constrained keys sk, sk, and proofs 7, 7", VerifyC, (vk, x, sk, mp) =
VerifyC, (vk, z,sk,, m,) = ACCEPT already implies that sk, = sk,. This follows in the
same Way as unique provability, as VerifyC only accepts a key sk, if it conforms to
g = 7 for this unique value 7).

Let us now show that there is one unique accepting input to HelperVerify. Consider
any pp = ((GO ,G(Z )e_,) and any vk € G}. Let (' < ¢ and z € {0,1}". Suppose we are

given two proofs m = (7r§ ))6/:_01 and my = (7T§ )) o € (GM)Y with corresponding inputs

ﬂ“ and 7?54/) that both result in ACCEPT (we use the subscripts 1 and 2 to differentiate
between the two executions of HelperVerify). We will show by induction on 0 < i < ¢ that
7~r§i) = ﬁg) = gf”"'”(Sks) for every 1.

For the base case i = 0 it holds that 7r§0) = ~(0) = gik = glge(Ske) as otherwise
the comparison with vk in Line 2 would not pass. For the induction step assume that
ﬁ%i_l) = ﬁg_l) = g?ml i () holds By the check in Line 4, G%) is a degree-2 map, so
the output of the pairing e in Line 5 is well-defined. The check in Line 5 ensures that

7}5") _ ﬁ-gi) - glG“”l"'zi (Ské), completing the proof. 0

4 Security Proof by Recursive Assumptions

4.1 Diffie-Hellman Assumptions

The security of our efficient construction in § 3 is based on two assumptions. The first
one assumes the hardness of the Decisional Square Diffie-Hellman (DSDH) problem over
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CVRF. Setup(1*):

01 Sample s <—s Z; Set sk, = s

02 Set vk = g3

03 Sample degree-2 maps G s Q%% Set pp = G
04 Output (pp, ske, vk, 7. = 0)

HelperBvaly, (sk.s € Z;, mor € (G1)", @ € {0, 1}7):

01 Check that |2'| = ¢ < " < {; otherwise, abort

02 Parse my = (70!, pp = ((G((f), Ggi)))le, and sy = sk,
03 Forie {¢,...,0" —1}:

04 Set #0) = g¥:

05  Set 811 = GlY(s))

06 Output (y = s, m, = (7@)51)

CVRF. Constraing, (sk, € Zy, mor € (G, z €{0,1}7):

01 Check whether 2’ is a prefix of x and |z| < ¢; else, abort
02 Output (sk,, ) < HelperEval  (sky/, 70/, 7)

CVRF. Evalyy(sky € Z7, 7 € (G})Y, 2 € {0,1}):

01 Check whether 2’ is a prefix of x and |z| = ¢; else, abort
02 (g, 7,) < HelperEval (sk., 7., 2)

03 Output (y = g , 7 = (m., 7)) where (4, ...,9,)2 = (#2,.

L) ey

HelperVerify,, (vk € G}, z € {0,1}", 7, € (G})”,#") € G}):

o1 Parse m, = (7)Y ! and pp = ((Géi), Ggi)))le
02 If vk # e(7®, g1), output REJECT

03 For 1 <¢ < /-

o4 If G%) is not a degree-2 map, output REJECT
05 Ife(7®,g) # eal) (#0=1), output REJECT
06 Output ACCEPT

CVRF. VerifyC,,(vk € G3,z € {0,1}" sk, € Z, 7, € (G})"):

ot If ¢/ >/, output REJECT
02 Output HelperVerify  (vk, z, m,, gi)

CVRF. Verify, (vk € G5,z € {0,1}",y € Gy, 7 = (m, € (G})", &

ONS GY)):

o1 If HelperVerify,, (vk, z, m,, 7)) = REJECT, output REJECT
02 If e(#9, 7)) = y, output ACCEPT; else REJECT

Figure 2: Pseudocode of CVRF.
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a cyclic group G of order p with generator g, which consists in distinguishing a pair of
the form (g% g?) where a,b <s Z, from a pair (g% g% ) where a <s 7Z,.

Definition 10 (DSDH Assumption). Fix n € poly()), a prime p < 2P°¥N) and a cyclic
group G of order p with generator g € G.

For an adversary A, we define its advantage at solving the Decisional Square Diffie-
Hellman Problem (DSDH) problem in G by

A o a by _ . a _a?y _
Advpspn(A) =1 Pr. [Ale" g") =11 = Pr [Alg",e") = 1]l
For non-negative functions ¢ = t(\),u = p(A), the Decisional Square Diffie-Hellman
assumption (t, 1)-DSDH states that we have Advisp, < p for all algorithms A that run
in time at most ¢.

Note that the DSDH assumption is usually stated for n = 1. Since DSDH is reran-
domizable, there is a tight reduction of the corresponding problem from the case n =1 to
the case n > 1.

We now state our novel Recursive Decisional Diffie-Hellman assumption. It consists of
two challenges: an if-challenge and a then-challenge. The assumption postulates that for
every adversary Aen for the then-challenge, there exists an adversary for the if-challenge of
comparable time complexity and advantage. In other words, if the if-challenge is hard, then
the then-challenge has to be hard, too. Assumptions of this structure are already known in
the lattice-setting as evasive Learning With Errors assumptions [Wee22, Tsa22, BUW24]
and in the pairing setting [AWY20] However, we note that this assumption is just a
cornerstone for the security proof of our CVRF, as we prove the assumption sound in the
GGM under falsifiable contained assumptions.

Assumption 1 (Recursive DDH). Fix n,m;, my € poly(A), a prime p < 2°°Y™) and a
bilinear pairing e : G; x G; — Gy of groups of order p with generators g; € Gy, go € Go.
Let Samp be an algorithm that on input 1*, p, n, outputs descriptions of

1. an efficiently computable function ¢ : Zj — Zy,
2. an efficiently computable function hg : Z; — Z,",
3. an efficiently computable function hy : Z; — Z;™,
4. and an efficiently computable function hy : Zj — Z3'*.
For an adversary A;;, we define its advantage in the if-challenge by
Advif = [Prldis(c. ho, h, ha, ho(s), g g5 g5, 85) = 1
— Pr[Aic(c, ho, I, ha, ho(s), 81", 83, 5, &5) = 1]]

where the probabilities are taken over (c,hg, hi,ho) < Samp(1*,p,n), s <= Zy and
T <—s Z,. For an adversary Auen, we define its advantage in the then-challenge by

Advﬁtet]re]n = ’Pr['Athen <C> hU? hlv h2> G0> Gh hO(s)v g}ILI(S)a g32(8)7 gga gfa Gl(.’B), gg(S)) = 1]
- Pr[Athen (Ca h07 hl: h27 G07 Gla h0(8)7 g?1(8)7 gg2(5)7 gg? galc? G1 (w)7 gg) = 1]
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where s = Gy(x), and the probabilities are taken over (c, ho, hi, ho) < Samp(1*, p, n),
x s Ly, Go, G1 <=3 Qp and 1 s Zy.

Finally, fix non-negative functions t = t(\), ¢ = q(A), ¢ = p(A\). The Recursive
Decisional Diffie-Hellman assumption (t, ¢, u)-rDDH states that for all samplers of the
above form that run in time ¢ and for all then-adversaries Apen, there exists an if-adversary

Aif s.t.
AdvE(N) > Advite(A) — p(N) and time(Aif) < time(Apen) + ¢-

Note that we state the recursive DDH assumption in an additive manner, i.e., the
advantage and time complexity of the postulated if-adversary Ai only deteriorate by
additive amounts. This makes the assumption very strong. We justify this by proving in
Thm. 5 that any generic adversary on the then-challenge implies a generic adversary on
the if-challenge with only small additive overhead.

4.2 Security under the Recursive Decisional Diffie-Hellman

Theorem 4. Let t = t(\),q = q(\), = p(N), 1/ = p/(N). Under the (t + lq + {ntpair, j1)-
Decisional Square Diffie-Hellman for the target group Gy and (', q, i')-Recursive Decisional
Diffie-Hellman assumptions CVRF: {0,1}* — G} is (t, u + p'¢)-selectively-secure, where
t' = O(ln®logyp) and tya is the time complexity to evaluate e : G — Go once.

Proof of Thm. 4. We will consider the Selective Constrained Pseudorandomness game
(cf. Def. 5) for different input lengths idx < ¢. By A;4x we denote the adversary playing the
game with inputs of length 0 < idx < ¢; its advantage is denoted by Advgidse .. Under
the (', g, 1')-rDDH assumption, the following claim holds:

Claim 1. For all 1 < idx < ¥, the existence of an adversary Aigx for CVRF with input
length idx which runs in time at most t+ (£ —idx)(q+nt sy ) and has advantage AdvEsse g,
implies the existence of an adversary Aigx—1 for CVRF with input length idx — 1 that runs in
time at most t+ (£ —idx+1)(q+ntpair) and has advantage Advasse g, < Adv’é\i}’XR‘Ff(idx oyt
provided that the (t',q, i')-rDDH assumption holds.

We defer the claim’s proof for now and prove the theorem’s statement first. Consider
the adversary A, that we are interested in. Suppose that it runs in time at most ¢. After
applying Clm. 1 to A, for a total of £ times, we arrive at Ay.

Observe that A, is an adversary against the Selective Constrained Pseudorandomness
game (cf. Def. 5) for input length 0. Since the input space only contains the empty word
€, Ap must challenge z* = €. As a consequence, it must distinguish whether a value y* is
equal to gzk? (i.e., an output of CVRF) or uniformly random while only receiving vk = g5
from the game. L.e., Ay must solve the DSDH problem.

Moreover, Ay runs in time at most t 4+ £(q + ntpair) since we applied Clm. 1 ¢ times.
This together with the (¢ 4 £(q 4+ ntpair), 11)-DSDH assumption implies that Adviyge.o < pi-
As a consequence, (again, recalling the ¢ applications of Clm. 1), AdVé\Z/RF_g <+ pl
holds completing the proof. O]

Proof of Clm. 1. For idx € {1,...,¢}, let Ajgx be an adversary for CVRF with inputs of
length idx. In the following, we suppose that Aj4, runs in time at most ¢+ (¢ —idx)(qg+ntpair).
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Further, we assume that Ajqy always challenges 2* = 0---0 € {0, 1}/%*. This is without loss
of generality since the view of A, is statistically identical (up to reordering terms) for each
input 2* € {0,1}%. Indeed, we sample a fresh and independent PRG (G{, G{") «s Q2
for every layer of the tree so if Ajqx were to submit a challenge point z* # O'dX we could
simply swap GO and G1 whenever z7 = 1. Further, we assume—again without loss
of generality—that A requests, bes1des the verification key vk, the constrained keys
for the prefixes 1,01,...,09 21 and the evaluation of CVRF at 0'*~!1 (all including
corresponding proofs). Indeed, from this information, A can evaluate CVRF anywhere
except 0% on its own. Further, since CVRF is constraint-hiding and generates proofs
and keys deterministically, A does not learn anything by repeatedly requesting the same
evaluation or constrained key.

Hence, A4 receives the following information from its challenger: First, pp, vk, 7.
as sampled by (pp, sk, vk, m) < Setup(1*). Here, pp = G s Qi>*?, sk = sk, s Z,

p,n
|dx><2

vk = g5, and 7, = () where an element G € is of the form

idx idx
G=((Gy.G"), ... <Gé L, G™))
with each Gl(,j ) L, — 7, being a degree 2-map. Remember that we set

Ge(s):=s and G,(s) = GI¥)(--- (G{)(s)))
for a bit string = x; - - 1ig¢ € {0, 1}5%. Second, it also receives the outputs of its Eval-
and Constrain-queries, given by

(y,7) = Evaly,(sk, 7, 0% *1) and (sk;, ;) = Constraing,(sk,, 7, 0" 1) (1)

for ¢ € [idx — 1]. Note that the outputs of Eval are of shape y = g§2 and m = (7,g?)

GOi (ske) )

where 7 = (g3 icliax—1) and Y = G- 11(sk ). The constrained keys are of the form

sk; = Gyi-11(ske) and the proofs are m; = (g1 o3 (ske ))je[iq]-

We invoke the Recursive DDH (cf. Ass. 1) assumption to show that the existence of
Aigx implies the existence of Aig_1 as defined in the claim’s statement. Concretely, we
define a sampler Samp,y, in Fig. 3 such that Awen = Aigx which guarantees the existence
of Aif = Aigx_1 by the assumption.

Recall that Aj has to distinguish between

(Ca h'07 hla h27 GOv le h0(8)7 g}lll(S)a g32(8)7 g;» gg(S))

and
hi(s ho(s s _r
(Cv h07h17h27G07G1>h0(3)>g1 ( )7g22( )7g27g2)

for s <s ZZ and r <s Z;L. The crucial observation is that Aj; with s = sk, is an
adversary against the CVRF construction with input length idx — 1 (up to rearrangement

of inputs): The description of (¢, hg, h, hg) is (G((f), Ggi))ie fidx—1] which is equal to the

hl idx— 1 h2 idx— 1()

public parameters ppg,_; for Aigx—1. Furthermore, hgiax—1(S), g ) and g9
represent the values that Ajg_1 receives from its Eval and Constrain queries, analogously
to the information in Eq. (1) sent to Aigx. Second, cigx—1(8) is precisely the output of
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Sampidx(l/\Jpa TL)

01 Sample (G G1 )le[ldx ) Q(Idx 1)x2
02 Output {Go ,G }'dx !. This acts as a description of the following functions:

o Ciax—1: Ly — Z7 defined as cige—1(-) = G (-)*.
o Npidx—1: ZZ — ZZ'(idX_Q) defined as hgigx_1(-) = (Goi1 (- ))' x=3  which can be

Jj=0 >
computed using the degree-2 maps {ng ), ng }'jd;‘l.

o Nijdx—1: Ly — Zz'idx defined as hi g 1(-) = ((Goi (+))' 252, Goa2q (4)).

7=0 »

. h2,idx71: ZZ — ZZ defined as h2,idx71(') = Goidx—21<')2.

Figure 3: Pseudocode of Samp,y, .

CVRF on challenge point z* = 0°®~1. Finally, g in the if-challenge equals the verification
key vk, which A4, receives.
Let us now consider Aipen. It has to distinguish between

(¢, ho, h, ha, Go, Gy, ho(s), g1, 832 g3, &%, Gy (z), 85)
and

(¢, ho, hi, ha, Go, G, ho(8), 81111(5)7 832(3), g5, 81, G1(x), g3)

when ® <s Zy, (Go,G1) <5 Qpn, 7 <5 Zy and s = Go(x). Now, Aipen is almost equal
to Aigx, only incurring an additive overhead of O(n). For this, note that Gy, G; play
the role of G(()O), G1 in the construction, while the maps G(()i), Ggi) output by the sampler
Sampy,, (17, p, n) play the role of G (1) ,Gh (1) in the construction. As a consequence, the
verification key needs to be g which can be computed from g7 by evaluating n pairings.

To summarize, (t', ¢, //)-rDDH implies that, if A;q. exists, then there also exists Ajgx_1
with

Aig1(A) > Aigx(N) — i/ and time(Aigx—1) < time(Aiax) + ¢ + 1l pair,

which completes the proof. n

5 Proving Recursive DDH in the Generic Group
Model

Notation. For d € N, denote by Z,[X]=? the space of all polynomials h(Xy, ..., X,) of
degree < d. Further, denote by Z,[X]? the space of all homogeneous polynomials of degree
exactly d.

Further, for maps Gy, ...,G, € @, denote by

spanz, [G1,...,Gy] C Z,[X]=?

the space generated by all polynomials that compute the outputs of Gy, ..., Gy.
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In this section, we prove the security of the recursive DDH Assumption Ass. 1 in
Maurer’s generic group model assuming the hardness of the following two assumptions:

Assumption 2 (MQ). The (decisional) multivariate quadratic assumption (¢, 1)-MQ,, ,,
states that we have for all adversaries A running in time ¢

[PrlA((Go, G1), (Go(x), Gi(x))) = 1] = Pr[A((Go, G1),y) = 1]| <
where we draw Go, Gy < Q, ® <—s Z; and y < ZI%".

Assumption 3 (MQ+). Let p be prime. The multivariate quadratic plus assumption
(t, 1)-MQ+,., states that we have for all adversaries A running in time ¢

. h € Z,[X1,..., X, h(z) =0, _2_
h & spang, [Go(X) — Go(z), Gy (X) — Gy())] — p ="

where we draw Go, Gy s Q, @ < Z7 and h < A((Go, G1), (Go(x), G1(x))).

Note that we require the adversary’s success probability in MQ+ to be by a noticeable
amount u to be larger than 2/p. The reason is that there exists a default adversary
that has a success probability of exactly 2/p by simply outputting a random polynomial
outside spanz, [Go(X) —Go(x), G1(X) — G1(x)]. For example, if we always output h(X) =
(X1 — 21)(Xy — 22) for some 21, 29 € Z,,, then h will vanish on x <s Z,, with probability
2/p. On the other hand, for any fized polynomial h, the probability that A vanishes on
& s 7, is bounded by 2 /p. For exponential p, the success probability of such adversaries
is negligible, however, for polynomial p, its success probability is noticable. Hence, we need
to set the advantage of an MQ+-solver to be its success probability minus the probability
of guessing randomly correct.

Additionally, we require the modulus p to be prime. This requirement is necessary
as MQ+ can be solved with success probability larger than 2/p if p is composite. For
example, if p is even, then the polynomial 2(X) = £ - X vanishes on x <s Z, with
probability at least 1/2. We give more details on the cryptanalysis of MQ+ in App. A.3.

Theorem 5. Let Samp be a sampling algorithm with time complexity t” for Ass. 1 that
outputs functions hg, hi, ho, ¢ that can be evaluated in time t”. Let Awen be a generic
adversary against the then-challenge of Ass. 1 with advantage p + qumq+ + pmq + 2",%3(1
and time complexity t that makes q group-queries (in the sense of Def. 2). Assume
(¥, 1mQ)-MQ,, and (¥, umq+ )-MQ+,.,, for t' =t +t" 4+ O(qn®).

Then, there exists an adversary Ai on the if-challenge of Ass. 1 that makes q group-
queries and has an advantage of p and a time complexity of t'.

To prove Thm. 5, we will argue by hybrid games given in Fig. 4. Each game is defined
by two algorithms (Gflthe", R) that share the same state. Gt gets up the experiment
and runs Aien. Since Awen is generic, it does not receive real group elements, instead
it receives handles that we represent by dummy group elements with formal variables

no _ i Hi) ms) - qm

as exponents: g' = (g;' ,...,g ') represents the group element vector g;'""’ € G,
(1) o)

gh® — (gfl1 ,...,g. ") represents gh*™ € GI?, g5 = (g5, ..., g5") represents gi € GE,

g¥ = (g, ..., g") represents g¥ € G7 and g§ = (g5",...,g5") reprsents g§. Since Agpen

26



is generic (in the sense of 2), it can only interact with the group element handles by
making explicit group queries. For this end, it has to call the oracle R on a quadratic
function f € Z,[H W H® S X, C]. To ensure that the adversary only multiplies the
exponents of source group elements with each other, R rejects any f that is not admissible
where the space of admissible polynomials is defined as

A =spang, [Vi - Vo | Vi, Va € (L H{", ... H) Xy, X}

my?

tspang, [HY, ..., H? Sy, ..., 5., Ch,...,Cl.

Additionally, denote by B C A the subspace of all admissible polynomials in which the
monomials (X - X); ke, do not appear

B :=spang,[1, X1,..., X,] +spang, [X; - H{" | i € [n],j € [my]
+Spaan[Hi(1) ' H](l) | Z?.] S [ml]] + Spaan[Hl(2)7 tee 7H7(n22)7 Sl) R Sna C’17 et Cn}

Lemma 1. Fori € [q], the advantage of Awpen at distinguishing G;_1 and G; is bounded
by 2+ pmay- L., [PrG (1%) = 1] = Pr(G™(1%) = 1]| < 2+ jiwas-

Proof. Let fi,..., f, be the group queries made by Ahen. Gi—1 and G; only differ in how
they handle the -th query f;. We can distinguish three cases:

1. If fi(hi(s), hao(s),x, s, c) # 0, then R(f;) will reply with 0 in both games.

2. If fi(h1(s),ha(s),X,s,c) € spang, [Go(X) — s,G1(X) — w], then R(f;) will reply
with 1 in both games.

3. If fi(h1(s), hao(s),x,s,c) = 0and fi(hi(s), ha(s), X, s,¢) ¢ spang, [Go(X)—s,G1(X)—
w], then R(f;) will reply with 1 in G;_;, but with 0 in G;.

It follows that Anen’s advantage at distinguishing G;_; and G; is bounded by the probability
of the last case occurring. Let us call this probability «.

To reduce the MQ+-problem to the problem of distinguishing G;_; and G;, we consider
the following reduction: R receives (Go, Gy, Go(x), G1(x)) from an MQ+-challenger Ch.
It sets s = Go(x), w = G1(x) and simulates G;_; for Ae, by sampling (¢, hg, by, he) <
Samp(1%), b+ {0,1}, and computing c(s), ho(8), h1(8), ha(s). Note that R can evaluate
the first ©+ — 1 calls of the R-oracle, since R is able to decide if

fi(hi(s), ha(s), X, s, ¢) € spang, [Go(X) — s, G1(X) — w]
for j < i. Once Aipen calls R for the i-th time with f;, R stops the simulation and sends
f1(X) = fi(hi(s), ha(s), X, s, €)
to Chpqy. With probability «, f’is a correct MQ+-solution, as we have
f'(®) =0, but F(X) ¢ spang, [Go(X) — Go(x), G1(X) — G ()]

Hence, we have [Pr[G/ = (1}) = 1] — Pr[G/*= (1") = 1]| < @ < pmqs + 2. O
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Game G (1%), i € {0,...,q + 2}, with adversary Ayen:

01 Initialize generic groups Gi = (g1), Gy = (g2)

02 Set 7 =0

03 Sample b <—s {0, 1}

04 Sample (c, hg, hy, hy) < Samp(1*, p, n)

05 Sample @ <—s Z;, Go, Gy <5 Qpn

06 Ifi <gq, set s =Go(x) and w = Gy(x)

07 If ¢ > g+ 1, sample s,w «s Z;

08 If b =1, sample c s Z7; else, set ¢ = c(s)

09 Run v/ + AR _ (c, ho,hl,hg,Go,Gl,ho(s),g{{u),gf@),gg,gf(,w,gg)
10 Return 1, if b = ¥/'; else, return 0

Group Query Subroutine R(f € Z,[HY H® X S C)):

01 Increase j =7 +1

02 If f is not admissible or j > ¢, return L

03 If j >1 < g+ 1, do the following:

04 If f(hi(8),ha(8),x,s,c) =0, return 1; else, return 0;

05 If j <i < g+ 1, do the following:

06 If f(h1(s),ha(s), X, s,c) € spang [Go(X) — s,G1(X) —w], return 1
07 Else, return 0

o8 If 1 = ¢+ 2, do the following:

09 Compute f' € B s.t. f— f" €spang, [Go(X) — S, G1(X) — w]
10 If such an f’ does not exist, return 0

11 Draw ' <s Z;

12 If f'(hi(s), ha(s), &, s,¢) =0, return 1; else, return 0

Figure 4: Hybrid Games for the proof of Thm. 5. Lines whose execution depends on the
index ¢ of the current hybrid have a gray background.

Lemma 2. The advantage of Aien at distinguishing G, and Ggiq is bounded by pmq. Ie.,
[Pr[Gylv(1%) = 1] = Pr[Gy (1%) = 1]| < jimq-

Proof. Let R be a reduction that receives (Gg, G1) <—s @ and (s, w) from an MQ-challenger
Ch. R simulates the games G, and G 41 for Aswen by computing ho(s), hi(s), ha(s), c(s),
sampling b <s {0,1} and setting ¢ to either ¢(s) or sampling it uniformly at ran-
dom. Note that R can answer each group query made by A to R, as it can check if
f(hi(s),ha(s), X, s,¢) € spang, [Go(X) — 5,G1(X) — w].

Now, if the vector (s, w) that R received from Ch equals (Go(x),G1(x)) for some
x s Z,, then R simulates the game G, for Atpen. On the other hand, if (s, w) < Zj
has been sampled uniformly at random, then R simulates the game G,;; for Awen. Hence,
R can use the difference in Anen’s win-probability to decide its decisional MQ-problem.
Hence, we have ]Pr[Gfthe"(l’\) =1]— Pr[G;“ff"(l)‘) = 1]| < pmaq- O
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Lemma 3. Let n > 3. Qver the randomness of (Go, G1) s @, we have

Pr[Hs,w € Z;,3f € spang, [Go(X) — 8,G1(X) —w] | f#0,deg f < 1] < 2;
Proof. Let s,w € Z7 be arbitrary and let gi,..., g2, € Zy[X]|** be the polynomials
computing (Go(X) — s, G1(X) —w). Denote by g/, ..., g, € Z,[X]? their top terms, i.e.,
g;' is the homogeneous degree-2 part of g;. Note that g ,..., g, are independent of s
and w. The space spang, [Go(X) — s, G1(X) — w] can only contain a degree-1 polynomial
if the top parts cancel out, i.e., if there is some o € Zg”, a # 0, s.t.

a1 g1 (X) + -+ azn - ga, (X) = 0.

Since Gy, G are uniformly at random sampled from @, their top terms g/ , ..., gy, are
distributed uniformly at random in Z,[X]?. The vector space dimension of Z,[X]?* is

given by dimg, (Z,[X]?) = (”;rl> Since (”;1> > 2n, by a Schwartz-Zippel argument, the
probability that g{, ..., gy, are linearly dependent is bounded by 2n/p. O

Lemma 4. The advantage of Awnen at distinguishing Gy1 and Ggyo is bounded by (2n+q)/p.
Le., [Pr[Gyn (1Y) = 1] = Pr[Gys (1%) = 1]| < (20 + q)/p.

Proof. Ggy1 and Ggio only differ in how they handle group queries. We show that this
difference is statistically negligible.

Because of Lem. 3, with probability > 1 — 2n/p, the function (Gg,G;) <s Q? is
sampled such that spanz, [Go(X) — s, G1(X) — w] contains no polynomials that are linear
in the X-variables (for all s,w € Zy). In this case, we claim that the statistical distance
between the outputs of R in both games are bounded by 1/p.

Let f € A. First, assume f ¢ B + spang, [Go(X) — S,G1(X) — w]. In this case, R
outputs 0 in G,4o We claim that R in G,4; must also output 0, as f(hi(s), ha(s), X, s, c) ¢
spanz, [Go(X) — s5,G1(X) — w]. Indeed, modulo B we can eliminate all monomials of
f that are not of shape X - Xj, j,k € [n], and deduce f ¢ spanz [Go(X),G1(X)] +
B. Now, if f(hi(s),hs(s),X,s,c) € spang, [Go(X) — s,G1(X) — w], we could again
eliminate all monomials that are not X; - X}, and extract the contradicting statement
f € spang, [Go(X),G1(X)] + B. Hence, R must also output 0 in Ggy1.

Now, let f' € B s.t. f— f' € spang, [Go(X) — 5,G1(X) — w]. Because of Lem. 3,
spanz, [Go(X) — s, G1(X) — w] does not contain degree-1 polynomials. Hence, the degree-
2 polynomial f(hi(s),ho(s),X,s,c) can only lie in spanz, [Go(X) — s,G1(X) — w] if
the degree-1 polynomial f'(hi(s),hs(s),X,s,c) is zero. By a Schwartz-Zippel argu-
ment, we have f'(hi(s),ha(s), X,s,¢) = 0 if f'(hi(s), ha(s),®',8,¢) = 0 for =’ <= Z7,
except with probability 1/p. Since the output of R in G,y and G,y depends on
f(hi(s), ha(s), X, s,¢c) € spang, [Go(X) — s,G1(X) —w] and f'(hi(s), ha(s), 2, s,¢) =0,
respectively, the statistical distance in its output behavior is bounded by 1/p. O

Proof of Thm. 5. Let Aupen be an adversary on the then-challenge of Ass. 1 with time
complexity ¢ and advantage p+ ¢ (MMQ+ + %) + pmq + %. Because of Lems. 1, 2 and 4,
Ainen’s advantage at winning G,y is at least p.

Let Ch be a challenger for the if-challenge of Ass. 1. We give a reduction R that gets
challenged by Ch and simulates the then-game for Aype,. Let A; = (a;), Ay = (as) be the
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p-order groups used by Ch. At the start of the if-game, Ch samples s <—s Z, b < {0,1}
and (ho, hy, ha, ¢) <= Samp(1*). If b = 0, it sets ¢ = ¢(s), otherwise, it samples ¢ s Z7.

It initializes R by sending c, hg, hy, ha, ho(s), al(®) gha(®) a3, a$ to it.
As R cannot control Aj, Ay, it has to set up its own generic groups G; = (g1),
Gy = (g2). R samples Gy, Gy s Q, w <s Zy and sends c, ho, hy, ha, Go, G1, ho(8),

gV gh® o oX w g5 t0 Apen, while simulating the game Gy t0 Agen-

Whenever Aqe, makes an admissible group query f € A, R computes the output of R(f)
as follows: R computes the polynomial f* € Bs.t. f— f’ € spang [Go(X)—S5,G1(X)—w]
(if such an f" does not exist, R returns 0), samples ' <—s Z} and checks the equality
f'(hi(s), ha(s), 2, s,c) = 0 by verifying

agl(hl(S)JLQ(S),iE/,S,C) — ag'

R can indeed verify the above equality of group elements as it is given the group elements
a(®) gha(s) a3, a5 by Ch and knows &’ in plain.
Finally, note that, for each group query made by Anen, R makes exactly one group

query to Ch. Hence, R makes at most ¢ group queries in total. O
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A Cryptanalysis

We discuss here cryptanalysis on the assumptions on which we base the security of our
construction in § 3.

A.1 Cryptanalysis of Recursive and Evasive Assumptions

As already pointed out, our recursive DDH assumption shares a similar structure with
lattice-based evasive assumptions [VWW22, Tsa22, Wee22]. This structure basically
consists of two challenges, an if- and a then-challenge, and postulating the hardness of the
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then-challenge conditioned on the if-challenge being hard. Additionally, both assumptions
postulate their claims for arbitrary PPT sampling algorithms Samp. Recently, evasive
lattice-based [VWW22, Tsa22, Wee22] assumptions have aroused a lot of suspicion as
counterexamples for evasive Learning with Errors [BUW24, HHY25, HJL25, AMYY25,
DJM™25] have been published.

We want to point out that none of the ideas underlying counterexamples against
evasive Learning With Errors (LWE) are applicable to our recursive DDH assumption:

« First, note that all attacks on evasive LWE work, basically, by hiding low-rank
matrices with some low-norm noise. These kinds of techniques are not applicable to
our assumption, as recursive DDH does not introduce matrices or noise.

o Also, we want to point out again that we proved the soundness of recursive DDH in
the generic group model under MQ and MQ+, while evasive LWE does not enjoy
proofs in idealized models under contained falsifiable assumptions. A successful
attack on recursive DDH would, hence, imply either an attack on MQ or MQ+, or
make non-generic use of the underlying groups.

A.2 Cryptanalysis of MQ

The hardness of the M(Q problem is notorious in cryptography. It underlies the security of
post-quantum NIZK protocols [DJJ24] and digital signature schemes [WCD24, BCD 24,
AFTT24, BCCT24, BBFR24]. It is known that its search version can be reduced to the
decisional version if the underlying modulus is polynomial [Una23b, Una23a]. In summary,
to break the decisional MQ problem algebraically, its homogenized version needs to have
a low!'? degree of regularity [BFS03, Bar04, FBS04]. To estimate the degree of regularity,
one assumes that the system is semi-regular [Fro685, Par10].!13 In this case, its Hilbert-series
is given by % Since the degree of regularity of this series is linear [BFS03], any
algebraic attack on MQ has a time complexity in 2. (For non-semi-regular sequences,

the degree of regularity may be very low, or infinite.)

A.3 Cryptanalysis of MQ+

Let A be some adversary for the MQ+ assumption over some prime modulus p. Recall
that we defined A’s advantage as follows:

h € Zy[X1,..., X, hz) =0, 2

Adviy = Pr '
MQ+pyn h ¢ spang, [Go(X) — Go(x), Gr(X) — Gu(x)]|

where Go, Gy < Q,x s Zp, h < A((Go, G1), (Go(z),G1(x))). We will first discuss
some simple adversaries for MQ+ that basically guess intelligently and achieve a success

12Concretely, the time complexity of most algebraic algorithms for solving MQ is exponential in the
degree of regularity [Sal23]. So, the degree of regularity would need to be constant for poly-time attacks,
and sublinear for subexponential-time attacks.

13A sequence f1,..., fm of quadratic homogeneous polynomials is called semi-regular if the spaces
spang, [Xi, -+ Xi,_, - fili1, ... ia € [n],j € [m]] admit as few linear dependencies as possible (where d
goes from 2 until the degree of regularity).
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probability of almost 2/p. For this reason we subtract 2/p from the adversary’s success
probability, note that whenever the modulus is superpolynomial this term is negligible.
Afterwards, we will discuss algebraic attacks on MQ+, and, finally, we will give a heuristic
reduction on it, assuming that we have an LPN oracle over Z,.

A.3.1 On Guessing Solvers.

For prime modulus p > 2, a straightforward attack on MQ+ is given by choosing 7, j € [n],
i # j, s.t. the monomial X; - X; does not lie in spang [Go(X) — Go(x), G1(X) — G1(x)]
and simply outputting h(X) = X;X; as solution. Indeed, the probability h vanishing on
T « 7, is exactly 2 _ L M However, since we subtract the trivial amount of 2/p from the
success probability of each adversary, this approach does not yield a positive advantage.

On the other hand, the Schwartz-Zippel lemma guarantees that the success probability
of any adversary that only considers the input (G, G1) and ignores (Go(x), G1(x)) while
computing h € Z,[X] will have a success probability of at most 2/p, amounting again to
a non-positive advantage. (This is, since h is independent of @ in that case, and hence
we have Pry. gzn[h(z) = 0] < 2/p.) We can deduce from this that any meaningful solver
really needs to take advantage from G = (Gg, G1) and G(x) = (Go(x), G1(x))."

Now, if p is a composite modulus, it is feasible to get an advantage significantly higher
than 2/p. For example, if p = ¢ - ¢’ is the product of two numbers ¢ and ¢, an adversary
can simply output h(X) = ¢’ - X; - X; as solution (where it chooses i # j such that
q'- Xi- X; does not lie in spanz, [G(X) — G(x)]). This polynomial will vanish on x <s Zj
with probability % — q%, which is larger than % by a factor of almost ¢’. This is the reason
why we state the MQ-+ assumption only for prime modulus p.

A.3.2 On Algebraic Solvers.

To bound the time complexity of algebraic algorithms for breaking MQ+, we assume again
that 2n uniformly random quadratic polynomials (g1, ..., g2n) = (Go, G1) <= Q form a
semi-reqular sequence with overwhelming probability.'® Now, for an algebraic algorithm
to deduce a new degree-2 equation h from the system of equations (g1, ..., g2, ), it would
need to find at least one so-called non-trivial syzygy [DG10, CG21]. However, semi-regular
sequences do not admit non-trivial syzygies until the degree of regularity.!” This means,
any algebraic algorithm on MQ+ will need to search until the degree of regularity, before it
can find a solution for the MQ+ problem. Under semi-regularity, the degree of regularity
for gi,...,gon grows linearly in n, hence implying an exponential time complexity for
algorithms based on Macaulay matrices and S-polynomials [CKPS00, Fau02, MDBO0S|

4 Another approach could be to choose i € [n] such that h;(X) = X; - (X; — 1) does not lie in
spanz, [Go(X) — Go(x),G1(X) — Gi(z)]. In that case, h; would vanish with probability exactly 2/p
on x <s Z,. However, with negligible probability it may happen that all hy,...,h, are contained in
Spanzp [GO(X) — GQ(QB), Gl (X) — Gl (w)]

5Indeed, if we go back to the solver that outputs some h(X) = X;X; as solution, note that this
adversary does not need to take G(x) into account. In fact, it suffices for it to know G to find i,j € [n]
s.t. X;X; ¢ spang [G(X) — G(x)].

16We note that assuming semi-regularity of uniformly random polynomials is a wide-spread heuristic in
algebraic cryptanalysis.

"Tn other words, the degree of regularity lower bounds the so-called first-fall degree.
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A.3.3 A Heuristic Reduction.

We will close the cryptanalytic discussion on MQ+ by a heuristic reduction argument.
While we cannot formally prove the correctness of our reduction, it conveys our intuition
that the hardness of MQ+ is comparable to the hardness of the well-studied MQ problem.
Our basic idea is to reduce MQ to MQ+. IL.e., given a solving algorithm for MQ+, we aim
to solve MQ. However, our MQ+-solver does not need to be perfect. Indeed, its success
probability might only be by some non-negligible function p better than 2/p. Hence, we
might receive a lot of incorrect solutions from MQ+. To deal with this, we aim to reduce
MQ to MQ+ and LPN, the Learning Parity with Noise problem, over Z,. This is of course
a weaker reduction argument (as LPN might simply be harder than MQ), however, it
would still surprise us if MQ+ would be easy and MQ directly reducible to LPN (as LPN
does on its own not involve any polynomials or higher-degree algebra).
First, let us formally introduce the LPN problem over Z,:

Definition 11 (Learning Parity with Noise). Let m € poly(k) and let B, be the Bernoulli
distribution that outputs 0 with probability 1 — 7 and a random element of Z, with
probability 7.

The LPN problem consists of extracting s from (A, As+ e) where we sample s s Z’;,
A s 27" and e <—s B".

Remark 2. We note that LPN over Z, with error-rate T is indeed information-theoretically
solvable if T is by a noticeable amount smaller than 1 —1/p and m € poly(k) large enough.

To see this, we can consider an algorithm that receives m samples (A, As + e) €
2+ of LPN and divides them in two sets: (A1, Ays+ep) € Zm > and (A,, Aps+
es) € ZZ”X(’““). It uses the first set (A1, A1s+eq) to compute a list of candidate solutions
S1,...,8 for (A, As + e). Then, it uses (Ay, Ass + e3) to filter the list of candidate
solutions. The correct solution s is expected to satisfy (1 — T) - mqy linear equations of As.
However, for a wrong candidate s;, As(s — 8;) + ey will be uniformly random, resulting in
expectedly may/p equations of Ay satisfied. Since 1 — 7 is noticably smaller than 1/p, we
can set mo € poly(k) s.t. the correct solution s will not get filtered out with overwhelming
probability, while each incorrect solution will get filtered with probability at least 1/2.

Hence, after filtering the list of solutions once, the expected number of incorrect solutions
should be at least halved. By sampling more fresh LPN-samples (As, Ass+e3), (Ay, Ays+
ey), ..., we can repeat the filtering step polynomially many times. By Markov’s bound, this
suffices to reduce the number of incorrect solutions to zero with overwhelming probability.

Hence, for a computationally unbounded algorithm it is possible to solve LPN over Z,,
even if the error-rate T is only by a non-negligible amount smaller than 1 — 1/p.

Now, let us sketch the reduction of MQ to MQ+ and LPN over Z, (all problems
considered in the average-case). We assume that we have a solver for MQ+ with success
probability % + « for a noticeable a. Additionally, we make the heuristic assumption that
the polynomials outputted by MQ+ are random and statistically independent of each
other.!® We assume further, that we have an LPN-oracle that can solve LPN instances

18Essentially, we assume that our MQ+-solver outputs a uniformly random degree-2 polynomial h(X)
with probability 1 — % — « (i.e. whenever it errs), and a uniformly random degree-2 polynomial A'(X)

conditioned on A'(x) = 0 with probability 12; + « (i.e. whenever it computes a correct solution).
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n—+2

) ) — 1 and error-rate 7 = 1 — % — « for some m € poly(n)

with code-dimension k = (
large enough.

Given an MQ-instance (Go, G1) and (Go(x), G1(x)), our idea is to query the MQ+-
oracle on it multiple times and obtain many polynomials hy, ..., h, € Z,[X]=?. Each
h; vanishes on & with probability % + a. Denote by s € Z’; the vector that contains all
entries and all quadratic products of entries of & € Z;. We can parse the noisy quadratic
system hi(x) = --- = hy(x) = 0 as a noisy linear equation system As = b, where the
1-th row of A contains all coefficients of h;, except the constant term, and the ¢-th element
of b equals —h;(0). The error-rate of As = b is exactly 1 — % — . Since all coefficients of
each h; are uniformly random and independent (except the constant term), the matrix A
is uniformly random too. If we consider the linear system As+ e = b (now with explicit
error-vector e <— Bi* , ), we see that the secret vector s does not need to be uniformly

p

random. However, it is possible to rerandomize s, by sampling s’ <s Z’; and considering
A(s+8)+e=b+ As'. (A, b+ As') is now a proper LPN-instance. If we give it to our
LPN-oracle, it will reply with s + s’, from which we can subtract s’ to get s. From s, we
can deduce all coordinates of @, which is the solution of our MQ problem.

Of course, this reduction is very heuristic, as we assume that our MQ-+-solver outputs
random and statistically independent solutions to our queries. Additionally, it might
simply be possible that LPN in this parameter regime is so hard that one can directly
reduce MQ to it (without making use of an MQ+-solver). However, this would still surprise
us, as there is no obvious reduction of average-case MQ to average-case LPN known.

B On Fast Verification

We will explain here how we can significantly decrease the verification time of the CVRF
in § 3 while maintaining security. Currently, Verify needs to evaluate 2n +¢n (";’2) pairings.
After optimizations, it will only need to evaluate (¢ + 1)(n + 1) pairings. If we set
n = ¢ = 256, this amounts to 66049 pairings (which would take 1 minute and 6 seconds
evaluate, assuming each pairing takes 1 millisecond).

We achieve this by relaxing the unique provability requirement of Def. 5 and allowing
for a negligibly small statistical error at verification. This does not go against the spirit
of unique provability, as the event of Verify accepting a wrong output image will depend
solely on the random coins of Verify and is independent of its inputs. Simply put, we
randomize Verify such that it checks one random linear combination of quadratic equations
per proof step instead of checking n different equations.

Concretely, we will call these relaxed notions statistical unique provability and statistical
functionality binding. They are given by the following:

Definition 12 (Relaxed Unique Provability and Functionality Binding). Let CVRF' =
(Setup, Constrain, Eval, Verify’, VerifyC') be a tuple of probabilistic algorithms with public
parameter space P = P(A), input domain X = X'(\), output codomain Y = Y(\), and
set of constraints C = C(\) C 2% where ) € C. We say that CVRF' is a relaved CVRF if it
fulfills d-delegability and (, g, ut)-Selective Pseudorandomness of Def. 5. Additionally, it
has to satisty:

v-Statistical Unique Provability: Let v € negl(\). For all (even malformed) public
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parameters pp, verification keys vk, and proofs m, 7" as well as all inputs € X and
outputs y, 3" € ), it holds that

y #y = Pr[Verify, (vk,z,y,m) = Verify, (vk,z,y,7") = ACCEPT] <~
where the probability is taken over the randomness of Verify'.

v-Statistical Functionality Binding : Let 7 € negl(\). For all (even malformed)
public parameters pp, verification keys vk, constraints C' € C, and proofs 7, 7 as
well as constrained keys sk¢, sky, it holds that

sk # sk = Pr[VerifyC (vk, C, ske, m¢) = VerifyCl (vk, C, skg, 7)) = ACCEPT] < v
where the probability is taken over the randomness of VerifyC'.1?

The new relaxed CVRF CVRF’ is almost identical with the one given in § 3. The only
modified algorithm is HelperVerify and, subsequently, the verification algorithms Verify
and VerifyC. Denote by Z,[X]=! and Z,[X]=? the space of all polynomials over X7i,..., X,
of degree < 1 and < 2, respectively. Further, () denotes the space of quadratic maps
G : Z, — Z;. We detail the new verification algorithms in Fig. 10. To subdivide the anal-
ysis of HelperVerify, we introduced three new subroutines Verifylnit, VerifyStep, VerifyFinal,
presented in Fig. 6.

HelperVerify, (vk € Gy, € {0,1}", 7, € (G})",#") € G}):

01 Parse m, = (70)!! and pp = (G, G,

02 If Verifylnit,,(vk, 7(%)) = REJECT, output REJECT

03 For 1 <</

04 If VerifyStep,, (G, 7Y 7(i)) = REJECT, output REJECT
05 Output ACCEPT

CVRF. VerifyCl, (vk € G3,z € {0,1}" sk, € Z2, 7, € (G})"):

o1 If ¢/ > ¢, output REJECT
02 Output HelperVerify, (vk,z, 7, gi)

CVRF. Verify! [(vk € G}, z € {0,1}*,y € G}, 7 = (m, € (G})", 7 € G})):

o1 If HelperVerify, (vk, z, 7., #¥) = REJECT, output REJECT
02 Output VerifyFinal(7(), y)

Figure 5: Pseudocode of the new verification algorithms for CVRF’. All other algorithms
of CVRF are given in Fig. 2.

We will now prove formally that CVRF' is a relaxed CVRF:

YNote that we simplified the definition of statistical functionality binding in comparison to the more
general definition of Def. 5. This notion is stricter, as it requires the equality of constrained keys, while
the notion of Def. 5 only required them to be functionally equivalent. We did this purely to simplify the
following arguments.
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Verifylnit(vk € G}, 7 € G}):

01
02
03
04
05

06
07

Parse (g5',...,g5") = vk

Parse (g¥',...,gh") =7

Draw ay, ..., 0 <3 Z,

Compute uy = [T, (g5°)" € Gq

Compute w; =[]}, (g?)a € Gy

If e(wy, g1) = ug, output ACCEPT
Otherwise, output REJECT

VerifyStep(G € Q, 7 € G}, 7" € G}):

01
02
03
04
05
06

07
08

09
10
11
12
13
14
15
16

If G is not a degree-2 map, output REJECT

Parse (gi*,...,gi") =7

Parse (gb',...,gh") =7

Parse (g1,...,9n,) = G

Draw ay, ..., 0 <3 Zy,

Compute v; =[], (g?)a

Compute h(X) := a1 - ¢1(X) 4+ -+ + oy - gu(X) € Z,[X]=?

Compute linear forms lo, - -+ , 1, € Zp[X]=' s.t. (X)) = X1 - [ (X) +- -

Io(X)

For 0 <1¢ <mn:
Parse ll(X) :ﬂle‘i“i‘ﬁan"i_ﬁO Wlth 607"'7571 GZ}o
Compute uf” = gi" - [T, (g1")™

For 1 <i<mn: '
Compute w5 = e(ul”, g)

Compute w5 = e(u{” - vi', g1)

If TI7 wY) = g9, output ACCEPT
Otherwise, output REJECT

+ X 1 (X) +

VerifyFinal(7 € G,y € G}):

01
02
03
04
05

Parse (gi*,...,g{") =7
Parse (g',...,gb") =y
For1 <1¢<mn:
If g5 +# e(g}", gi"), output REJECT
Output ACCEPT

Figure 6: Pseudocode of additional auxiliary algorithms for HelperVerify.

Theorem 6. Let v = EZI. Then, CVRF' = (Setup, Constrain, Eval, Verify’', VerifyC') is a
relared CVRF in the sense of Def. 12 and fulfills v-statistical unique provability and
~v-statistical functionality binding.

The time complezity of Verify' is dominated by evaluating (n + 1)(¢ + 1) pairings.

Proof. Note that delegability, constraint-hiding and pseudorandomness for CVRF' =
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(Setup, Constrain, Eval, Verify', VerifyC') with the modified verification algorithms follow
from Thms. 3 and 4, as those properties are independent of Verify and VerifyC.

We will prove here that CVRF' is ~y-statistical unique provable. (The proof for -
statistical functionality binding works analogously.) For this end, let vk = g5 for some
seZr. Let GV = (G, G\") € Q* for i € [f]. Let #@ € G for i € [0,4]. Finally, let
z € {0,1}* and y € Gj}. We have to prove that Verify, rejects (vk,z,y, (?){_;)) with
probability at least 1 — ~ whenever y # gQGI(S)Q.

For this end, it suffices to analyze Verifylnit, VerifyStep and VerifyFinal:

1. On input vk = g§ and @ = g?, Verifylnit draws a uniformly random vector o <—s Z7
and computes the inner products (a, ) and (b, @) in the exponents of uy and wy. It
uses one pairing to verify that we have

(a,a) = (b,q).

If a = b, then the above equality will always hold. On the other hand, if @ # b, then,
by a Schwartz-Zippel argument, the above equality will not hold with probability

1—-1/p.
Hence, Verifylnit will reject inputs vk, 7 with different exponents (with respect to go
and g;) with overwhelming probability 1 — 1/p.

2. On input G € Q, @ = g% and 7 = g?, we claim that VerifyStep always accepts if
b = G(a). On the other hand, it rejects with probability 1 — 1/p if b # G(a).

At start, VerifyStep samples o, ..., a, <=5 Zj and sets
hMX) :=a;-gi(X)+ -+ ap - g.(X).

Additionally, it computes (o, b) in the exponent of v; = g§a’b>. As next step, it

computes linear forms Iy, ..., 1, € Z,[X]|=!' such that

Note that there is no unique choice for such linear forms, however, if h(X) =
Yi<i<j<n CijXiXj + 200, diX; + do, a straightforward approach is given by
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Whatever choices for [y, ..., [, are made by VerlfyStep, in the next step it computes
the values [;(a) in the exponents of u; = g, for i € [0,n]. As next step, it uses n
pairings to compute

7 7 a; a;-l;
Wg) = e(ug),gl ) = g2 (@

for i € [n]. Finally, it uses one more pairing to set

lo(a)—(a,b)

0 0 .-
w) = e(w vl g1) = g

VerifyStep accepts if [];", WQ is the neutral element of the group. This is the case iff
1
= ly(a)+ar-lL(a)+ - +a, l,(a) = (a,b)

If G(a) = b, then the above inequality will always hold. On the other hand, if
G(a) # b, then the equality (o, G(a)) = (o, b) will only hold with probability 1/p

over the randomness of «.

3. Oninput 7@ = g and y = g8, VerifyFinal uses n pairings to verify that each coordinate
of b is the square of the corresponding coordinate of a. VerifyFinal accepts if and
only if b = a®.

In total, Verifylnit and VerifyStep incur a statistical error of 1/p per execution, while
VerifyFinal is perfectly correct. As Verify’ induces ¢ calls to VerifyStep and one call to
Verifylnit, by a union bound its statistical error is bounded by v = “—1 Hence, CVRF' is
~-statistical unique provable.

Further, the number of pairings executed of Verify’ is given by the number of parings
used by Verifylnit, VerifyFinal and ¢ times the number of pairings used by VerifyStep. Hence,
Verify’ needs 1+n+/¢-(n+1) = ((+ 1)(n + 1) pairings. O

C Constrained VRFs from Generic Assumptions

In this section, we extend the generic approach for VRFs based on non-interactive witness-
indistinguishability proofs (NIWI) [GHKW17, Bit20] to constrained VRFs. We stress
that this construction has two major disadvantages in comparison to our pairing-based
construction of § 3: first, it is not constraint-hiding in the sense of Def. 6. Hence, its
security in the selective pseudorandomness game does not model the capabilities of a
passive adversary in full complexity as explained in Remark 1. Second, it is not practical
mainly due to the large size of the involved NIWI proofs.

First, we recall the original® construction of [GHKW17, Bit20]. We present a version
that is only selectively secure (omitting the partitioning scheme for adaptive security).

20To keep the paper concise, we use the notions of commitment schemes, non-interactive witness-
indistinguishable proofs and (normal) verifiable random functions without formal introduction. For
definitions, we refer to, e.g., [Bit20].
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Construction 1 (NIWI-Based VRF [GHKW17, Bit20]). Let COM be a non-interactive
commitment scheme. Let NIWI be a NIWI. Let PPRF be a puncturable PRF?!. We present
the VRF VRF of [GHKW17, Bit20] in Fig. 7 using the statement

i # 5 € {1,2,3}, ki, by, 7, T
stmtyk == y = PPRF.Eval(k;; 2) = PPRF. Eval(kj; x) . (2)

VRF. Setup(1*):

01 k < PPRF.Gen(1%)
02 11,792,733 < {0, 1})\

03 ¢; == COM.Com(k;ry)
04 co == COM.Com(k;rs)
05 c3 := COM.Com(k;rs)
06 vk = (Cl,CQ,Cg>

07 sk == (k,rq,13,Vk)

08 return (sk, vk)

VREF. Eval(sk, z):

01 (k,rg,r3,vk) = sk

02 y := PPRF. Eval(k, x)

03 W = (2, 3, k?, l{i, T, 7“3)

04 m <— NIWI.Prove(stmty 4, W)
05 return (y, )

VRF Verify(vk, z,y, 7):

01 return NIWI Verify(stmtyy ;. ,, 7)

Figure 7: NIWI-based VRF.

The trick here is that the secret key £ that allows evaluation of the PPRF is committed
to three times and whenever an evaluation needs to be proven correct, it is shown that
the evaluation is consistent with at least two out of the three committed keys. Given the
perfect binding of the underlying commitment and the perfect soundness of NIWI proofs,
this implies that there can never be two distinct provable outputs for any given input, as
a majority of the committed keys need to agree with the output.

Towards security, we explain how Bitansky [Bit20] achieved pseudorandomness in the
selective security setting. Once we know the challenge point x*, the key k is carefully
replaced by a key k.-, which is punctured at that point. To facilitate this, we notice that
the first commitment is not used at all in the honest NIWI witness, so we can switch ¢;

21By puncturable PRF, we mean a CPRF which only needs to support the set of constraints C =
{{z}|x € X}. Le., it punctures out single points.
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to a commitment to k.« due to the hiding property of the commitment scheme. Then,
step-by-step, we apply witness indistinguishability of the NIWIs to switch all witnesses to
the commitments ¢, ¢y instead of ¢y, ¢3. This works because we evaluate only on points
that are not z*, so the evaluation is still consistent with the punctured key committed to
by c¢;. Similarly, we repeat this until all commitments have been swapped to the key k.
From there, if the adversary could distinguish PPRF. Eval(k, ) from random, it can break
the pseudorandomness game of the underlying CPRF.

Now, if we want to build a CVRF for constraint class C, we replace the puncturable
PRF PPRF by a puncturable constrained PRF CPRF, which allows puncturing out single
points, but also more expressive constraints in C. In principle, we can repeat the same
logic we applied to Eval to the constraining algorithm. However, looking, ahead there will
be some caveats. We call the root secret key k° and its verification key vk = (c?, 3, c9)
consists of commitments as above. When we constrain k° with constraint C', we invoke
constraining of the underlying CPRF to get k! = CPRF. Constrain(k’, C') and additionally
create a new commitment triplet (cl,c?,¢3) of k'. The triplet (cl,c?,¢?) can be seen as a
constrained version of the public key. Then, we give a proof 7 that at least two of the
new commitments ¢} contain keys that are directly received by constraining at least two
of the keys included in the base commitments ¢! with constraint C' in a NIWT fashion. In
this way, by the functionality preserving property of the underlying CPRF, we know that
at least two keys in the new commitment must be functionally equivalent.

The full constrained key consists of k', the commitments ¢}, the randomness 73, ri used
to generate two of those commitments and the proof w. The receiver of these elements
can verify that ¢}, c indeed commit to k' and k' is received by constraining at least two
of the keys in the original vk.

Further, the structure of the constrained key plus these proof elements is essentially of
the same shape as holding a root key and commitments with associated randomness in
the base scheme. Thus, it allows the receiver to either further constrain k! in the same
manner or evaluate on any point which is admissible for &' while also providing a proof in
the same way as outlined above.

For example, to show that a further constrained key k? = CPRF. Constrain(k', C") with

commitments ¢?, 3, c3 was generated correctly, one would hand out vk and the intermediate

commitments (ci, ¢3, c3), and show that two of {c}, c3, ¢3} are correctly derived with respect
to vk and constraint C' and, then, show that two of {c%, c3, 2} are correctly derived with
respect to (ci, ch, ci) and constraint C”.

It is obvious, that this simple construction is not constraint-hiding, as the history of
constraints is explicitly needed to verify the chain of proofs necessary to verify a multiply
constrained key. Moreover, this problem seems to be somewhat inherent with our general
approach of a layered proof system, as this intuitively leaks information at least about the
number of times that a key was punctured before. There are also some caveats concerning
a meaningful security definition for a CVRF that is not constraint-hiding, which will also
be discussed in Remark 3.

Let us now present the augmented construction with a constraining mechanism. To
simplify the presentation, we assume that the CPRF. Constraing, algorithm is deterministic.

Construction 2 (NIWI-Based CVRF). Let COM be a non-interactive commitment
scheme. Let NIWI be a NIWI. Let CPRF be a puncturable constrained PRF. We present
the CVRF CVRF based on the VRF of [GHKW17, Bit20] in Figs. 8 and 9. It uses the
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statements

i #j €{1,2,3}, ki kj, i, T

StMte, oy csay = y = CPRF. Eval(k;; ) = CPRF. Eval(k;; z) (3)

) 3i #j € {1,2,3}, ki, by, 7o, 7, KL T

stmtc L k" = CPRF. Constrain(k;, C') = CPRF. Constrain(k;, C)
180 N ¢ = C:Ol\/lCOfT](l{fz7 7’:1) AN Cj = COMCOTT](I{I], 773)

A ¢, = COM.Com(K/; #) A ;= COI\/I.Com(E’;F;)

(4)

Now, we formally prove that Construction 2 is selectively secure, delegable, and
uniquely provable. As a minor technical detail, we need to require that the underlying
CPREF is puncture invariant:

Definition 13 (Puncture Invariance). A 2-delegable puncturable CPRF with set of
constraints C is called puncture invariant if we have for all C' € C and x € C

Constrain(sky, C')) = Constrain(sk,y, C') (5)
where sky < Setup(1*) and sky,} < Constrain(skg, {z}).

Theorem 7. Let COM be a (t, ecom)-hiding non-interactive commitment scheme. Let NIWI
be a (t, eny)-indistinguishable NIWI. Let CPRF be a puncturable, 2-delegable, puncture-
invariant, selectively (t, ecpre)-pseudorandom CPRF. Then, for every q, the CVRF CVRF
in Construction 2 is selectively (t —t', q, €)-pseudorandom, where

t" = poly (), q) (6)
€(A) =6 ecom(A) +4-q(N) - enwi(A) + ecpre(N) (7)

for some sufficiently large polynomial poly.

Proof. We prove the pseudorandomness of the CVRF CVRF via a sequence of hybrid
games. The proof essentially follows the strategy of [GHKW17, Bit20].

Game 0 (Original game with b = 0): This is the original game where the CVRF
CVRF is run as described in Construction 2 with challenge bit b = 0, i.e., (y*,7%) =
CVREF. Eval(sk, 2*). In particular, the adversary has to first supply the challenger with
the challenge preimage *. Recall that k° < CPRF. Setup(1%) is the CPRF key of the
underlying CPRF.

Game 1 (Switch the first commitment to a punctured key): In this game, the

first commitment is generated as ¢ :== COM.Com(k,+;7?) where k- := CPRF. Constrain(k°, {z*})
instead of ¢ :== COM.Com(k°%;r?). The distinguishing advantage of the adversary between

this game and the previous is at most

|Pr[Game 1] — Pr[Game 0]| < ecom(N) (8)

because the randomness r{ is not used in the NIWI proofs.
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CVRF. Setup(1*):

01
02
03
04
05
06

k® «— CPRF.Gen(1%)

& .= COM.Com (k% ry), ¢§ :== COM.Com(k%; ry), and 3 := COM.Com(k?; r3)
vk = (c}, 3, 9)

skg == k%, pp = ¢, and 7y == (19,79, ¢)

return (pp, skg, vk, mg)

CVREF. Constrain(sk, 7,C € C):

01
02
03
04
05

06
07
08

09
10
11

kI = sk
(7%7 T?’n (Clv Cll? 0127 Cév ﬂ-l)ié[j]) =T
k71 .= CPRF. Constrain(k’, C)
ST S (U8 D | |
A™ = COM.Com(kt;7*Y), ™' = COM.Com(k*';r4™), and ™
COM.Com(k7*%; ™)
S : i ) j i1 j+1 j+1
W]+1': (2737 kl]7k]7r%7r§7k]+ 7T% 7/,’.% )
citt=C
il NIW"Prove(StthHl,c{,c&c%,c{“,c%“,cg“’Wj+1)
) EE R NS R B S
7r’,.: (r3 l,ré (C e, ey T )ierjv)
sk’ == kIt

return (sk’, 7')

CVREF. Eval(sk, 7, ):

01
0
03
04
05

06
07

N

ki = sk

(Téa 7“%, (Ola Clla CZZ’ Cé’ WZ)Z'EUD =T

y = CPRF.Eval(k’, z)

Wy = (27 37 kju kju T%7 T%)

Ty — NIWI.Proye(s'tm.tcjl'é,cg,x’y, W)
= (ﬂ-xa (C’La cllv C7é7 C%’ﬂ ﬂ-l)ie[j])
return (y, 7')

Figure 8: NIWI-based CVRF, evaluation algorithms.
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CVREF .Verify(vk, x,y, m):

01 (09763703) = vk

02 (77-907 (C 7017 C27.C37 ﬂ-i)ie[ﬂ) =T
03 require x ¢ C7
04 forallie{1,..,j—1}

05 require C; C Ciyq

06 for all i € {0,...,5 — 1}

07 require NIWI. Verify(stmtiy1 sl e G i, oty =1
08 return NIWI. Verlfy(stmtciycwcé’m, 7rx)

CVREF. VerifyC(vk, C,sk’, 7'):

01 (4,69, c9) = vk

02 kitl = sk’

j+1  j+1 i i 4 i i N
03 (TQ AT (Cla Cll? 0127 Cgv ﬂ-l)ie[j-i—l]) =T

04 require ¢4t = COM.Com(k+1;7*) A ¢ = COM.Com (k7114
o5 foralli e {1,...,j — 1}

06 require C; C Cjyq
o7 for all i € {0,...,j — 1}
08 require NIWLVerify(stmtyiii i i o g+t g+t Gt Tty =1

N} c2 C5,Cq5Cy

09 return C; = C

Figure 9: NIWI-based CVRF, verification algorithms.
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Game 2.i (Switch evaluation proof witnesses for i € [0, ¢2()\)]): For each evaluation
in query ¢ < i with preimage z,, we use the witness w, = (1,3, ke, k, 7, 7ry) in-
stead of w, = (2,3,k,k,7r9,73). Note that both witnesses are valid for the statement
stmto .0 0., due to the 2-delegability of CPRF. This is analogous to the original proof

€1 5C5,C3,T,Y
in [GHIQ(WN Bit20]. Consequently, the distinguishing advantage of the adversary between
this game and the previous is at most

|Pr[Game 2.i] — Pr[Game 2.(i — 1)]| < enpwi(A) (9)
by the witness indistinguishability of NIWI. Overall, we find
|Pr[Game 2.0] — Pr[Game 2.¢2(N\)]| < g2(A) - eni(A) - (10)
Moreover, Game 2.0 is the same game as Game 1.

Game 3.j (Switch constrained proof witnesses for j € [0,¢;(\)]): For each constrain

query j < j with constraint C), we use the witness we, == (1,3, k= KOO Y kY el rd)
instead of we, = (2,3,k% k%, r0, r§, k', r{,3) where k' := CPRF. Cons‘cram(kz0 C,). Note
that both witnesses are valid for the statement stmte, 0 1 1 o1. This follows crucially

7c ,c ,C3,C] 5C5,C3
from the puncture invariance of CPRF because z* € €, = CPRF. Constrain(k°,C,) =
CPRF. Constrain(k,-,C,). Consequently, the distinguishing advantage of the adversary
between this game and the previous is at most

|Pr[Game 3.j] — Pr[Game 3.(j — 1)]| < enwi(N) (11)
by the witness indistinguishability of NIWI. Overall, we find
[Pr[Game 3.0 — Pr[Game 3.q1(A)]] < q1(A) - enwa(A) - (12)
Moreover, Game 3.0 is the same game as Game 2.g5(\).

Game 4 (Switch the second commitment to a punctured key): In this game the

second commitment is generated as ¢ :== COM.Com(k,~; 7)) where k,« := CPRF. Constrain(k°, {z*})
instead of ¢§ := COM.Com(k%;r9). The distinguishing advantage of the adversary between

this game and the previous is at most

|Pr[Game 4] — Pr[Game 3.q1(\)]| < ecom(N) (13)

because the randomness 9 is not used in the NIWT proofs.

Game 5.i (Switch evaluation proof witnesses for &k € [0, ¢2(\)]): For each evalua-

tion query ¢ < i with preimage x,, we use the witness w := (1,2, ky«, kp, 79, 79) instead of

w = (1,3, kp«, k%, 79, r9). Note that both witnesses are valid for the statement StMto 0 0 4y
due to the puncture invariance of CPRF. Consequently, the distinguishing advantage of
the adversary between this game and the previous is at most

|Pr[Game 5.i] — Pr[Game 5.(i — 1)]| < ennn(A) (14)
by the witness indistinguishability of NIWI. Overall, we find
|Pr[Game 5.0] — Pr[Game 5.¢2(A)]] < g2(A) - enwi(A) - (15)

Moreover, Game 5.0 is the same game as Game 4.
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Game 6. (Switch constrained proof witnesses for j € [0,¢;(\)]): For each constrain
query j < j with constraint C), we use the witness we, = (1,2, kys, ko, 70,79, k', i, 13)
instead of we, = (1,3, ky», k%, 1, r§, k', 71, 73) where k' := CPRF. Constrain(k°, C,). Note
that both witnesses are valid for the statement StMte, 0.0 0l el ol Again, this follows

from the puncture invariance of CPRF. Consequently, the distinguishing advantage of the
adversary between this game and the previous is at most

|[Pr{Game 6.5] — Pr[Game 6.(j — D] < enwi(}) (16)
by the witness indistinguishability of NIWI. Overall, we find
|Pr[Game 6.0] — Pr[Game 6.g1(A)]] < q1(A) - enmi(A) - (17)
Moreover, Game 6.0 is the same game as Game 5.g5(\).

Game 7 (Switch the third commitment to a punctured key): In this game, the
third commitment is generated as ¢ :== COM.Com(k,~; r$) where k. := CPRF. Constrain(k, {z*})
instead of ¢ :== COM.Com(k%;r9). The distinguishing advantage of the adversary between

this game and the previous is at most

|Pr[Game 7] — Pr[Game 6.g;(\)]| < ecom(N) (18)
because the randomness rJ is not used in the NIWT proofs.

Game 8 (Switch the challenge image to random): In this game, we sample the
challenge image y* <— ) instead of setting it as the real evaluation (y*, 7*) = CVRF. Eval(sk, z*).
Note that the previous hybrid game does not use the actual CPRF key k° anymore, but
only the punctured key k,-. Hence, the distinguishing advantage of the adversary between
this game and the previous is at most

|Pr[Game 8] — Pr[Game 7]| < ecpre()) - (19)

Overall, we find that the distinguishing advantage of the adversary in the original
game and the last hybrid game is at most

|Pr[Game 0] — Pr[Game 8]| (20)
<3-ecom(A) +2-qi(A) - enwi(A) +2 - g2(N) - enwi(X) + ecpre(N) (21)
< 3-ecom(A) +2-q(A) - enmi(X) + ecpre(N) - (22)

By reverting all previous game hops, we can get back the original pseudorandomness game
(with challenge bit b = 1). Hence, we need to double the terms 3-ecom(A)+2-q(A) - en ()
to bound the final advantage of the adversary. m

Theorem 8 (Unique Provability). Let COM be a perfectly binding non-interactive com-
mitment scheme. Let NIWI be a perfectly sound NIWI. Let CPRF be a 1-delegable CPRF.
Then the CVRE CVRF in Construction 2 is unqiuely provable.
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Proof. Let vk be any (possibly malformed) verification key. Let = be an arbitrary preimage,
y # v images and m = (rq, 73, (C*, ¢}, &b, &, )iepy), @ = (1,14, (C", ¢}, 5, &4, @ )ier;) be
any (possibly malformed) proofs. The perfect binding property of COM fixes k9, k9, k9
that are committed to in vk. Suppose for contradiction that

CVRF Verify(vk, z,y, 7) = ACCEPT A CVRF.Verify(vk, z, 1/, ') = ACCEPT . (23)

This implies that = ¢ C7 and x & C"7. Moreover, y is the first output of CPRF. Eval(k?, x)
and CPRF. Eval(k, ) for some i # j and 3/ is the first output of CPRF. Eval(kj), ) and
CPRF. Eval(k), ) for some 7’ # j'. Hence, there exists some s € {1,2,3} such that y and
y' are both the first output of CPRF. Eval(k?, z) which contradicts y # y'. O

Theorem 9 (Delegability). Let NIWI be a perfectly complete NIWI. Let CPRF be a
d-delegable CPRF. Then the CVRF CVRF in Construction 2 is d-delegable.

Proof. For any (honestly generated) (pp, skg, vk, ) < CVRF. Setup(1?), any constraints
Coy C --- C Oy, any preimage x € X' \ Cy (outside all constraints), any (honestly generated)
constrained keys (sk¢,, 7¢,) <= CVRF. Constrain(skc,_,, C;), any (honestly generated) im-
ages and proofs (y', %) < CVRF. Eval(skc,_,, ), it follows from the perfect completeness
that all NIWT proofs verify. Moreover, the condition Cy C --- C Cy in line 6 of VerifyC
and line 5 of Verify is fulfilled by definition. Hence, all checks in both Verify and VerifyC
pass. O

Theorem 10 (Functionality Binding). Let COM be a perfectly binding non-interactive
commitment scheme. Let NIWI be a perfectly sound NIWI. Then the CVRF CVRF in Con-
struction 2 is functionality binding.

Proof. For contradiction suppose there exist public parameters pp, verification key vk,
secret keys sko = k, sk, = k', preimage x, image-proof-pairs (y, w) < CPRF. Eval(sk¢, )
and (y',7') < CPRF. Eval(skg, *) such that

CVRF. VerifyC, (vk, C, skc, mc:) = CVRF. VerifyC_ (vk, C' sk, ) = ACCEPT
and y #4vy .

Since y = CPRF. Eval(skc, z) and CPRF. Eval is deterministic, it follows that sko # skg..
Let k9, k9, kY be the keys that are contained in the verfication key (by perfect binding of
COM). Because CVRF. VerifyC_ (vk, C, sk, m¢) = 1 and CVRF. VerifyC_ (vk, C,sk’,7’) = 1
the perfect soundness of NIWI, it follows that & = CPRF. Constrain(k;, C') = CPRF. Constrain(k{, C)
for some i # j and k' = CPRF. Constrain(kj,, C') = CPRF. Constrain(k},, C') for some i’ # j'.
Consequently, there exists some x € {1, 2,3} such that sk = k = CPRF. Constrain(k?, C) =
k' = sk, which contradicts skg # skg. O

Remark 3 (Limits of the NIWI-Based CVRF). The NIWI-based construction does not
fulfill constraint-hiding in the sense of Def. 6. This is because the proofs generated by
Constrain or Eval leak the full history of constraints. If a CVRF is not constraint-hiding,
then the selective security game as stated in Def. 5 does not capture all adversarial behavior
(as discussed in more detail in Remark 1).

In fact, the NIWI-based CVREF as stated in Construction 2 cannot support more
elaborate adversarial queries. The issue is that the construction overcommits to the secret
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key when given, e.g., the elaborate, yet valid query “Constrain with (), do not output the
constrained key, but use the key to evaluate at some point x # x* and give me the output.”
Constraining with () results in another commitment to the secret key by which the above
proof strategy breaks down, and we cannot replace this key by a punctured one.

One can conjecture ways to circumvent this issue (e.g., using NIWI proofs of past
constraints as witnesses to later NIWI proofs). However, due to the perfect soundness of the
NIWI, it seems that the proof size (at least when adapting the blueprint of [GHK W17, Bit20]
to produce new commitments for constrained keys) must unavoidably leak the number of
prior constraints, thereby violating constraint-hiding. Thus, one cannot directly appeal to
constraint-hiding and would have to prove that such leakage is not an issue.

The main takeaway is that NIWI-based CVRFs tolerating elaborate queries seemingly
require non-trivial effort and do not follow immediately from [GHKW17, Bit20]. We leave
it as an open question to construct such a CVRE using NIWIs.

D Generalizing CVRF With Respect to Any Algebraic
PRG

We explain here how to generalize our CVRF construction for any family of quadratic
PRG functions. This may be practical if one wants to use PRGs that can be evaluated
very fast, or if one wants to use a special PRG candidate with (hypothetically) higher
security than uniformly random quadratic polynomials.

As far as it concerns the construction of CVRF, it suffices to replace the uniformly
random polynomials (G(()i), Ggi)) sampled by our CVRF in § 3 in its setup algorithm with
polynomials of special distributions, without changing any other of its algorithms. When
doing so, one only has to adapt the recursive DDH assumption to the corresponding family
of PRGs. To prove the soundness of recursive DDH assumptions that are with respect
to special distributions of (G, G;) € Qfm, we need to distill essential properties a PRG
candidate needs to have to guarantee security in the generic group model. We call these
properties Pseudorandomness, Separability and Resistance and list them in App. D.1.

We give the modified CVRF construction with respect to any candidate of quadratic
PRG functions in App. D.2, and derive a modified recursive DDH assumption with respect
to special PRGs, from which the security of the modified CVRF can be proven. The
security proof of the modified CVRF is then identical to the proof of Thm. 4.

In App. D.3, we prove the correctness of the modified recursive DDH assumption in
the generic group model assuming that the underlying PRG family is pseudorandom,
resistant and separable.

D.1 Resistant and Separable PRGs

Definition 14. Let Q be an (efficiently computable) distribution over Qz%,n' L.e., each
(Go,G1) < Q is a pair of two maps Gy, Gy : Z,, — Z, whose outputs are computed by
degree-2 polynomials over Z,,.

1. We call Q symmetric if we have for all Gy, Gy € Q2

Pr[(Go, G1) + Q] = Pr(G1, Gy) + Q.
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2. For 0 <n <1, we call Q n-separable if we have
Pr[3s,w € Z;,3f € spang, [Go(X) — 5,G1(X) —w] | f#0,deg f <1] <1 -1,
(Note that the above requirement is equivalent to
Pr[dimz, (Spanzp (91, 92n, X1y ooy Xy 1]) =3n+1>n

where g1, ..., go, are polynomials computing (Gy, G1).)

3. For p >0 and t > 0, we call Q (¢, u)-pseudorandom if we have for each adversary A
running in time ¢

[PrlA((Go, G1), (Go(), Gi(®))) = 1] = PrlA((Go, G1),y) = 1]| < p
where (Go,G1) + Q, © < Z7 and y s Z2".

4. For p > 0 and t > 0, we call Q (t, u)-resistant if we have for each adversary A
running in time ¢

i hezp[xl,...,X]Q h(z) =0, 2
h ¢ spanz, [Go(X) — Go(z), G1(X) — Gi(@)]] p

where (Go, G1) + Q, @ <= Z and h < A((Go, G1), (Go(x), G1(x))).

<u

In § 5, we studied the case where Q is the uniform distribution over Q2 In this case, Q
is naturally symmetric, and we showed that it is (1 — 2n/p)-separable. Pseudorandomness
of the uniform distribution over 2 ,, is equivalent to the MQ assumption, and resistance
of it is equivalent to the MQ-+ assumptlon

D.2 Construction for General PRGs

Asin§ 3, we denote for z = a1 - -z € {0,1}, ¢ < ¢, and G = (G", G, ..., (G, G\")) «

QE
G, =G o...oGW
€T 1 xry *

The new CVRF construction is almost identical with the one given in § 3, with the
minor difference that Setup now samples G from Q° instead of sz‘ We detail this in
Fig. 10.

To prove the security of the modified CVRF CVRF, we need to modify the underlying
recursive DDH assumption as well.

Assumption 4 (Recursive DDH for General PRGs). Fix n,my, my € poly()), a prime
p < 2PN and a bilinear pairing e : G; x G; — G, of groups of order p with generators
g1 € Gl, go € Gy.
Fix a distribution Q over
resistant in the sense of Def. 14.
Let Samp be an algorithm that on input 1, p, n, outputs descriptions of

pn that is symmetric, separable, pseudorandom and
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CVRF. Setup(1*):

01 Sample s <—s Z; Set sk, = s

02 Set vk = g3

03 Sample degree-2 maps G s Q°: Set pp =G
04 Output (pp, ske, vk, . = 0)

Figure 10: Pseudocode of the new Setup algorithm for CVRF with general PRG distribution
Q. The only difference to the CVRF construction in Fig. 2 has been put in a gray box.
L. an efficiently computable function ¢ : Zj — Zy,
2. an efficiently computable function hg : Z; — Z7'°,
3. an efficiently computable function hy : Z; — Z;",
4. and an efficiently computable function hy : Zj — Z7'*.
For an adversary Aj, we define its advantage in the if-challenge by
Advif = |Pr[Aie(c, ho, hi, ha, ho(s), 81", 5" g3, 5°)) = 1]
— Pr[Ai(c, ho, hu, ha, ho(s), 81", g5*) 5. g) = 1]]

where the probabilities are taken over (c, hg, hy, he) < Samp(1*,p,n), s s Zy and
T <s Z,. For an adversary Aen, we define its advantage in the then-challenge by

Advﬁtgre\n = ’Pr[-Athen (Cv h’07 hla h2> G0> le h0(5)7 g}lu(S)a g32(8)7 g§> gf’ Gl (.’B), gg(S)) = 1]
- Pr[Athen (Ca hOa hb h27 GOa Gla hO(‘S)a gllll(S)> gSZ(S)v gg? gf? Gl (w)? gg) = 1]

where s = Gy(x), and the probabilities are taken over (c, ho, hi, ho) < Samp(1*, p, n),
T s ZZ, (G07 Gl) +— Qand r s Zg

Finally, fix non-negative functions ¢t = t(\), ¢ = ¢q(A\), ¢ = p(A). The recursive
Decisional Diffie-Hellman assumption with respect to the PRG family Q, denoted by
(t,q, n)-rDDHg, states that for all samplers of the above form that run in time ¢ and for
all then-adversaries Apen, there exists an if-adversary A s.t.

AdvET(A) > Advite (A) — p()) and time(Ai) < time(Athen) + -

We will show in App. D.3 that (¢”,t" + O(qn®), qiires + Hprg + Hsep + ¢/P)-rDDHg
holds in the GGM if Q is (1 — psep)-separable, (¢t + ¢ + O(qn®), pprg)-pseudorandom and
(t +t" 4+ O(qn®), jires)-resistant (and if the number of group queries and bit operations of
adversaries is bounded by ¢ and ¢, respectively).

Note that delegability, unique provability, functionality binding and constraint-hiding
for CVRF with the modified setup algorithm follows from Thm. 3, as those properties are
independent of the underlying PRG.

The proof of security of CVRF is identical to the corresponding proofs of our construction
based on uniformly random polynomials in § 3. The only difference appears in replacing
the distribution of (G(()i), Ggi)). Note that we require that Q is symmetric. This allows us
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to always assume—without loss of generality—that the adversary challenges us on the
point z* = 0°.
Hence, we can recollect:

Corollary 1. 1. CVRF is a Prefix-Constrained Verifiable Function as in Def. 5, i.e.,
it satisfies Delegability, Functionality Binding and Unique Provability. Additionally,
it is Constraint-Hiding.

2. Under (t+0q+{nt pair, 1)-DSDH and (O(¢tg), q, 1')-rDDHg the function CVRF: {0,1}¢ —
yis a (t,u+ w'l)-CVRE, where tg and tyy, are the time complexities to sample
from Q and to evaluate e : G — Go once, respectively.

D.3 Proving rDDHg in the Generic Group Model

The following theorem is analogous to Thm. 5:

Theorem 11. Let t,t',t" > 0. Let Samp be a sampling algorithm with time complexity t”
for Ass. 4 that outputs functions hg, hq, ha, ¢ that can be evaluated in time t”.

Let Q be a distribution over Qfm that is symmetric, (1 — pisep)-separable, (¥, fiorg)-
pseudorandom and (', jives)-resistant for t' =t +t" + O(qn®).

Let Ainen be a generic adversary against the then-challenge of Ass. 4 with advantage
[+ Qlives + Hprg T Hsep + 3¢/p and time complexity t that makes q group-queries.

Then, there exists an adversary Ai on the if-challenge of Ass. 4 that makes q group-
queries and has an advantage of p and a time complexity of t'.

Proof. To prove Thm. 11, we consider the hybrids given in Fig. 11. Note that the hybrids
of Fig. 11 are identical to the hybrids of Fig. 4, used in the proof of Thm. 5, with the
only exception how (Gy, G) is sampled by the game setup. Consequently, the proof of
Thm. 11 is analogous to the proof of Thm. 5. We only need to address in which game
hops we use which property of Q:

1. By the resistance of Q, we have
2
IPr[Ge (11) = 1] — PrGy= (1%) = 1]| < ftres + 5

fori=1,...,q. Indeed, G,_; and G; only differ in how they handle the i-th group
query of Apen. If there would exist some noticeable difference, one could proceed as
in the proof of Lem. 1 and reduce the resistance-game of Q to distinguishing Gﬁ"f”
and Gf”‘e".

2. By the pseudorandomness of Q, we have
[PrG e (1) = 1] = Pr[Gym (1Y) = 1]| < iprg.

Indeed, G, and G,y only differ in how they generate s and w. Analogous to the
proof of Lem. 2, one can reduce the pseudorandomness game of Q to the problem of

distinguishing G;l"‘e" and Gfﬂf”.
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Game G (1%), i € {0,...,q + 2}, with adversary Ayen:

01 Initialize generic groups Gi = (g1), Gy = (g2)

02 Set 7 =0

03 Sample b <—s {0, 1}

04 Sample (c, hg, hy, hy) < Samp(1*, p, n)

05 Sample = s Z3, (G, G1) s Q

06 If i < ¢, set s = Go(x) and w = G1(x)

07 If i > g + 1, sample s, w <—s Z;

08 If b =1, sample c < Z7; else, set ¢ = ¢(s)

09 Run b’ + A'ﬁ\en(cv h0> hla hQ: GOv le hO(S)v gllq(l)?gg(z) ) g§7 gf? w, gg)
10 Return 1, if b = ¥'; else, return 0

Group Query Subroutine R(f € Z,[HY, H® X S, C)):

01 Increase j =7+ 1

02 If f is not admissible or j > ¢, return L

03 If j > 1 < ¢+ 1, do the following:

04 If f(hi(8),ha(s),x,s,c) =0, return 1; else, return 0;

05 If j <i < g+ 1, do the following:

06 If f(hi(s), ha(s), X, s, ¢c) € spang, [Go(X) — s,G1(X) — w], return 1
07 Else, return 0

08 If i = g+ 2, do the following:

09 Compute f' € Bs.t. f— f' €spang, [Go(X) — S, G1(X) — w]
10 If such an f’ does not exist, return 0

11 Draw ' <s Z;

12 If f'(hi(s), ha(s),x’,s,¢) =0, return 1; else, return 0

Figure 11: Hybrid Games for the proof of Thm. 11. The only difference to the hybrids of
Fig. 4 is marked in gray.

3. By the separability of O, we have
|PT[G:144trhlen(1/\) =1] - Pr[Gﬁ"g”(l/\) =1]| < Hsep T q/p-

For this, note that we have with probability (1 — jisep) that there are no s, w € Ly
and f € spang, [Go(X) —s,G1(X) —w] s.t. f is non-zero and of degree < 1. From
this point on, the proof of Lem. 4 is independent of the distribution of (G, G1) and,
hence, can also be applied here.

It follows that Aien’s advantage at winning G,yo is at least p. From here on, the
distribution of (Gg, G1) is again not relevant, and we can use the same reduction R as in
the proof of Thm. 5 (with the only difference that R samples (G, G1) from Q). O
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