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Abstract. Threshold signatures are one of the most important cryptographic primitives in distributed
systems. Of particular interest is the threshold Schnorr signature, a pairing-free signature with efficient
verification, compatible with standardized EADSA (non-threshold) signature. However, most threshold
Schnorr signatures have only been proven secure against a static adversary, which has to declare its
corruptions before the protocol execution. Many existing adaptively secure constructions require either
secure erasures or non-standard assumptions, such as the algebraic group model or hardness of the
algebraic one-more discrete logarithm problem. The latest adaptively secure threshold Schnorr signature
schemes under standard assumptions require five rounds of communication to create a single signature,
limiting its practicality.

In this work, we present Gargos, a three-round, adaptively secure threshold Schnorr signature scheme
based on the hardness of the decisional Diffie-Hellman (DDH) problem in the random oracle model
(ROM). Our protocol supports full corruption threshold ¢ < n, where ¢ is the signing threshold and n is
the total number of signers. We achieve our result with an enhanced proof technique that enables us to
eliminate two rounds of communication from the recent Glacius scheme (Eurocrypt 2025). We believe
our techniques are of independent interest to further research in improving the round complexity of
multi-party signing protocols.

1 Introduction

Threshold signatures [Des88, IDF89| are a type of interactive digital signature in which the signing key is
distributed among a set of n signers. Importantly, any subset of at least t+1 signers can jointly generate a valid
signature, while any ¢ or less signers cannot. Threshold signatures have gained considerable interest in recent
years, mainly for their applications in blockchain systems. A popular choice for a threshold signature are
threshold variants of the Schnorr signature, a pairing-free signature with efficient verification. The Schnorr
signature scheme has been standardized by NIST as the EADSA signature and is also a focus of NIST’s
recent call for threshold cryptography |BP23|. Further, mainstream cryptocurrencies like Bitcoin [NakO08]
adopt Schnorr signatures. In this work, we focus on threshold Schnorr signatures.

Static vs. adaptive security. The security model of threshold signatures generally considers two types of
adversaries: static and adaptive. A static adversary has to decide which signers to corrupt (thereby learning
their secret key shares and states) before the protocol execution. In contrast, an adaptive adversary can decide
which signers to corrupt dynamically, based on previous signatures and corruptions. Adaptive security is a
safer and more realistic model for the decentralized setting and is highly demanded.

Unfortunately, despite its popularity, all existing adaptively secure threshold Schnorr signature schemes
have significant drawbacks. These include having signers to erase their internal states [CGJT99| [Mak22], re-
quiring many rounds of communication [BDLR24, [KRT24], relying on strong and non-standard assumptions
such as algebraic one-more discrete logarithm (AOMDL) and the algebraic group model (AGM) |[CKM23|
BLSW24], or having suboptimal corruption thresholds [CKM23].

Our contribution. Motivated by this state of affairs, we present Gargos, the first threshold Schnorr signature
scheme that combines all of the following desirable characteristics:
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Table 1: Comparison of adaptively secure threshold Schnorr signature schemes. We do not consider schemes that
assume a broadcast channel or the algebraic group model. We compare the number of signing rounds, the corruption
threshold, the size of signing keys (as number of field elements), reliance on secure erasures, communication cost per
signer (as number of field and group elements), and computational assumption.
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¥ The scheme additionally assumes private channels.

— Adaptive security. Gargos is provably secure under ¢ < n adaptive corruptions.

— Standard assumptions. Security is proven under the well-studied decisional Diffie-Hellman (DDH) as-
sumption.

— No erasures. Gargos does not rely on secure erasures for its adaptive security proof.

— Three-round signing. Gargos has a signing protocol consisting of three communication rounds. In contrast,
the recent adaptively secure schemes by Katsumata et al. [KRT24] and Bacho et al. [BDLR24| require
five rounds of communication to generate a single signature.

We present detailed comparison of our scheme with existing adaptively secure threshold Schnorr signa-
tures in Table [l

In terms of techniques, we modify the five-round Glacius [BDLR24| to have three rounds of communication
in signing. Our modification crucially relies on an enhanced proof technique and simple X-protocol based
non-interactive zero-knowledge (NIZK) proofs. More precisely, we achieve our result as follows:

1. We combine the first and second rounds of Glacius, and add a simple NIZK proof to preserve security.
2. We remove the round of communication in Glacius where signers check the consistency of messages sent
by others, and use a proof technique that defines equivalence classes on the views of signers.

We elaborate on this in the technical overview, see Section [2}

1.1 Related Work

We discuss more related work, also other adaptively secure threshold signatures.

Threshold Schnorr signatures. Early works [GJKR07, AF04, [SS01}, (CGJT99] primarily focused on robust
threshold Schnorr schemes, ensuring that a signing session always produces a valid signature even in the
presence of malicious signers. To this end, each signing session involves running an interactive protocol similar
to a distributed key generation (DKG), which requires a broadcast channel and introduces high inefficiencies
in round and communication cost. Notably, the schemes in |[GJKRO07, |CGJT99] achieve adaptive security
but heavily rely on secure erasures. In contrast, the scheme by Abe and Fehr |[AF04] eliminates the need for
secure erasures but it requires suboptimal signing threshold ¢ < n/2 and still a broadcast channel.

In recent years, the interest in more efficient threshold Schnorr signatures has been revived, mainly due
to their applications in cryptocurrencies. This has sparked an extensive amount of works on efficient thresh-
old Schnorr signatures with fewer rounds recently [KG21), [ BCK™22, [CKM21} [CGRS23, RRJ"22, |BTZ22,
Lin22, Mak22, [CKM23| [KRT24, BDLR24]. Some of these schemes |[Mak22 [CKM23| KRT24, BDLR24]



achieve adaptive security; however, each has its own drawbacks, such as requiring many rounds of com-
munication, relying on secure erasures, or relying on strong and non-standard assumptions (see Table
for a comparison). Recently, several works have focused on achieving robustness in asynchronous net-
works [RRJT22 |GS24, BHK ™24, BLSW24], where only |[BLSW24| achieves adaptive security but has sub-
optimal corruption threshold ¢/2 and relies on the AGM, OMDL, secure erasures, and broadcast channels.

Adaptively secure threshold signatures. Canetti et al. [CGJT99] and Frankel et al. [FMY99a, FMY99b|
independently proposed the first adaptively secure threshold signatures using the single-inconsistent player
(SIP) technique and secure erasures. Subsequently, Jarecki and Lysyanskaya |JLO0| enhanced the SIP tech-
nique to avoid the use of secure erasures. Similar techniques were used in [LP01, |AF04] to obtain adaptively
secure threshold signatures without secure erasures. Remarkably, the scheme by Abe and Fehr |[AF04] is a
threshold Schnorr signature. Further works [ADNOG, WQLO09] also use the SIP technique to obtain threshold
RSA signatures [Rab98| and threshold Waters signatures [Wat05|.

In the pairing-based setting, Libert et al. [LJY14] presented a non-interactive, adaptively secure threshold
signature scheme from DDH. Also, Bacho and Loss [BL22] proved adaptive security of Bolyreva’s threshold
BLS signature scheme [Bol03| from OMDL in the AGM. Notably, Das and Ren [DR24] proposed an adaptively
secure threshold BLS signature from DDH and CDH in asymmetric pairing groups. Recently, Mitrokotsa et
al. [MMS ™ 24| also proposed a scheme with adaptive security from the bilinear DDH assumption in asymmetric
groups. In the pairing-free setting, two recent works [BLT'24, BW24] give adaptively secure threshold
signatures from DDH, where the latter achieves tight security.

2 Technical Overview

We start with a brief recap of the Schnorr signature scheme [Sch90|. For this, let (G, p,g) < GGen(1*) be a
group generation algorithm, where G is a cyclic group of prime order p with generator g € G, and A is the
security parameter. Let Hgg : G® X M — Z, be a hash function (modeled as a random oracle), where M is a
message space. The signing key sk := s € Z,, is a random field element, and pk := g° € G is the corresponding
public verification key. The signature o on a message m has the form (A z) € G x Zy. To verify a signature
o= (A z) on a message m, one first computes ¢ := Hs,g(A pk,m) and checks that g* = A pk°.

2.1 Glacius: Five-Round Threshold Schnorr Signature [BDLR24]

Our starting point is Glacius [BDLR24], a recent five-round threshold Schnorr signature scheme with adaptive
security. In the following, we review the main ideas behind its design and security proof.

Glacius adopts the commit-and-reveal approach for designing secure interactive signing protocols. In this
approach, signers first commit to a random nonce using one round of communication. Next, signers reveal
their committed value using another round of communication. Finally, signers compute and send their partial
signatures using another round of communication. The commit-and-reveal approach naturally adopts three
rounds of communication. The two additional rounds needed in Glacius are an artifact of their security proof
against an adaptive adversary, which we describe next.

In Glacius, the secret signing key of signer 4 is sk; := (s(i),7(4),u(i)) € Z3, where s(x), r(z), u(x) <8 Zp[z]
are three uniformly random degree-t polynomials such that 7(0) = u(0) = 0. The public key of the system is
then pk := ¢g*Opr(0)yu0) = 450) wwhere g, h,v € G are three uniformly random and independent generators
of G. Further, each signer 4 also has its own public verification key pk,; = g* D (D) yuld) (where any ¢+ 1 out
of those n verification keys pky, ..., pk, interpolate to the joint public key pk).

We now describe the five-round signing protocol of Glacius, which is run among a set of signers SS C [n] of
size at least ¢t + 1 and message m to be signed. Concretely, the signers in SS engage in the following protocol
to jointly compute a signature on m.

1. Randomness sampling. Each signer i samples a uniformly random string p; <$ {0, 1}*, and sends it to all
other signers.



2. Commitment phase. Upon receiving all strings g := (p;);ess from signers, each signer ¢ does the following.
It samples a random a; <$ Z, and computes the nonce

(i IO
A; = (Qai.Ho(p)m.Hl(p) ()) 7

where Hg, H; : {0,1}* — G are two independent random oracles and L; ss is the i-th Lagrange coefficient
for the set SS. Signer 4 then sends a commitment p; := Heom (%, 4;) to all other signers.

3. View exchange. Upon receiving all commitments fi := (u;)jess from signers, each signer ¢ does the
following. It takes the protocol messages it received in the previous two rounds, g and fi, and computes
their hash y; := Hyiew (B, f£). Then, it sends the hash value y; to all other signers.

4. Opening phase. Upon receiving all hash values (y;);ess from signers, each signer ¢ does the following. For
all j €SS, it checks whether y; = v; holdsﬂ If any check fails, the signer aborts. Otherwise, it sends the
nonce A; to all other signers.

5. Signing phase. Upon receiving all openings (A;);ess from signers, each signer ¢ does the following. First,
for all j € SS, it checks whether ;1; = Heom(j, 4;) holds. If any check fails, the signer aborts. Otherwise,
it computes the combined nonce A, challenge ¢, and its signature share z; as

A= H Aj, c:= Hsig(/l, pk,m), z;:= L;ss - (a; +c-s(i)).
JESS

Then, it sends its signature share z; to all other signers. The final signature is then computed as o := (1217 z)
where A :=[];css 4j and z 1= ;¢ z;. This is a standard Schnorr signature which verifies as usual.

To prove adaptive security, [BDLR24] employs the following high-level strategy. First, the reduction
algorithm B uses the additional public parameter i € G to embed the given DL instance. This crucial change
allows B to locally sample the secret key polynomials. Second, B uses rigged keys during its interaction with
adversary A. Specifically, B samples the polynomials r(z) and u(z) with non-zero r(0) and uniformly random
u(0). Using correlated programming of additional random oracles (which is undetectable under the DDH
assumption), the reduction can simulate signatures under rigged keys. These changes allows them to prove
adaptive security of their threshold Schnorr signature scheme from standard assumptions. In the following,
we will explain the reasoning behind their design choice and proof ideas.

Proof intuition. In their security proof, the reduction switches from honestly generated keys to rigged keys
where 7 := r(0) = 1 is no longer zero, and u := u(0) <3 Z, is uniformly random. In particular, the rigged
public key becomes pk = g*hv* € G, and the central issue here is that honestly generated signatures no longer
verify against the rigged public key. Specifically, let o := o, + o, u € Zy,, where ay, is the discrete logarithm
value of h and «, is the discrete logarithm value of v, so that the rigged public key is pk = g*hv* = g5+<.
Then, the signature o := (121, z) = (g%, a+c-s) does not satisfy the Schnorr verification equation with respect
to pk, because
gF = gotee £ g% (¢°T) = A pk®, where ¢ := Hs;g(fl, pk, m).

To resolve this issue, Glacius modifies how signers compute the nonce A. Specifically, signers jointly
compute it as A := g% Ho(x)"(© -Hy (2)“() where Ho, H : {0,1}* — G are two independent, random oracles,
and z is some common input. This modification ensures that when the keys are rigged (i.e., r(0) = 1 and
u(0) = u), then we have that A = g% - Ho(z) - Hy(2)* = g% - g7 - g*# where Ho(z) = ¢7 and H,(z) = g7 for
some f3,v € Z,. Now, during simulation, if the reduction B chooses c € Z, such that

Y+ B-ut+c-a=0, (1)
and programs the hash function Hgg on input A to output ¢, i.e., Hsig(fl, pk,m) := ¢, then we get
A . pkc _ ga . HQ(Z) . Hl(x)u . (gs+a)c _ ga .g'y . gﬁu . g(s+oz)c _ ga . gsc _ gz' (2)

4 We note that Glacius relies on authenticated channels for this step.



Therefore, by appropriately sampling (3,7, c) and correlating the programming of the random oracles Hy,
H1, and Hgg, B can ensure that the final signature satisfies the Schnorr signature verification equation, even
after the public key becomes rigged.

For the security proof to go through, it is critical that A must not detect these changes. Glacius relies on
the hardness of DDH in G to ensure this. More precisely, in each signing session, the reduction algorithm
samples fresh ¢, f +$ Z,, and then programs the random oracles as

Ho(x) = g—(ﬁ1z+ca)7 Hl(.’lf) = gB

In Glacius, the input x needs to be unique for every signing session. Note that, for each signing session
equation must hold. Now, since A and hence ¢ := Hsig(A, pk,m) change with each signing session, the
tuple (,~) must also change. This is because, for any fixed (3, ), only one value of ¢ can satisfy equation .
Now, since (8,) depends on x, x must change in every signing session as well. Using a different z in every
session allows B to sample a new (3,7, ¢) tuple to satisfy equation for that session.

Glacius ensures a unique z in each signing session by requiring each signer 7 to send a fresh random value
pi <$ Zy to the other signers as the first message of the signing protocol. The value of z is then chosen as
vector g := (p;)iess, where SS C [n] is the set of (at least ¢ 4+ 1) signers participating in that signing session.
Note that g is unique with high probability, as each session consists of at least one honest signer.

Glacius has another subtle issue due to which it needs one additional round. More precisely, in any given
signing session, let (f,¢) denote the tuple such that Ho(z) = g~ (¥*+¢®) and Hy(z) = ¢°. According to
equation , for the simulation to succeed, we need to program Hsig(fl, pk,m) := ¢ for the combined nonce A
(and public key pk and message m). The problem is that the combined nonce A depends on the second-round
messages that the adversary .4 sends to the honest signers. Concretely, by sending different second-round
messages to different honest signers, the adversary A can enforce multiple combined nonces for the same
one signing session. In such a case, B would need to program Hsg to return the same c for all these different
combined nonces. Glacius addresses this issue by requiring the signers to exchange the cryptographic hash
of their view during the third round of the protocol to ensure that that protocol aborts in case A sends
different messages to different honest signers. As such, this extra round ensures consistent views among the
honest signers.

Summary. We briefly summarize the need for five signing rounds in their approach:

— The commitment, opening, and signing phase are standard and follow the usual commit-and-reveal
approach for designing secure interactive signing protocols. This gives three rounds of communication.

— In order to have an adaptive security proof, the public key is rigged. To make the Schnorr verification
equation hold under rigged keys, the nonces are computed differently with additional random oracles
that require an unpredictable common input z. This x is sampled in an additional first round.

— Their security proof cannot directly handle the case in which an adversary sends different nonces to
different honest signers within one signing session. As such, their scheme introduces another round of
consistency checks among honest signers.

Thus, the natural question that arises is: Is it possible to improve upon Glacius and restore the three-round
signing procedure while preserving security against an adaptive adversary?

2.2 Owur Approach

Our protocol starts from Glacius and uses only three rounds of communication for signing.

From five to four rounds. Our first idea is to combine the randomness sampling phase with the commit-
ment phase. Our insight here is that a hash commitment to a randomly sampled nonce already introduces
enough entropy (in the random oracle model) to be used as source of unpredictability. As such, consider the
following potential four-round scheme design.

In the first round, each signer i computes a hash commitment p; := Heom (2, 9%) to its nonce and sends it
to all. Tt then uses the vector of received commitments i := (i1;);es as input to the random oracles Hy, Hy



as described in Glacius. In the opening phase later, each signer ¢ then computes and publishes its (masked)
nonce A; := g% - Ho(1)"® - Hy ()" as in Glacius. Clearly, to preserve security, signer i also has to provide
a proof that the same a; was used for computing both u; and A;. Otherwis«ﬂ, an adversary could simply
make its A;’s depending on honest A;’s and mount Wagner’s attack [Wag02] or the ROS attack [BLL™22|.
Theoretically speaking, this approach could potentially work. However, it is clear that the proof of correctness
that connects A; to the preimage of y; = Heom (4, g%) would be very expensive and require the use of heavy
SNARKs. On the other hand, we also never can reveal the g% itself, since the a; values of honest signers
need to be hidden to make the adaptive security proof of rigged keys go through (otherwise, the adversary
could directly detect rigged keys).

Our solution. Our idea is the following. Since we cannot reveal g% itself, we instead commit to a masked
version of g% which we can then output later along with the A; as computed above. Concretely, each
signer ¢ commits to a; as u; := Heom(, pi, B;) where p; <3 {071}>‘ is a uniformly random string and
B; := g% - Fo(pi)"™ - F1(p;)*“" for two (additional) independent random oracles Fo,F; : {0,1}* — G. The
reason why we use the random oracles Fg, F; to compute the base elements hg := Fo(p;) and hy := Fy1(p;) is
to use correlated programming to make simulation for honest signers with rigged keys work, similar to the
technique used in Glacius. The signing protocol of our potential four-round design would look as follows:

1. Commitment phase. Each signer 4 samples a random string p; <—$ {0, 1}* and a random element a; < L.
Then, it computes the ephemeral nonce

Bi = gai . FO(pz>r(Z) . F1<pl)u(z)’

where Fo,Fy : {0,1}* — G are two independent random oracles. Signer 4 then sends a hash commitment
i = Heom (4, pi, B;) to all other signers.

2. View exchange. Essentially, as in Glacius to have consistent views among honest signers for fi by sending
the hash y; := Hyiew(&) to all other signers.

3. Opening phase. As usual, signer i does the consistency checks y; = y; for all j € SS. Then, in the case of
consistency, it computes the nonce

) W\ Li,ss
A= (g - Golfi)"™ - G () )

where G, Gy : {0,1}* — G are two independent random oraclesﬂ Then, signer 7 retrieves its ephemeral
nonce B; and computes a non-interactive zero-knowledge (NIZK) prooﬂ m; for correctness of A;, given
B;, p; (that determine the base elements (g, ho, h1) := (g, Fo(pi), F1(p;)) for B;), and pk;. The witness for
the NIZK proof is (a;, s(i),7(2),u(4)). Signer ¢ then sends (A;, p;, B, m;) to all other signers.

4. Signing phase. As usual, signer i does all correctness checks for other signers j € SS: the hash commitment
5 = Heom(J, pj, Bj) using p; and Bj; the NIZK proof 7; using B;, p;, pk;, and its own fi vector. In case

of successful checks, it proceeds as in Glacius by computing the combined nonce fl, challenge ¢, and its
signature share z;. Finally, it sends z; to all other signers.

Proof intuition. Our security proof would work as follows. After the first round (commitment phase), the
reduction would extract (p;, B;) from the hash commitments p1; = Heom(J, -) of corrupted signers j € C using
observability of random oracle Hcom. Then, it would pre-compute the nonce A; using the corrupted signer j
its secret key sk; = (s(j),7(7),u(j)) as follows:

. . . .\ Li.ss
Aj = (Bj Folp;) ™" - Fi(py) 79 - Go (i)™ ,Gl(u)u(ﬁ) =

5 An obvious solution is to introduce another hash commitment round to the masked nonce A; itself. But this would
again lead to five rounds of communication.

5 In Glacius, these are denoted as Ho, Hi. Further, in our actual scheme Gargos, we will use (m, fi) as input to the
random oracles Go, G1, where m is the message. But this is just to make the security proof simpler.

7 This NIZK proof can be instantiated very efficiently using a S-protocol. We do this in Figure



Here, we emphasize that the reduction knows the secret key shares sk; of adversarial parties at any point in
time during the simulation. This is because B itself reveals these to the adversary upon corruption (we also
assume an initial trusted key generation setup). Having done this, the reduction can proceed as in Glacius by
programming the hash function Hsig(/l, pk,m) := ¢ on the combined nonce later. At the same time, it uses
correlated programming of random oracles as (where Fg, F; are only programmed for honest signers i € H):

Go(ji) := g~ (@ Pranbrai-ac G ()= g°,

Fo(p) 1= g~ (@aitanziay —ae F (5. goi,
where the x; <% Z,, are sampled per honest signer ¢ € H with randomness p;, and (c, §) <$ Zf) are sampled
as in Glacius per signing session. The correlations of Gy and G; are again used to make the Schnorr verification
equation hold under rigged keys, while the correlations of Fy and F; are used to preserve the relations needed
to hide the nonce elements a; € Z, even after switching to rigged keys. Note that the relation between Go(fi)
and Gi(fi) is essentially the same as the one between Fo(p;) and Fy(p;) (just with the 3 replaced by x;).
Later, in the opening phase, when the adversary outputs a nonce A; (on behalf of corrupt signer j € C)
with a verifying NIZK proof 7; that is different from the nonce A; pre-computed by the reduction, then this
implies a (non-trivial) relation for the public key share pk; as

g = pk; = gD D),

where (s;,7j,u;) € Zg is part of the witness for generating the proof m;. Crucially, we have the guarantee that
(85,75,u5) # (s(j),7(4),u(j)) since A’ # Aj;, which implies a non-trivial discrete logarithm relation between
g, h, v which is infeasible assuming hardness of the discrete logarithm problem. In our security proof, we rule
out the event that A outputs a different A; # Aj; in an initial hybrid, before programming the random oracle
Hsig. Importantly, we can do that, since the reduction can always efficiently check this bad event, even after
introducing rigged keys (which happens at the end).

From four to three rounds. Having eliminated a separate round of randomness sampling, we now revisit
the security proof of Glacius to understand why the authors [BDLR24|] needed the view exchange round. For
this, recall that the ¢ € Z,, is sampled per signing session for each unique g vector. However, an adversary
could later enforce different combined nonces among different honest signers, which would force the reduction
B to program Hgjg to return the same c for all these different combined nonces - clearly failing the simulation.
As such, Glacius introduces the view exchange round. Looking at a deeper level, we see that the reason for
this issue is that the randomness vector g is decoupled from the nonces sampled by signers later. That is, the
same p can lead to different combined nonces. Importantly, we observe that for our modified scheme above
this is not the case anymore. Concretely, given a first-round message tuple fi = (;), ess, then this allows
the reduction to extract the adversarial nonces A; by what we have explained before. As such, the nonces
A; are directly bound to the vector i = (;);ess. On the other hand, when the adversary sends different p;
to different honest signers, then we have the guarantee that they do not enter the third round. Concretely,
consider two honest signers 4, j € H, and let fi(;y and fi(;) be their received first-round messages, respectively.
Further, let (p;, B;, A;, m;) be the opening phase message signer j sends to signer ¢ later. Then, assuming
that fi¢;) # fi(;), we know that the proof 7; will not verify at signer i (except with negligible probability),
as signer i uses its vector fi(; # fi(;y of first-round messages as part of the statement to verify the proof
mj, but j uses its own vector fi(;) to generate the proof m; (the same is also true in the other direction:
the proof m; will likely not verify at signer j). More precisely, the statement signer j proves relates to a
representation of A; in bases (g, go, 1), while the statement signer ¢ will expect relates to a representation of
A;j in bases (g, g, g1)- Crucially, the elements (go, g1) and (gg, g7) are independent, since they are computed
via the random oracles Gg, Gy on different inputs fi ;) and fi(;.

However, we need to be cautious. There is yet another subtle, more serious issue when it comes to
adversarial behavior. Namely, it could be that different vectors iy # fio lead to the same combined nonce.
For instance, the adversary could send a; and a; on behalf of corrupt signers ¢, € C to one honest signer,
but a; + v and a; — v on behalf of corrupt signers 4, j € C to another honest signer for any sampled v <$ Z,,.



This would lead to the same combined (partial) nonce a; + a;, but obviously different fi vectors. Therefore,
if the reduction would sample the ¢ € Z,, per tuple fi of first-round messages, the simulation would not work.
Concretely, if it would sample ¢; +$ Z, for fi; and ¢y <$ Z,, for fia, then the same combined nonce would
lead to different hash programming ¢; = Hsig(/l, pk,m) = co, which an adversary could detect. Our idea to
resolve this issue is to sample the ¢ per equivalence class of i vectors. Concretely, if different vectors fi1 # fio
lead to the same combined nonce, then they define one equivalence class. This idea is inspired by a recent
work |[BLT™24], where the authors introduce the idea of random oracle programming on equivalence classes
to handle the issue that the adversary sends different commitments to different honest signers. However,
in our case, the situation seems more subtle, as we use NIZK proofs and a fundamentally different proof
strategy for adaptive security. Still, we are able to succeed using the technique of equivalence classes, which
allows us to eliminate the view exchange round from Glacius and obtain a three-round signing protocol with
adaptive security.

3 Preliminaries

Notation. Let A denote the security parameter. We assume that all algorithms get A in unary as input.
For a finite set S, we write s <% S to denote that s is sampled uniformly at random from S, and we write
|S| to denote the size of S. For an integer a € N, we use [a] to denote the ordered set {1,...,a}. Further,
we write “<-” for probabilistic assignment and “:=" for deterministic assignment. We use the terms party
(resp. parties) and signer (resp. signers) interchangeably. We use bold fonts with arrows such as g to denote
vectors. For any i € [n] and SS C [n], we use Liss := [[}css\ (s £/(k — ) for the i-th Lagrange coefficient.
Throughout, when we write p = (p;)iess, then we really mean (4, p;)iess-

Threat model. We consider a system of n signers denoted by {1,2,...,n}, and a probabilistic polynomial-
time (PPT) adversary A who can corrupt up to ¢ < n signers adaptively. Corrupted signers can deviate
arbitrarily from the protocol specification. We assume an asynchronous network with authenticated channels.
Importantly, we do not assume broadcast channels or secure erasures.

3.1 Shamir Secret Sharing, and Computational Assumptions

Shamir secret sharing. The Shamir secret sharing [Sha79] embeds the secret s in the constant term of
a polynomial p(z) = s + a1z + a2 + - - - + agx?, where other coefficients ay,...,aq are chosen uniformly
randomly from a field Z,,. The i-th share of the secret is p(%), i.e., the polynomial evaluated at i. Given d+1
distinct shares, one can efficiently reconstruct the polynomial and the secret s using Lagrange interpolation.
Further, s is information-theoretically hidden from an adversary that knows d or fewer shares.

Computational assumptions. Our protocols assume the hardness of the discrete logarithm and decisional
Diffie-Hellman problems. Let GGen be a group generation algorithm that on input 1* outputs the description
of a prime order group G. The description contains the prime order p, a generator g € G, and a description
of the group operation. In our protocol, we assume the standard discrete logarithm (DL) and the decisional
Diffie-Hellman (DDH) assumptions in the group G, which we formally state in Appendix

3.2 Threshold Signatures

In this section, we define R-round threshold signatures following [KRT24, BDLR24].

Let t < n and R be natural numbers. An R-round threshold signature scheme is a tuple of PPT algorithms
TS = (Setup, KGen, Sig, Ver) defined as follows. The Setup algorithm outputs public parameters that all other
algorithms take as input. The KGen algorithm generates the signing and public keys of all signers. The Sig
algorithm describes what a signer does in each round of the R-round signing protocol to sign any given
message. And the Ver algorithm does the final signature verification.



GameS¥(1*,n,t,SS, m):

1: fori €SS :st; (=@

2: par « Setup(1*,n,t)

3: (pk, {pk;,ski}ic[n)) < KGen(par)

4: for i € SS:pmg, = L

5: for k € [R] :

6 for i €SS :

7 (Ppmy, ;,sti) < Sig (SS,m, 1, (pmy,_; ;)jess, sk, sti)
8: o := Comb(SS,m, (Pmk,i)ke[R],iess)

9: return Ver(pk,m, o)

Fig. 1: The game GameT% for an R-round threshold signature scheme TS.

Definition 1 (Threshold Signatures). Let n be the total number of signers and t < n be the threshold.
Also, let SS C [n] be a set of signers with |SS|> t+ 1. Each signer i maintains a state st; to retain short-lived

session-specific information. An R-round threshold signature scheme TS for message space M is a tuple of
PPT algorithms TS = (Setup, KGen, Sig, Ver) defined as follows:

- Setup(1*,n,t) — par : The setup algorithm takes as input the security parameter 1*, the number n of total
signers, and a threshold t < n, and outputs public parameters par. We assume that all other algorithms
implicitly take par as input.

- KGen(par) — (pk, {pk;,ski}iem]) : The key generation algorithm takes as input the public parameters par
and outputs a public key pk, an ordered set of threshold public keys {pkq,...,pk,}, and an ordered set of
secret signing keys {ski,...,sk,}. Each signer j € [n] receives the tuple (pk, {pk;}icin],sk;)-

- Sig = (Sigy, . .., Sigg, Comb) : The signing protocol is split into R+ 1 algorithms:

- Sigy,(SS,m, i, (pmy_1 ;)jess ski,sti) — (pmy,;,sti) : The k-th round signing algorithm for k € [R] takes
as input a signer set SS, a message m, an index i € [n], a tuple of protocol messages of the (k — 1)-th
round (pmy_q ;)jess, a secret signing key sk;, and a state st;. It outputs a protocol message pmy ; for
the k-th round and the updated state st;. Here, we define pmg ; := L for all j € SS.

- Comb(SS, m, (pmk,i)kG[R],iGSS> — o : The deterministic combine algorithm takes as input a signer set
SS, a message m, and a tuple of protocol messages (pmm)ke[R],iess, and outputs a signature o.

- Ver(pk,m,o) — b: The deterministic verification algorithm takes as input a public key pk, a message m,
and a signature o, and outputs a bit b € {0,1}.

We require TS to satisfy the correctness and unforgeability properties. Informally, correctness ensures that
the protocol behaves as expected when everyone is honest. Unforgeability ensures that the adversary cannot
forge signatures, even after engaging in previous signing sessions and corrupting up to ¢ signers adaptively.

Definition 2 (Correctness). Consider the game GameSs defined in Figure[l Then, an R-round threshold
signature scheme TS is correct, if for all A € N, n,t € poly(\) with t < n, messages m € M, and SS C [n]
with |SS|> t + 1, the following holds:

Pr [GameS% (1, n,t,SS,m) = 1] > 1 — negl(\).

Unforgeability. Our unforgeability requirement is standar and we formalize it using the game UF—CMA#‘S
in Figure 2l We give an informal description next.

Let A be the adversary in this game. At the beginning of the game, A is given the public parameters
par, a joint public key pk, and threshold public keys {pk;};c[, of all signers. At any time, A can initiate a
new signing session by querying the oracle NEXT(sid,SS,m) with session identifier sid, signer set SS, and
message m. Further, A can corrupt up to ¢ signers during the protocol using the oracle CORR. When signer

8 Essentially, our notion is an interactive version of the TS-UF-0 unforgeability notion (for non-interactive threshold
signatures) defined by Bellare et al. [BCK ' 22| [BTZ22], which is similar to recent works |[BDLR24, [KRT24].



i € [n] gets corrupted, A learns its secret signing key sk; and internal state st; across all signing sessions.
Further, A can interact with honest signers using the signing oracles S1Gy, for any k& € [R]. Specifically, A can
query these oracles for any honest signer i and session identifier sid. For such a query to SiGy, A can freely
choose the protocol messages pm,_; of the previous (k — 1)-th round. Crucially, we do not assume broadcast
channels in the signing protocol, and the adversary could send different messages to different honest signers.
However, we do assume authenticated channels, and our unforgeability game captures this using the Allowed
algorithm. Finally, when A outputs a forgery (m*,o*), then A wins the game if the signature is valid and A
has not initiated a signing session for the message m* previously.

Game UF-CMA7(1*,n, t):

// Check if the input to S1Gy is valid
Allowed(sid, k, SS, m, 4, (pm,_; ;)jess)):

1: par < Setup(1*, n, 1)

2: (pk, {pk;,ski}icny) < KGen(par) // assert returns 0 if the check fails
3: C:=2, H:=[n] 20: assert sid € Sessions

4: Queried := &, pmsg := & 21: assert SS = signers]sid|

5: SIG := (NEXT, (SIGk)ke[R)) 22: assert i € (SSNH)

6: (m*, o) « A% (pk, {pk; bieln)) 23: assert k = round]sid, ¢]

7: if m™ € Queried : return 0 24: assert m = message([sid]

8: return Ver(pk, m*,o*) 25: if k=0 : return 1

26: for j € (SSNH) :

6/ ()riu(:lé to (Z(,).V‘I.‘U[)[ signers 7. if pm,_, , # pmsg[sid, k — 1,5 :
LORR(Z)' 28: return 0

9: if (|IC|>t)V (i €C) : return L 29: return 1
10: C:=CU{i}, H:=H\{i}

acle for the k-th signi
11: return (sks,st;) // Oracle for the k-th signing round

Oracle SiGg(sid, SS, m, i, (pmy_; ;)jess):

// Oracle to start a new signing session
Oracle NEXT(sid, SS, m):
12: if (|SS|<t+1)V (SS Z [n]) :

30: inp := (SS,m, 1, (pmy,_; ;)jess)
31: if Allowed(sid, k,inp) =0 :
32: return L

1o return l 33: (pmy ;,sti) <= Sigy(inp, ski, sti)
14: if sid € Sessions : return L 34: pmsgy[sid k,i] := pm, ;

15: Sessions := Sessions U {sid} 35: round[sid, ] := k + 1 N

16: Queried := Queried U {m} 36: return pm,

17: message[sid] :=m
18: signers|[sid] := SS
19: for ¢ € SS : round[sid, ] := 1

Fig.2: The UF—CMA#S game for an R-round threshold signature scheme TS.

Definition 3 (Unforgeability Under Chosen-Message Attacks). Let TS be an R-round threshold
signature scheme, and consider the game UF-CI\/IA?S defined in Figure|d. Then, we say that TS is UF-CMA#‘S
secure, if for all A € N, n,t € poly(\) with t < n, and PPT adversaries A, the following advantage is
negligible:

ey = AVYTEM (1) m, 1) == Pr [UF-CMA{.‘S(F,n,t) = 1} .

Remark. In this work, we focus on unforgeability of our scheme. However, we are confident that our scheme
can be easily extended to achieve the identifiable abort property as formalized in [BDLR24]. Concretely, this
can be done via a public key infrastructure (PKI) and by requiring each signer to sign each protocol message
in the signing protocol before sending it to the other signers.
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4  Owur Design

In this section, we present our three-round threshold Schnorr signature scheme Gargos, assuming a trusted
key generation. For our construction, we use M to denote the message space. We formally define our scheme
as pseudocode in Figure [3] and give a verbal description next.

Setup(1*,n,t): Let g,h,v +$ G be three uniformly random and independent generators of G. Further, let
Heom : {0,132 xG — R, Fo,Fy : {0,1}* = G, Gy, Gy : MxR* — G, and Haig : G*x M — Z,, be distinct hash
functions modeled as random oracles, where R C {0,1}* is a set such that |R|> 2*. The public parameters
of the scheme are then par := (n,t,G, g, h, v, p, Heom, Fo, F1, Go, G1, Hsig), which are known to all signers. We
assume that all the algorithms below implicitly take par as input.

KGen(par): Sample three uniformly random polynomials s(z), r(z), u(x) < Zy[z] of degree t each with the
constraint that 7(0) = u(0) = 0. The secret signing key of signer i is then sk; := (s(7),7(¢),u(i)), and its
public key share is pk; := g* DR Dyu() | Further, the public key is pk := ¢°(©).

Throughout the paper, we assume that an external mechanism chooses the message m € M and the
signer set SS C [n] with |SS|> t + 1 for each signing session. We also assume that all signers agree on the
input message m and the set SS. If the adversary A inputs different (m,SS) to different honest signers, then
we treat them as different signing sessions. We describe the signing protocol that signers in SS run to jointly
compute a signature on m.

Sig,(SS, m, i,sk;): Each signer i samples uniformly random values a; <+$ Z,, p; +$ {0,1}*, and computes
the ephemeral nonce B; € G as

B; == g" - Fo(pi)"" - Fa(pi)"”.

Signer ¢ then sends the commitment p; := Heom (2, pi, B;) to all other signers. Its state after the first signing
round is st; := (i, a;, pi, B;)-

Sigy(SS,m, 4, (pmy ; = 115)jess, ski,sti): Each signer i, upon receiving all commitments fi := (1) jess, com-

putes the nonce A; € G as
Ay o= g™ - Go(m, @) - Gy (m, ).

Further, it computes a NIZK proof of correctness 7; := SigProve((pk;, Ai, Bi, 90, 91, pi); (a;, sk;)) for A; with
respect to (p;, B;) and pk; as specified in Figure {4} where (go,¢91) := (Go(m, fi), G1(m, i)). Signer i then
sends (A;, p;, B;, 7;) to all other signers. Its state after the second signing round is st; := (i, a;, 4;, i, 9o, g1)-

Sigs(SS, m, i, (pmy ; = (Aj, pj, Bj, 7;))jess, ski, st;): Each signer i, upon receiving all second round messages

((Aj,pj, Bj,mj))jess, performs for all j € SS the following two checks: (i) the opening to commitment f; is
correct, i.e., it = Heom (4, pj, Bj); and (i) 7; is a valid NIZK proof, i.e., SigVer((pk;, A;, Bj, go, g1, p;); 7j) = 1.
If any of these checks fails, signer ¢ outputs L and aborts. Otherwise, it computes the combined nonce A,
challenge ¢, and its signature share z; as follows:

A= H Afj'ss, c:= Hsig(/i, pk,m), z;:=L;ss- (a; +c-s(i)),
jJESS

where L; ss denotes the j-th Lagrange coefficient for the set SS. Finally, signer i sends its signature share z;
to all other signers.

Comb(SS, m, ((A},z)) ess): Upon receiving all tuples ((A4;, z;))jess, the combine algorithm computes (A4, z)

as the final signature, where
A= H Afj’ss, z = Z Zj.

JESS JESS

Ver(pk, m, o = (/1, z)): The verification algorithm receives a public key pk, a message m € M, and a signature

o = (A, z). Then, it computes ¢ := Hsig(/l, pk,m) and accepts the signature if and only if g% = A - pk®.
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Setup(1*,n, t): Sig,(SS,m, i, i = (15);ess, ki, Sti):

1: (G,g,p) < GGen(1*), h,v +3$ G 16: let go := Go(m, i), g1 := Gi(m, i)
2. R C {0,1}* where |R|> 2* 17: let A; = g% - go' - gy
3: select the following hash functions: 18: let X := (pk;, Ai, Bi, g0, 91, pi)
19: let m; := SigProve(X;; (as,sk;))
— Heom : {07 1}>\ xG—R 20: update st; 1= (i,ai,Ai,ﬁ,go,gl)
— Fo,F1: {0, 1}* = G 21: send (A;, pi, Bi,m;) to all in SS

*Go,GltMXR*—)G

_ Hsig . G2 < M — Zp Sigs(ssvmﬂ;v (Ajvp]'aBj77rj)j65575kivsti):

21: for all j € SS :

4: Haii := (Heom, Fo, F1, Go, G1, Hsig) 222 let X := (pk;, A, Bj, 9o, 91, ;)

5. return par := (n,t,G, g, h,v,p, Ha) 23: assert 11; = Heom (7, pj, B;)

24: assert SigVer(X;;m;) =1

25: let A =], s A,

26: let ¢ := Hgg(A, pk,m)

27: send z; 1= L;ss - (a; + ¢ - s(@)) to all in SS

// All algorithms implicitly take par as input
KGen(par):
6: sample s(z), r(x), u(z) <$ Zp[z] three random poly-
nomials of degree ¢ each with r(0) = u(0) = 0.

7. for each i € [n] : // Combine algorithm

8 let sk; := (s(d), 7(i), u(i)) Comb(SS,m, (A;, 2j)jess):

9: let pk; 1= g h Wy (0 35: let A := [ess AJPLSS
10: let pk := g*@p" 0y = g=(© 36: let 2 =37, g5 2

11: return (pk, {pk;}icin], skj) to each signer j € [n] s7: return o := (4, 2)
// Signing protocol for SS C [n] and m // Verification algorithm
Sig, (SS,m, i, ski): Ver(pk, m,o = (A, 2)):

11: sample a; <= Zy, p; <= {0,1}* 40: let ¢ := Hag(A, pk, m)
12: let B; := g% - Fo(ps)"™ - F1(ps)"“"” a1: if g = A pk® :

13: let st; := (i,ai,pi,Bi)
14: send p; := Heom (4, pi, Bi) to all in SS

42: return 1
43: return 0

Fig. 3: Our three-round threshold Schnorr signature scheme Gargos.
5 Security Analysis

5.1 Properties of the X-protocol

We require the Y-protocol to satisfy the standard completeness, knowledge-soundness, and zero-knowledge
properties [Dam02]. Briefly, completeness guarantees that an honest prover will always convince an honest
verifier about true statements. Knowledge-soundness guarantees that for every prover who convinces an
honest verifier about a statement with a non-negligible probability, there exists an efficient extractor who
interacts with the prover to compute the witness. Finally, zero-knowledge guarantees that the proof reveals
no information other than the truth of the statement. We remark that achieving zero-knowledge against
honest verifiers is sufficient for our purposes.

The completeness of our X-protocol is straightforward. The honest-verifier zero-knowledge (HVZK) prop-
erty also follow from standard 3-protocol analyses, which we briefly discuss next.
Honest-verifier zero-knowledge (HVZK). Let S be the simulator. S samples e, z5, zq, 2y, 2y <$ Z, and
computes the elements X4, X, Xpx € G with (ho, h1) := (Fo(p), F1(p)) as follows:

XA = gz“ggrgf" . A_€7 XB = gzahgrhiu . ‘B—e7 ka = gzshzTUZu . pk*e.

Then, S programs the random oracle Hrs(X a4, Xg, Xok, 4, B, pk, 90, g1, p) := ¢ and returns = := (e, 24, 2s,
Zr, 2y) as the proof. It is easy to see that the simulated transcript is identically distributed as an honestly
generated transcript.

We will analyze the knowledge-soundness of our above X-protocol in while analyzing the unforge-
ability of Gargos.
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Statement: (g, h, v, pk, A, B, go, g1, p) € G* x {0,1}*

Witness: (a,sk = (s,7,u)) € Z, x Zj

Let (ho, h1) := (Fo(p), F1(p)) € G2. The prover P wants to convince the verifier V that there exist a, s, r,u € Z,
such that the following holds:

A=g"-gy- 97, B=g" ho-hi, pk=g°-h"- 0"

// We assume both algorithms implicitly take (g, h,v,Fo,F1) and Hrs as input

SigProve((pk, A, B, go, g1, p); (a, sk)):
1: let (ho, h1) := (Fo(p), F1(p))
sample a, §, 7,4 <$ Zp
let Xa:=g¢% g g% Xp:=g¢% hi-h¥, and Xok =g° - h" 0t
let e := Hes(Xa, X, Xok, A, B, pk, go, g1, 0)
let zp ;= a+4+a-e zs:=a+s-e, z-:=7+r-e,and 2z, :=U+u-e
return 7 := (Xa, XB, Xok, Za, 2s, 2ry 2u) // T = (€, 20, 25, 2, 24) 18 also sufficient for the proof

SigVer((pk, A, B, go, g1, p); 7):

6: parse (Xa, XB, Xpk, Za, Zsy 2ry 2u) i= T

7: let (ho, h1) == (Fo(p), F1(p))

8: let e := HFs(XA, Xz, ka, A, B, pk, go,gl,p)

9 if (97 g5 g7" = Xa - A°) A (g™ hg"hi" = Xp - B) A (g7 h™ o™ = Xy - pk©)
10: return 1

11: return 0

AN 4

Fig. 4: Y-protocol for proving and verifying correctness of commitments.

5.2 Correctness

The correctness of our scheme is straightforward. For this, consider a signing session among (at least) ¢ + 1
signers SS C [n] with the message m € M to be signed. In the first round, each signer ¢ receives a common
commitment vector fi = (i;);ess. In the second round, each signer ¢ computes its nonce

A = g% - Go(m, ﬁ)r(i) - Gy (m, ﬁ)W’)j

and sends (A4, p;, B;,7;) to the other signers where (i, p;, B;) is the opening for y; and m; is a NIZK proof
of correctness of A; with respect to (p;, B;, pk;). Since all signers behave honestly, they will all obtain the
same vector pi. Therefore, all signers 7 will use the same fi to prove correctness of its nonce A;. Thus, by
completeness of the X-protocol as defined in Figure [d the proof 7; will verify at all signers and they will all
compute the same combined nonce:

A= H AZ.Li’SS — gziess ai-Ligss | G0<m7ﬁ)7"(0) . Gl(m’ ﬁ)“(o) = gziess ai'LinS’
1€SS

where we use 7(0) = u(0) = 0. Then, the challenge is derived ¢ := Hgg(A, pk, m), and each signer i computes
its signature share z; := L;ss - (a; + ¢ - 5(7)). Therefore, the combined signature is z := ), g5 2; = ¢+ 5(0) +
> iess Liss - ai. As a result, the standard Schnorr verification equation g* = A- pk® holds, as pk = ¢*(©).

5.3 Helper Lemmas
Our unforgeability proof relies on the following two lemmas.

Lemma 1 ([NRO4]). For any q € poly()\), assuming hardness of the DDH assumption in the group G, the
following two distributions are indistinguishable:

DO = {(g,gOt7 (gﬂlvg’\h)le[q]) | o 3 va (ﬂ“’yl) —$ Z?’ V'L S [(]}},
D= {(9.9% (9", 9" )ielq) | @ =5 Zp, Bi <5 L Vi € [g]}.
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More precisely, if an adversary A can distinguish between a sample from Dy and D1 with probability €, then
we can break the DDH assumption in the group G with probability at least e —1/p. This implies € < egan+1/p
in time poly(q,\) and running time of A.

Lemma 2 ([DR24], Lemma 4). Let (Xo,Yy) and (X1,Y1) be two tuples of discrete random variables,
where Xg is independent of Yy and X1 is independent of Y1. Then, for every function f(Xg,Ys) for either
0 € {0,1}, if Xo = X1 and Yy = Y1, where = indicates that the two random wvariables are identically
dzstmbuted, then (X(),YO, f(Xo, Yo)) = (Xl, Yl, f(Xl,le))

5.4 Unforgeability Proof

We will show unforgeability assuming hardness of discrete logarithm (DL) and decisional Diffie-Hellman (DDH)
in the group G. Although hardness of DL is implied by the hardness of DDH, we will keep this separation in
our discussion for the modularity of the proof.

We present our proof as a sequence of games Gg-G14, where G is the real protocol execution and G4
is the interaction of a PPT adversary A with a reduction algorithm Ay . Hereafter, for any game G;, we use
the notation “G; = 1”7 for the event that the adversary A forges a signature in G;.

GAME Gyg: This is the security game UF—CMA?\S for our threshold signature scheme, where the game follows
the honest protocol. Here, the game gives A access to any random oracle by standard lazy sampling. In the
following, let ap, an, € Z, denote the exponents of h,v € G to base g € G, i.e., h = g** and v = g**. Recall
that h,v € G are uniformly random generators (along with g € G) output by the setup algorithm Setup.

Further, we make some conceptual changes to the game that are without loss of generality. Assuming
the game outputs 1, we let (m*, o* = (121,2)) denote A’s output forgery. Concretely, we assume that A
makes exactly ¢ (distinct) corruption queries and that it always queries Hs;g(fl7 pk, m*) before outputting the
forgery. These changes are without loss of generality and do not change A’s advantage, since we can always
construct a wrapper adversary that internally runs A, but corrupts exactly ¢ (distinct) signers and makes a
query Hsig(/l, pk, m*) before terminating. Thus, we have:

AdvY TS (N) = Pr[Go = 1] = &,.

GAME G1: Here, we rule out collisions for random oracles Fg, F1, Gg, Gy, Hrs, and Heom. Concretely, the game
aborts if one of the following events happens:

(i) There are inputs p # p’ such that either Fo(p) = Fo(p’) or F1(p) = F1(p’). Recall that Fo,F; : {0,1}* = G

are the random oracles signers use to compute B; in the first round.

(ii) There are inputs (4, pj, Bj) # (j', p;, Bj) such that Heom (4, pj, Bj) = Heom(4', 0, B}). Recall that Heom :
[n] x {0,1}* x G — R is the random oracle signers j use to compute their first round commitment ;.

(iii) There are inputs (m, i) # (m/, fi’) such that either Go(m, ii) = Go(m/, ') or Gy(m, i) = Gy (m/, @’).
Recall that Gg, Gy : {0,1}* — G are the random oracles signers j use to compute their nonces A, in the
second round.

(iv) There are inputs inp # inp’ such that Hes(inp) = Hes(inp’). Recall that Hes : {0,1}* — Z, is the random
oracle signers use to compute the NIZK proof they attach to their second round messages (i.e., the A;).

Via standard collision probability analysis, we have that (i) happens with probability at most ¢Z/p, (ii)
happens with probability at most ¢2,,/|R/, (iii) happens with probability at most ¢2/p, and (iv) happens
with probability at most q,%s /p. In this context, we use the following notations: ¢gr is an upper bound on the
total number of queries A can make to Fy and F; combined; g¢ is an upper bound on the total number of
queries A can make to Gg and Gy combined; gcom and grs are upper bounds on the total number of queries
A can make to Heom and Hgs, respectively. Adding up everything, we thus get:

2 2 2 2
IPr[Go = 1] — Pr[G, = 1]|< I 4 Jeom | D6 | UFs
p IRl p» p
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GAME Go: In this game, we introduce an abort condition. Concretely, the game aborts if the following event
Neq happens: During any signing session, for any corrupt party j € C, and any honest party i € H, A outputs
a second-round tuple (A;, p;, Bj, 7;) to signer ¢ € H such that 7, is a verifying NIZK proof and the following
inequality holds: _ _

B; - Fo(pj)—T'(J) . Fl(pj)—u(J) £ A, _gaT(J) _g;U(J)' 3)

Here, we define go := Go(m, i) and g1 := G1(m, fi) where fi is the vector of Sig; messages the honest party
i receives for that signing session. Looking ahead, in game Gy, the game will extract A; for each malicious
signer j € C from its first-round message. Intuitively, this game aborts when the extracted A; does not match
with the A; signer j outputs in the Sig, phase of the protocol.

We will argue the indistinguishability between these games G; and G2 assuming hardness of DL in G.
More formally, we have the following lemma which we prove in Appendix

Lemma 3. Let gq be the advantage of A in breaking the discrete logarithm assumption in G. Then, we have:

IPr[Gy = 1] — Pr[Gy = 1]|< qg + /2 ars - ea- (4)

Here, qgs is an upper bound on the number of random oracle queries A makes to Hes (i.e., the random oracle
used for the NIZK proofs).

We briefly explain the high-level idea of the proof for this lemma. From the verifying NIZK proof 7,
we obtain a non-trivial discrete logarithm relation for the public key pk; = g*Dhr@yu0) of signer j of the
form g*ihTivt = g* DR W ye) where (s;,75,u;) € Z3 is part of the witness for generating the proof ;.
Crucially, we have the guarantee that (sj,7;,u;) # (s(j),7(j),u(j)) from the inequality in Equation .
Then, after extracting the adversary’s witness by rewinding, we can solve for the discrete logarithm value of
either h or v via guessing with a success probability of 1/2.

GAME Gg: In this game, we rule out the event that an honest signer ¢ will accept a second-round message
from another honest signer j, when the first-round messages received by these two signers are distinct. More
precisely, consider two honest signers 4,7 € H, and let fi(;y and fi(;) be their output first-round messages
(i.e., those obtained from Sig;), respectively. Further, let (p;, Bj, A;, 7;) be the second-round message signer
J sends to signer i. Then, the game aborts if fi(;) # fi(;) but the proof 7; verifies at signer i (that uses its
vector fi(; of first-round messages as part of the statement to verify the proof 7;). The idea behind this
game is to guarantee that honest signers do not enter the third round of the signing protocol if there are
distinct first-round messages among honest signers.

Intuitively, if an honest signer j used fi(;) to generate its proof m;, then the proof will not verify for
a different statement fi¢;y # fi(;), except with negligible probability. In particular, note that if the game
does not abort, then these two games Gy and Gg are identically distributed. As such, we will analyze the
probability of abort next. In the following, define

(90,91) := (Go(myﬁ(i)>7G1(m7ﬁ(i))) ) (96>9/1) = (GO(maﬁ(j))le(m7ﬁ(j))> :

By the changes in game G (ruling out collisions among random oracles), we know that go # ¢{, and g1 # gi.
Additionally, by ruling out collisions among Hgs (the random oracle used to derive the challenge for 7) in
game Gi, we know that the challenge e signer ¢ computes for verifying m; (step 7 in Figure {4) is different
from the challenge €’ signer j computes for generating 7; (step 4 in Figure , ie., e#¢e.

Then, for successful verification of the proof 7; := (X4, X5, Xpk, Zas Zs; 2r, 2u), the following has to hold:

Now, - Pk§ = g7 b7 o™ = X -pk§ = pkj =pk§ = pk = 1c. (5)

Since €’ — e # 0, it follows that pk; = 1g has to hold. Thus, the probability of abort in this game is bounded
by the probability that for any j € [n], it is pk; = 1g. We now bound this event.

Note that for each j € [n], we have pk; = g*WtenrG)+auuld) for values ap, a, € Z,, as specified in Gy.
Thus, to have the equality pk; = lg, it must hold that s(j) + anr(j) + a,u(j) = 0. However, since the
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polynomial s(z) € Z,[z] is sampled uniformly at random (along with r(z) and u(z)), the probability that
s(j) + anpr(j) + apu(j) = 0 is at most 1/p. Therefore, by taking a union bound over all signer indices j € [n],
we find that the game aborts with probability at most n/p. Thus, we have:

|PI‘[G2 = 1] - PI’[G3 = 1H§

S

GAME Gy: In this game, we change the signing oracle. Concretely, the commitment and opening phases of
the signing protocol (i.e., Sig; and Sig,). Recall that until now, during the commitment phase (i.e., Sigy),
an honest signer i € SS computes B; := g% - Fo(p;)"VF;(p;)"® for a; < Z,, p; +$ {0,1}*, and then sends
i := Heom (4, pi, B;) to the other signers.

In the following, let i := ((j, i1;));jess be the vector of commitments signer i receives in the first round,
and let m be the message for the signing session. Further, let gy := Go(m, fi) and g1 := Gy1(m, i) as before.
Then, in the opening phase (i.e., Sig,), signer i reveals its nonce along with other data (p;, B;, A;, 7;), where
the nonce is A; := g% 'gg(z)gf(l) and 7; is a NIZK proof of correctness for A; with respect to B;, p;, and pk;.

In this game, we change this as follows. During the Sig; phase with session identifier sid, the game samples
a random commitment p; <—$ R and sends it on behalf of honest signer i. The game also inserts an entry
(sid, i, p;) into a list Pending-Heom. If there is already an entry (-, -, p;) € Pending-Heom, the game aborts.

There are two situations where we need to reveal the pre-image of the commitment p; to A. Namely, (i)
in the opening phase Sig,, we need to reveal (p;, B;, A;,7;), and (ii) when A corrupts signer i, we further
need to reveal (p;,a;) (which also gives (B;, A;)). To handle this, we consider two cases:

1. Signer i gets corrupted before or during the opening phase. In that case, the game proceeds as follows:

— Tt samples random elements p; +$ {0,1}* and a; +$ Z,.

— If either Fo(p;) # L or Fi(p;) # L, then the game aborts. Otherwise, it programs these random
oracle values via lazy sampling Fo(p;) <-$ G and F1(p;) <5 G.

— Tt computes B; := g% -Fo(p;)"F1(ps). If Heom (i, pi, Bi) # L, the game aborts. Otherwise, it programs
Heom (%, pi, Bi) := i, and then removes the entry (sid, 4, y;) from Pending,,.

— Next, it honestly computes A; := g% -gg(i)gqf(i) where go := Go(m, i) and g1 := Gi(m, i) for the
first-round message i signer ¢ has received. Then, it honestly computes the NIZK proof 7; (proof
of correctness for A; with respect to B;, p;, and pk;). Note that if signer ¢ gets corrupted before it
receives the first-round vector fi, then the elements A;, 7; are not defined.

— After all of the steps above, the game can reveal (p;, B;, 4;,7;) in the opening phase, and in case the
corruption happens before that, it can also reveal a; along with (p;, B;, A;, ;) for that session.

2. Signer i reaches the opening phase or gets corrupted after the opening phase. In that case, the game pro-
ceeds as above to compute (a;, pi, Bi, A;, m;), output (p;, By, A;, ;) as the second-round (Sig,) message,
and additionally reveal a; to A upon corruption.

With this change, we emphasize the following: For honest signers ¢ that reach the opening phase without
being corrupted (the second case above), we sample the elements p;, a;, and program the random oracles
Fo,F1 on p; only after signer ¢ receives all the first-round (Sig;) messages.

Clearly, the view of A is only affected by this change if any of the following three events occurs. (i) First,
the game samples the same commitment u; € R twice. (ii) Second, p; matches a previous Fy, query for either
b e {0,1}. (iii) Third, the tuple (i, p;, B;) matches a previous Heom query.

We first analyze the probability of the game aborting in one signing session. For (i), note that the game
samples each p; uniformly at random from R; hence, in a single signing session, (i) happens with probability
at most gs/|R|. Similarly, for (i), p; is uniformly random in {0,1}*. This implies that each p; will match
a previous F, query for either b € {0,1} with probability at most gr/2*. Finally, for (iii), a; is uniformly
random in Z,, so B; is uniformly random in G. Therefore, each (7, p;, B;) will match a previous Heom query
with probability at most geom/p. Therefore, taking a union bound over all signing sessions, we get:

(ﬁ qds " qF + qs * Gcom
Rl 22 p

IPr[Gs = 1] — Pr[Gy = 1]|<



GAME Gsj: In this game, we rule out the event that upon receiving a first-round signing request from the
adversary for honest signer ¢, we sample the same p; twice. To do so, we maintain a list PastMu to keep track
of previously sampled first-round messages by honest signers. We populate PastMu upon each SiG; oracle
query. Recall from game G4, upon each SIG; on input of the form (-,4,-), the game samples p; «$ {0, 1}
In this game, if (i, u;) € PastMu, the game aborts. Otherwise, the updates PastMu := PastMu U {(i, u;) }. We
note that PastMu differs from Pending,,,, (we introduce in game Gy) in the following sense. PastMu stores
all previously sample first-round messages (including the ones from the closed signing session). Contrary to
this, Pending,,,, only stores Heom outputs for which the game is yet to sample a pre-image.

Looking ahead, this game, combined with our use of authenticated channels ensure that the first-round
messages an honest signer receives in each signing session are unique. This is because the fi vector includes
contributions from at least one honest signer. Since honest signers do not sample the same first-round message
twice, the i vector will be unique for every signing session.

We now bound the probability of aborting in this game. For each signing query, since u; is uniformly
random, the game aborts with probability at most qs/2* (where g5 is an upper bound on the number of
signing queries A can make). As a result, by a union bound over all signing queries, we get:

2
IPr[Gy = 1] — Pr[Gs = 1]|< 37

GAME Gg: In this game, we abort if A4 breaks the observability of the random oracle Hcom. More precisely,
the game aborts if for any signing session and j € C, A outputs the tuple (p;, B;,-) in the second round for
its first-round message p; such that p; = Heom (4, pj, Bj), without having queried Heom on (4, pj, B;)-

Note that for each j € C, unless Heom (7, -) # L, the game outputs Heom (4, -) with uniformly random values
in R. Moreover, after A corrupts the signer j, the game populates Heom for inputs of the form (j,-) only
when A explicitly queries Heom on the input (7, -). Therefore, the probability of Heom(j, B;) = p; for each
(4, Bj) is 1/|R|. Hence, by a union bound over all signing sessions, we get:

ds

[Pr(Gs = 1] = PrlGs = 1< 2.

From here on, our security analysis critically deviates from the one of Glacius. While the security proof in
Glacius assigns the challenge ¢ to the randomness vector p, which is decoupled from the combined nonce, we
observe that our modified scheme resolves this issue. Concretely, our randomness vector fi already encodes
adversarial nonces (inside the hash commitment), and crucially, different fi vectors could lead to the same
combined nonce. To handle this, we define the notion of equivalent fi vectors.

GAME Gy7: In this game, we introduce a list Pending and associated algorithms UpdatePending and AddToPending
to manage this list. The list Pending keeps track of inputs to random oracles G, for either b € {0,1} for
which the game can not yet extract pre-images of all commitments included in the G input. More precisely,
the list Pending contains a tuple (m,SS, i) if and only if the following two invariants hold:

1. For each (j,u;) € fi with (-, 7, ;) € Pending-Hcom, we have Hgh (117) # L.
2. There is a commitment (j, u;) € fi such that HZh (1) = L.

We add a tuple (m,SS, fi) to Pending using the algorithm AddToPending immediately after the call to G,
for either b € {0,1} with the input (m, fi = ((j, it;));ess. Furthermore, we invoke algorithm UpdatePending
whenever we update Heom, either during queries to Heom or during corruption and signing queries. On each
invocation, the UpdatePending algorithm does the following:

1. Initialize an empty list Visited.
2. Tterate through all entries (m,SS, i) in Pending and do the following;:
(a) Check if the entry has to be removed because it is violating the invariant. That is, check if for all

j €SS, we have HZ! (11;) # L. If this is not the case, skip this entry and keep it in Pending.
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(b) Otherwise, we know that for all j € SS, the value (4, p;j, Bj) := Hgl,(11;). Remove this entry from
Pending, and determine the commitment R; as

R; = B; -Fo(p;)™"D - Fy(p;) . (6)

Next, compute the combined nonce R := [, ss R 78

Let go := Go(m, i) and g1 := G1(m, ). Compute A:=R- 90
If Chal[R] = L: (i) Set Nonce[R] := A, (ii) sample Chal[R] := ¢ +s$ Z,,.

If fljé Nonce[R], abort the execution of the entire game.

If (R,m) ¢ Visited: 1. If Hqg(A, pk,m) # L, abort the execution of the entire game. 2. Otherwise,

program Hsig(/l, pk,m) := Chal[f%], and insert the tuple (R, m) into Visited.

JES
r(0) u(O)
g1 -

In summary, the UpdatePending algorithm removes all entries violating the invariant from the list Pending.
For each such entry it removes, the algorithm computes R and the combined nonce A. The game then tries
to program Hgg on input (A, pk,m) with a uniformly random challenge ¢ := ChaI[R] for some map Chal.
During this process, the aborts in two situations: First, (shown in step (e) above), the game aborts, if there
exists two triples (m,SS, i) and (m/,SS’, fi’) with the same R but distinct A. Second (shown in step (f).i.
above), if the random oracle Hgg on input (A7 pk,m) is already defined. List Visited ensures that the abort
is not triggered if the algorithm itself programmed Hgg in a previous iteration within the same invocation.

Note that if the game does not abort, then for each R, there is an unique /L and the game programs Hgjg
on input (A, pk,m) at most once with an uniformly random ¢ := Chal[R]. Therefore, if the game does not
abort, its view in game Gg and G7 are identically distributed.

We now analyze the probability that the game aborts. Note that since r(0) = u(0) = 0, we have R= fl,
and hence the abort condition (e) in never occurs. Now, for the condition (f.1), note that when we remove
an entry from the list Pending, and let R = [Tess(R )LJ ss is as defined above, then there exists an j € SS
such that the game just sampled a; € Z, such that R = g% before invoking the UpdatePending algorithm.
Now, since R; is uniformly random, so is R and hence A. Moreover, A is hidden from A at the time of
programming Hg;e. This implies each input (/1, pk, m) will collide with a prior random oracle query with at
most gsig/p probability. Therefore, taking union bound over all signing queries, we get that the game will
abort with probability at most (¢s - ¢sig)/p. Therefore, we get:

IPr[Gg = 1] — Pr[Gy = 1]|< qp#

GAME Gg: In this game, we introduce two more algorithms, Equivalent, and GetChallenge. Intuitively, these
allow us to group triples of the form (m,SS, fi = ((4, 11;));ess) that has been inserted into the list Pending
into equivalence classes. We define this relation on all triples in Pending and all triples that already have
been removed from Pending, but not on any other entries. The intuition is that all such triples lead to the
same combined nonce if and only if they are in the same equivalence class. The effect of this will be that
we know the challenge just from the triple (m,SS, fi). Next, we describe the algorithm Equivalent that takes
as input (m,SS, @) and (m/,SS', fi’), and decides whether they are equivalent. Let i = [(j, utj)]jess and
A" = [(j, )] jess- Then, the algorithm Equivalent works as follows:

1. If m # m' or SS # SS’, then the triples are not equivalent.
2. Let T C SS (resp. 7" C SS') be the set of indices j € SS (resp. j € SS') such that Hh (1) = L (resp.

com

HooL (1 %) = L. Then, if either T'# T" or [y ]jer # [p;]jer’ then the triples are not equ1valent.

com

3. Let T = SS\ T and T =55 \ T. For each j € T, we know that (j,p;,B;) = Hczk (1) and let
(4, P, B}) = Hom (15). Given these tuples, R; and R} can be defined as:

R; == Bj-Folp;)""" - Fi(p)) ™V, Rj:= B} Fo(pf) "W - Fa(p) ). (7)
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Then, we can define partially combined nonce as:

R=[]@®)"> and R = ] (R}

JET jeT’
If R# E/, then the triples are not equivalent. Otherwise, they are equivalent.

In summary, two triples are equivalent if their signer sets, messages, partially combined nonces, and the
remaining commitments match. Clearly, at any fixed point in time during the experiment, this is indeed an
equivalence relation. Next, we will argue that the relation is preserved over time.

The equivalence relation can only change when we update Heom oracle either during queries to Sig, phase
or during corruption queries, i.e., whenever we remove an element from Pending-Heom.

Claim (Equivalent triples remain equivalent). If two triples (m,SS, fi) and (m’,SS’, fi’) are equivalent at
some point in time, then they stay equivalent for the rest of the game.

Proof. The signer set and the message do not change over time. For the rest of the conditions, let T' and T”
as defined above. Note that by definition of an equivalence class, we have T'=T" and (u;)jer = (1})jer-

Now, for every update of Heom, we have two cases: First, the update does not affect uy, € i for any k € T
In this case, the triples stay equivalent. Second, the update samples pre-image of u € fi for some k € T. In
this case, both T and T” get updated in the identical manner. Similarly, the combined partial nonce R and
b gets updated in an identical manner by multiplication by Rj where:

Ly ss
Ry, = (Be-Folp) @ - Fi(pe) @) 7 ®)

Therefore, the triples remain equivalent. a

Claim (Non-equivalent remains non-equivalent, except with a negligible probability). If two triples (m, SS, fi)
and (m’,SS’, [i’) are not equivalent at some point in time, then the probability that they become equivalent
later is negligible. Concretely, if Converge is the event that any two non-equivalent triples become equivalence
at some point tin time, then Pr[Converge] < ¢2/p.

Proof. Clearly, if m # m/ and SS # SS’, then the triples remain non-equivalent. Now consider an update of
Hcom that resulted in removing an entry p from Pending-Hcom. Then, we consider the following cases.

1. First, p = pg = py, for some k € T'NT". Then:
(a) If T # T', then the updated T\ {k} # T" \ {k}, hence they remain non-equivalent.
(b) If T'=T" but [u;|jer # [W)]jer before sampling, then, after sampling pre-image of i, we have that
[ilier\(xy # [l jer\ (k) - Hence, they remain non-equivalent.
(c) T =T and [u;]jer = [} er, then by definition, R # R'. Now, for puy,, let Ry be the value as per
equation of uy. Then, we have that: R/ Ry, # 7 /Rji.. Therefore, the triples remain non-equivalent.

2. Second, we sample a pre-image of ux € fi but py & fi’. Let R and R be the combined nonces of the two
triples, respectively, before we define the pre-image of py. Then, after we sample pre-image of puy, the
tuple can become equivalent if and only if (a) 7'\ {k} = T" and [u;] e\ (k) = [1}]je1”, or (b) the nonce
R, =R /R.

Since Ry is uniformly random, the probability of the event Ry, = R /R is at most 1/p. Note that in the
entire game, we will do at most ¢s pre-image sampling of inputs of Heom, and Pending has at most geom
tuples. Therefore, taking union bound across all pre-image sampling, we get that Converge happens with
probability at most (¢s - geom)/p- O
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With our equivalence relation at hand, we introduce an algorithm GetChallenge that behaves as a random
oracle on equivalence classes. That is, it assigns each class a random oracle on equivalence classes. That is,
it assigns each class a random challenge ¢ <—$ Z,, in a lazy manner. More precisely, it gets as input a triple
(m,SS, ii) and checks if a triple in the same equivalence class is already assigned a challenge ¢. This is done
using the algorithm Equivalent. If so, it returns this challenge c. If not, it assigns a random challenge ¢ <—$ Z,,
to the triple (m,SS, ).

These two new algorithms are used in the following way. Recall, in the previous game, whenever the
algorithm UpdatePending removes an triple (m,SS, i) from Pending and no abort occurs, the algorithm
programs Hsig(/L pk, m) := ¢ for an uniformly random ¢ := Chal[]%] where where R is as defined in equation
and A := R - Go(m, i)"© - Gy (m, i)“*). Now, instead of sampling ¢ uniformly at random, the game sets
Chal[R] := GetChallenge(m, SS, fi).

It follows from the definition of a non-equivalence class that R values of two non-equivalent classes are
different. Moreover, the value of GetChallenge for each equivalence class is uniformly at random. Therefore,
if the game does not abort in this game, then we program Hgg identically as in game Gy. Hence, we get:

2
IPr[G7 = 1] — Pr[Gs = 1]|< Pr[Converge] < % (9)

GAME Gyg: In this game, we change how we program the oracles Fg, F1, Gy, and G;. We note that we still
program these random oracles with uniformly random values, we simply change how we choose these values.
First sample a uniformly random o <$ Z,,, once for the entire game. Next, for every random oracle query
to Gy on input (m, fip) for either b € {0,1}, if Gy(m, fi) = L, we sample S, v¢ <—$ Zp, program the random
oracles as:
— _ —_ . . 717 . e
Go(m, fig) := g~ om el mece Gy (m, fig) = g™, (10)

Here, ¢, := GetChallenge(m, SS, fiy) and SS C [n] is the set for fi = ((4, it5))jess-

We will now describe how we change programming the random oracles Fy and F;. Recall from game Go,
for each signing session and for each signer i, we sample p; and program Fg(p;) and F;(p;) with uniformly
random values in G, only after party i receives all its first round message fi;). In this game, for every
signing session and every signer i, we sample x;,y; <$ Z,. Also, let ¢; := GetChallenge(m, SS, fi(;)). Then,
we program Fy and F; as:

Fo(p) = glvimemaiant—aci F (p) = g, (11)

Note that since each ~, is uniformly random and independent of (8¢, @, c¢), and ay, # 0, (—vy¢ — ay, -
Be) - oyt — ¢y - o is also uniformly random and independent. Similarly, each y; is also uniformly random and
independent of («, x;, ¢;). Hence, (—y; —ayp - x;) - a; ! — ¢; - a is also uniformly random and independent. This
implies that, in this game we program the random oracles Fg, F1, Gy and G; with uniformly random values,

and hence: Pr[Gg = 1] = Pr[Gy = 1].

GAME Gig: So far, we programmed the random oracles Fy,F1,Gy and F; with uniformly random values
from the appropriate range. In this game, we change that and instead program these random oracles with
correlated values.

In this game, for each query to G, for either b € {0,1} on input (m, ji¢), we program the Gy and G; as
in game Gg except we compute vy, := —a - B¢, instead of sampling it uniformly at random. More precisely,
we sample B¢ <—$ Z, and program:

Go(m, fii) = g Prmen B (g=e)e Gy (m, fig) = g™, (12)
where ¢, := GetChallenge(m, SS, fi;). We introduce a similar change for Fy and F;. For each signing session

and for each signer i, we compute y; := —« - x;, instead of sampling y; uniformly at random. More precisely,
we sample x; <$ Z,, and program:

R s ). -1 — .
Fo(pi) := gmoimonaant (g=)ee Fy(pi) = g™, (13)
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where ¢; := GetChallenge(m, SS, fi(;)) with fi(; being the first-round messages received by the signer .
The indistinguishability between game Gg and Gig is another crucial step of our proof. We will prove
this assuming hardness of DDH in G. To this end, we rely on the following corollary of Lemma [I]

Corollary 1. For any security parameter A, let (G,p, g) < GGen(1*) be a prime order group of order p with
generator g € G. For all n,q < poly()\), any an, o, € Z;, and any vector ¢ = [cy, . .., ¢q], assuming hardness
of the DDH assumption in G, the following two distributions are indistinguishable:

«, Bia ;}'/i 8 Zpa

D} = g, o, aw, {(¢%, 977, ¢i) Yicjal for -
o ) 1) Si€(q] = (’YZ + ayp, - Bz) . 04171 +c -

i <$ 7
D/ ‘=g, Qh, Oy, Biv _71761' % or a76l P
' 9 ™ )}E[q]f {%‘5:(0'51'4-0%'50'04514-01"04-
Proof. Fix ap,ay € Z7 and ¢ := [c1,...,¢q]. Given a sample (g,9% {(9°,9")}iclq) from D, for either
b€ {0,1} as defined in Lemma|l] we can get a sample from D; as follows:

1. For all i € [¢], define g% := P and compute

—1

, ) ) a1 .
gr= (g (g (g (14)
2. Output the tuple (g, an, ay, {(gﬂg,g‘”{’ ci)}iclq)-

We now analyze the distribution from which the tuple in step (2) above is sampled. When b = 0, then
for all i € [g], g*%{ is uniformly random. Thus, the tuple in step (2) above is a sample from Dj. Similarly,
when b = 1, then g% = g*% for all i € [g]. Thus, g~ in equation is correctly distributed as in Dj.
Consequently, if a PPT adversary A can distinguish between a sample from D} and D} with probability e,
then A can distinguish between D; and Dy with probability . From Lemma we then get ¢ < eggn+1/p. O

Tt is easy to see that in game Gg we use a sample from the distribution D}, to program the random oracles
Gy, G1, Fp and Fy, whereas in game Gig we use a sample from the distribution Df,. Therefore, the advantage
of A in distinguishing between these two games is at most e4qn + 1/p, and we get:

1
[Pr[Gg = 1] — Pr[G1o = 1]|< egan + b

GAME G1;: This game is identical to G171, except that for each honest signer we use simulated proofs for Sig,
messages instead of actual NIZK proofs. Looking ahead, we switch to simulated NIZK proofs in this game to
later argue in game G1o that the NIZK proofs do not reveal any information about the secret signing keys of
honest signers. This is crucial to argue the indistinguishability between games G153 and Gi4. During NIZK
simulation, we program the random oracle Hrs on (X4, Xp, Xok, 4, B, pk, fi, p) at a choice of our challenge
(see §5.1). Note that the NIZK protocol we use is perfect honest-verifier zero-knowledge (HVZK). Hence,
conditioned on the successful programming of the random oracle Hgs, the view of the A in games Gy and
G, are identically distributed. Next, we will analyze the probability that we fail to program Hgs on desired
inputs. We fail to program Hgs on desired inputs, if the adversary has already queried Hgs on this particular
input. Next, we formally analyze this failure probability.

Let Coll be the event that at least one of our Hrs query collides with A’s Hgs query. Since, A’s view in
games Gig and Gy only differ if Coll occurs (i.e, Pr[G1p = 1|-Coll] = Pr[G1; = 1|-Coll]), we trivially get:

‘PI‘[GlO = 1] — PI‘[GU = ].H < PT[CO”]
We now analyze the probability of event Coll. For each NIZK simulation, the game programs Hgs at a

input stm := (X4, Xp, Xpk, 4, B, pk, fi, p) to output a challenge of its choice and aborts if Hrs(stm) is already
defined. Since X4, Xp, Xpk <8 G are sampled uniformly at random and hidden from A (before we output
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the NIZK proof), the probability that the game aborts is at most grs/p>. By a union bound over all signing
queries, we get Pr[Coll] < ¢ - grs/p® = econ- Hence, we get: |Pr[Gig = 1] — Pr[G11 = 1]|< ecoll-

GAME G1: This game is identical to G171, except we change how we sample a. More precisely, in this game,
we sample a by first sampling an uniform random wu <$ Z, and compute o := «p + o,u. Since ay, # 0
and v is uniformly random and independent of the rest of the values, it follows that a in game Gz is also
uniformly random and independent. Thus: Pr[G1; = 1] = Pr[Gi2 = 1].

GAME Gi3: In this game, we change how we sample the signing keys. To illustrate our modification, we will
distinguish between the signing key polynomials of game G15 and G13. More precisely, let s12(x), r12(x), u12(x)
and s13(x), r13(x), u13(x) be the signing key polynomials in game Gi2 and game Gis, respectively. Then,
in game G2 we sample the signing key polynomial s13(x) := s12(z) + « for @ we describe in the previous
game. The other two signing key polynomials remain unchanged, i.e., r13(x) := r12(x) and uiz(x) := u2(z).

Observe that for any fixed «, since s12(z) is a random degree ¢ polynomial, s13(z) := si2(x) + a is also
a random degree t polynomial. Hence, A’s view in game G is identically distributed to its view in game
G13, and we get:

Pr[G12 = 1] = Pr[G13 = 1]

GAME G14: In this game, we change how we sample the signing keys again. More precisely, we sample signing
key polynomials such that si4(x) := s12(x), r14(z) := r12(x) + 1 and wu14(x) := uia(x) + w, for uniformly
random u € Z, we used to define a = ay, + o u.

The indistinguishability between A’s view in game Gis and Gi4 is another crucial step of our proof. To
prove this, we will use Lemma [2| and the H-coeflicient technique [Pat08, |[CS14]. We defer the proof of the
lemma to Appendix [B.2]

Lemma 4. PI‘[Glg = 1] = PI‘[G14 = 1]
Combining everything, we get our main theorem.

Theorem 1 (Adaptively Secure Threshold Schnorr Signature). For any n,t € poly()\) with t < n,
assuming hardness of DDH and DL in the group G, and assuming the random oracle model (ROM), any
PPT adversary making at most gr, 4G, Gecom, Gsig, gFs Tandom oracle queries to Fo, F1,Go, G1, Heom, Hsig, HFs,
respectively, and at most qs signing queries, wins the UF—CI\/IA#S game for our threshold Schnorr signature
Gargos with probability at most €, where:

Com T L@ +q | FHR+ B+ | 07+

< 20re -
€s < R + » + o + V2GFs - €dl
i + + g n+l
1 0aldsg (fm) 9 4 q;fs + q;g T T S Vg Ear

Here, eqi and e44n are the advantages of an adversary running in T - poly(A,n) time in breaking the DL and
DDH assumption in G, respectively.

The proof of Theorem follows the same approach as in the proof of [BDLR24, Theorem 1], and therefore
we omit it here.
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A Additional Preliminaries

We define the computational assumptions used in our security proof and the generalized forking lemma.

A.1 Computational Assumptions

Assumption 2 (DL) We say that the discrete logarithm (DL) assumption holds, if for all PPT adversaries
A, the following advantage is negligible:

AdVBtljccen(A) =Pr [A(gvga) =« | (G,p,g) + GGen(l’\), o <=8 Zp] = &dI-

Assumption 3 (DDH) We say that the decisional Diffie-Hellman (DDH) assumption holds, if for all PPT
adversaries A, the following advantage is negligible:

Adv?ﬁll,jglGen()‘) = a ﬁ s
? p

Pr lA(mga,gﬁ?g“B) =1

(G,p,g) GGen(l)‘),]

= Eddh-

— Pr|A(g,¢% % ¢") =1
l(gg 9”,9") 0 Biy 57,

(G,p,g) < GGen(ﬁ),]

A.2 Generalized Forking Lemma
We recall the generalized forking lemma [PS96), BNOG].

Lemma 5. Let ¢ > 1 be an integer, and H be a set. Let A be a randomized algorithm that on input
x,h1, he, ..., hey outputs a pair (k,aux), where k € [0,q] and aux is a side output. Let IG be a randomized
algorithm that generates x. The accepting probability of A is defined as:

acc = Pr [(k,aux) < A(z, h1,...,hy) : k #0].

@41G,h1, Ry, hg—$H
Consider algorithm Fork? described in Figure @ The accepting probability of Fork™ is defined as:

frk := Pr [v + Fork*(z) : v # 1].

z+IG

Then, we have:

acc 1 q
frk > acc (—) —> acc> — + +/q - frk.
q¢ |H] |H|

Algorithm Fork” (z):

Pick the random coins p of A at random
{h1,...,hq} «—s H?

(k,aux) < A(z, h1,..., hq)

if k=0:return L

{h/;“'”/’ hy} <3 H? / ,

(K';aux’) < A(z, ha, ..., hi—1,hy, ..., hy)
if k £k :return L

return (k, aux, aux’)

® NS TN

Fig.5: The generalized forking algorithm.
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Input: Public parameters (g, h,v) € G*, signing key polynomials s(-),7(-),u(-), randomness for random oracle
programming {hi, ha,..., hq} <$ Zp.

KGen simulation
1. Use (g, h,v) as the public parameters and s(-),7(-), u(-) as the signing key polynomials.

Corruption simulation:
2. When A corrupts a signer ¢ € H if |C|< t:
(a) Update H :=H\ {i} and C :=C U {:i}.
(b) Faithfully reveals the internal state of signer ¢ to A.

Simulating random oracle queries: For each random oracle query on some input x, use the next unused
random value from the input {h1, ho, ..., hq} to program the random oracle.

Simulating signing protocol for any signing session:
3. Follow the honest protocol for all honest signers. Additionally, maintain the following state locally.
4. For any honest signer i € H, let fi¢;) be the Sig, message received by signer i. For readability, we will drop
the subscript (i) and write fi(;) simply as fi.
5. Let fi = [p;]jess. For each p; with j € CNSS, extract (p;, B;) using the observability of the random oracle
Heom and compute A’ as:

. , . NI
A= (By - Folp) ™9 - Fulpn) ™0 Go()' - Ga (i) ) % (15)
6. For signer j, let (A;, p;, Bj, 7;) be the second-round message signer j sends to signer ¢ in that session. Then,

if Aj # A} and 7; is a verifying NIZK proof, do the following:

(a) Let mj := (Xa,XB, Xpk;, Za, Zs, zr; 2u) be the NIZK proof.

(b) Identify the random oracle query to Hrs with input (X4, X5, Xk, 4, B, pk;, fi, pj). Let idx be such that:

HFS(XA7XBaXPk7A7B7pkj?ﬁvpj) = hidX (16)

(¢) return (idx,w := (4, zs, 2r, 2u))-
7. If event Neq does not occur during the interaction with A, then return (0,¢).

Fig. 6: Description of Algorithm B that simulates game Gg to the adversary A.

B Deferred Proofs

B.1 Proof of Lemma [3

Proof. To prove this lemma, we will rely on generalized forking lemma [PS96, BNO6|. More specifically,
given an adversary A that can cause the event Neq to happen, we will build a “wrapping” algorithm B (see
Figure @ which runs A and returns information regarding the bad event Neq. Algorithm B simulates all the
random oracles with uniformly random outputs. We then use B to construct an algorithm By (see Figure
that first runs the forking algorithm Fork? (see Figure|7)) which forks B with respect to Hgs query. Algorithm
By then uses the output of the Fork® algorithm to solve for discrete logarithm in G.

Description of Algorithm B (Figure E[) B takes as input the public parameters (g, h,v), the signing
keys (s(-),7(-),u(+)), and a vector {hq,...,hg} of uniformly random field elements. B then interacts with
A with these inputs, where B uses {h1, ..., g} to program the random oracle Hrs. Simultaneously, B also
locally checks for the event Neq (step 5 in Figure @ Let ¢ € H be the honest party at which the event Neq
happens. Here on, in the rest of the analysis of event Neq we will drop the subscript ().

When the event Neq occurs, B identifies the Hps query associated with the event Neq. Let j be the
malicious signer causing the event Neq. Also, let m; = (Xa, Xp, Xpk; 2a, 25, 2, 2u) and (pk;, Aj, By, fi, p;)
be the NIZK proof and the statement associated with the event Neq. Then, B finds the index idx such
that B programmed the Hrs query on input (X4, Xp, Xok, pk, 4, B, fi, pj) with hig, and returns the tuple
(idx, (4, zs, 2r, 24)) as its output.
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Algorithm Fork®(z := (g, h, v, s(-),7(-), u("))):

sample randomness tape ¢ for B

sample hi,ha, ..., hg <$Zp

let (idx,w) := B(z, {h1, h2,...,hq}; ()

if idx =0 : return (0, L, 1)

sample hi,, ..., hy <3 Zp

let (idx',w') := B(x, {h1, ha, higx—1, Ry, - - -, hig }5€)
if idx = idx" V hiax # hig, : return L

let out := (higx, w), out’ := (hig,,w’)

return (1, out, out’)

© ® N DT kb

Fig. 7: Description of Algorithm Fork®.

Algorithm Bai(G, p, g,y):

1: sample values a s Zj and 6 s {0,1}
2: if 6 =0: (h,v) := (y,9"); otherwise, (h,v) := (¢%,y)
3: sample signing keys polynomials s(-),r(-),u(-) as per protocol specification
4: let (val,out, out’) « Fork®(g, h, v, s(-), (), u(-))
5. if val =0 : return L
6: parse (e, (J, zs, 2r, z2)) := out and (€', (§', 24, 2., 2;,)) := out’
7. Compute sj,7;,u; as
2s — 21 2 — 2 2y — 2y
S5 = 6—6” ry = 6—6/’ Uj = 6—6/' (17)

8: Let d := s(j) — sj, 0r :=r(j) — 75, and 0, = u(j) — u;

// Let ap, vy € 7y be such that h = g and v = g™

9: if O=0A6 #0:

10: return (—0s — aydy) - 571 as the DL solution
11: else if 0 =1 A6, #0:
12: return (—0s — axd,) - 6, * as the DL solution

13: return L

Fig. 8: Description of Algorithm By solves discrete logarithm in G.

Description of Algorithm Fork® (Figure . Fork? takes as input the public parameters (g, h,v) and
the secret signing keys (s(-),7(-),u(-)). Fork® samples the randomness tape ¢ for B and the random oracle
outputs {hi,...,hg.}. Next, Fork® runs B on these input. Let (idx,w) be the output of B. If idx = 0, then

Fork® returns (0, L, 1). Otherwise, Fork? samples hly,, ..., hg uniformly at random. Fork? then runs the
second execution of B by changing the random oracle programming since the index idx with {hiy, ..., h;_}.
Let (idx’,w’) be the output of B from the second execution. Fork® then checks whether idx = idx’

and higx # hiy,. If both of these conditions hold Fork® returns (1,out,out’) where out := (hjgx, w) and
out’ := (hl,,w"). Otherwise, Fork® returns (0, L, L).

Description of Algorithm By (Figure [8). By takes as input (G, p,g,y): the description of the group
G of order p, a generator g and a uniformly random element y € G. By then samples uniformly random
a <$ Z, and a bit 6 < {0,1}. Next, depending upon the value of 6, By sets the public parameters
(g, h,v) in two different manner. More precisely, if 8 = 0, By sets (g, h,v) := (g,y,9%), otherwise By sets
(9,h,v) = (9,9%y).

Next, By samples the signing key polynomials s(-),r(-),u(-) as per the honest protocol. By then runs
Fork? with (g, h, v, s(-),r(-), u(-)) as input. Let (val,out,out’) be the output of Fork?. If val = 0, By returns
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L. Otherwise, let out = (e, (4, zs, 2r, 2u)) and out’ = (€', (j', 25, 2., 2,,)). Bai computes (s;,7;,u;) as:

Y ©s5 7ry Fu

zs — 28 2p — 2. 2y — 20,
— ’f’jizil, Uj = ;-
e—e e—e e—e

S]' = (].8)

Let 65 := s(j) — s, 0r := r(j) — rj, and d, := u(j) — u;. Also, for notational convenience, let h = g
and v = g®v. Then, if (§ = 0) and 6, # 0, By outputs (—ds — a,d,) - 6, as the DL solution. Alternatively,
if @ =1 and §, # 0, By outputs (—ds — a,d,) - 5,1 as the DL solution.

Analysis of Bq. Let £ be the probability that Fork® outputs (1, 0ut, out’). Also, let e4; be the probability
that By outputs the discrete logarithm of y. Then, we will next argue that eq > €/2. Also, let €neq be the
probability of the event Neq in game Go. Then, from the local forking lemma, we get that:

> Eﬁeq _ Eneq
~ GFs p
Therefore, by combining the above, we will get:
1 6Eeq €neq qrs
ed 2z | ———| = enq<—+V2 gFs-cdl- (19)
2\ grs p P

Note that Fork® outputting (1,out,out’) implies that the event Neq happens for the first time during
B’s interaction with A for the idx-th Hgs query for both execution of B. Since, A’s view in both execution
is identical until the idx-th query, it implies that the input to the idx-th Hgs is identical in both execution.
Moreover, A outputs valid NIZK proof 7; and 773— for the same statement in both the execution.

Let (Xa,Xp, Xpk, A, B, pk;, fi, pj) be the idx-th Hrs input. This implies, the Fork?® outputs out :=
(e, (4, zs, 2ry 20)) and out’ = (€/, (§', 2%, 21, z1)) satisfy that:

) ER T u
g*h*v™ = Xy - pkj, gt = Xok - pkj/.
Therefore, we get that: _ _ _
9o R = pk; = g* D) yuli),
where (s;,7;,u;) are the values Bq computes in equation , and (s(4),7(j),u(j)) are the signing keys of
party j as per the protocol specification. This implies that:
gsj_s(j)hT'j_T'(j),qu—u(j) — lG — g‘ss‘ h‘srvéu . (20)

We will next argue that (d,,d,) # (0,0). For the sake of contradiction, assume that (J,,d,) = (0,0). Also,
let m; = (Xa, XB, Xoks s 2a 2ss 2ry 2u) and 75 = (Xa, Xp, Xpk, g, 25, 2., 2,,) be the NIZK proofs, A outputs

in its two execution, respectively. Then, for (24, 2, 2,,) and (27, 2., z!,) it holds that:
g* -Ho(@)™ - Fo(f) = Xp- A%, g* -Folp;)™ - Folp;)” = X5 - B,
g% -Ho(f)™ -Hi(fi)*™ = Xp - B, g™ - Folp;)* - Folp;)*™ = Xp - B°.
Let a' := (2, — 2})/(e — €’), for the corresponding Hgs output e and €', respectively.

’

9" Folpy)"7 - Falps) = B, g™ -Ho(@)" - Hi(f)" = A, (21)
However, since by our assumption (,,d,,) = 0, we have (7;,u;) = (r(j), u(j)), and hence
g Fo(p;)"¥) - Fi(p;)“Y) = B, g% Ho(ji)" @) - Hy()*0) = A. (22)

Thus, from equation , we get that:

B- Fo(pj)—T’(j) . Fl(Pj)_u(j) . Ho(ﬁ)r(j) ] Hl(ﬁ)u(j) s
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Equation implies that the event Neq will not occur for the idx-th Hgs query. This is a contradiction to
the fact that B outputs the idx-th index.
Say h = g** and v = g** for some ay,, o, € Z,,. Then, equation 7 implies that 65 + d,.ap + dya,, = 0.
If either §,. or §,, is non-zero, then By computes «y, or «,,, respectively, as:
6p 0= ap = (=05 — pdy) - 6,1, 6u 0= a, = (=05 — apd,) -6, L.

u

Now, note that By will be able to compute the discrete logarithm of y if either of the following happens:
(i) # = 0 and 4, # 0; and (ii) # = 0 and &, # 0. This implies that:

eqt > Pr[@ =0A6,. £0]+ Pr[d =106, #0]. (23)

Note that the view of Fork? is identically distributed for both §# = 0 and # = 1, and hence the value of
(6r,0,) is independent of 6. Therefore we get:

eqr > Pr[f = 0] - Pr[d, # 0] + Pr[d = 1] - Pr[§, # 0]
1 1 1
=3 (Pr[d, # 0] + Pr[d, # 0]) > §-Pr[(5r #0V i, #0]= 5 E (24)
Now, combining this with equation , we get that:
Eneq < ars 4 2 gFs - Eql-
p

Since, the game G and Gg only differ if the event Neq occurs, we get that:

|P1“[G1:>1]—PI‘[G2:>1HS Eneq < qp%s—F\/Q'qFS'é“dL O

B.2 Proof of Lemma [4]

Proof. Let Ty and T7 be the random variables denoting the transcripts of A’s interaction in games Gis
and Gy, respectively. Then, for any potential value 7 of Ty for § € {0,1}, let po(7) and pi(7) be the
interpolation probabilities, i.e., the probabilities of choosing randomness in the respective game that would
lead to transcript 7, if the corruption set, the signing queries, and the random oracle queries are fixed in
advance. These probabilities depend solely on 7 and the game’s randomness, and are independent of A. The
H-coefficient technique [Pat08] now tells us that, to argue indistinguishability between games G13 and Gy,
it it sufficient to show that for all possible transcripts 7, po(7) = p1(7). We reiterate that we fix A’s queries
when computing the interpolation probabilities.

Since the interpolation probabilities are independent of A, instead of working with the random variables
Ty and Ty, we can work with the marginal transcript random variables we get after fixing A’s queries. Let
Wy = (Xo, Yo, f(Xo, Yp)) and Wy = (X1, Y1, f(X1,Y1)) be the marginal transcript random variables of game
G135 and G4, respectively, where:

Xo :=(an, v, 512(0), u, {513(7),713(4), w13(7) Yiec, {¢ij, Bijs Vi Bijr Aijs %ij Yiess,ni.jelqs))s

X1 =(an, v, 512(0), u, {514(7), 714(7), u14(7) Yiec, {¢i gy Bijs Yings Bigy Aijs %ij Yiess,ni jelqs])-
Yy (resp. Y1) denotes the random variable for:

— The randomness {p; ; }je[q.]ictnss, and the outputs of Fy, for both b € {0, 1}, on all inputs except inputs
from {p;;}jelq.)iennss; -

— The commitments {i;;};e[q.],icnnss, and the outputs of the Gy, for both b € {0,1} on all inputs except
on all inputs that are the Sig; messages received by honest signers.

— The simulated NIZK proofs of all honest signers and outputs of Hgs.
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— The outputs of Hgg on all inputs except for the inputs the game programs Hgjz on by extracting A as we
show discuss in game Gr.

— All {ai;}jelq.)iess,nc values for that the game samples for the j-th signing session before A corrupts
the signer 1.

It is easy to see that Y (resp. Y1) is independent of Xy (resp. X7). Also, by design of games G13 and Gy,
Yp is identically distributed as Y;.

We now argue that for any fixed queries of A, given (Xy, Yy) for either § € {0, 1}, the rest of the transcript
is a deterministic function of (X, Yy). We also argue that in both games Gi3 and Gy, this (deterministic)
function is the same, and we use f(-,-) to denote it, as we describe below:

— Let a := oy, + u - . Then, for each j € [¢5] and i € HNSS;, the F, and G, outputs for both b € {0,1}
on p; ; and fi; ;, respectively, are deterministic function of (o, .y, @, Bi j, ¥i 5, i j, Yo)-

— The discrete logarithm of the public key in both games G153 and G4 is the same and is equal to $12(0)+a.
More precisely, pkg,, = ¢°2(U** by definition. Also, recall that we have r14(0) = 1 and u14(0) = w.
Therefore,

ka14 — g514(0)h7"14(0)1,“14(0) — gslz(O)}wu _ 9512(0)+0¢h+0¢vu _ g512(0)+a_

Since |C|=t, given $12(0) + a and the signing keys of signers in C, the threshold public keys of all signers
are fixed and a deterministic function of these values.

— For each signing session j € [gs], the combined nonces and final signatures are deterministic function of
{(cij; Aij, 2i5) iess,nn ), the signing keys of the corrupt signers, A’s internal state, and Yjp.

Given Lemma to prove that games G13 and G4 are identically distributed, it remains to show that X
and X are identically distributed, i.e., Xg = X;. Concretely, for any potential value T of Xy for 6 € {0, 1},
that we denote as

T = (Qéh, Qy, S, U, {§i7ri7 y’i}iec ) {ci,j7 61',]'7 Yi,j» Aiaj’Zivj}iessjﬂ?-[,jé[qs]) )

let po(7) = Pr[Xy = 7] for either 6 € {0,1}.

Analysis of po(7). For po(7), note that the randomness consists of oy, v, <=$ Z; and s12(0),u < Z,. To
generate a particular transcript 7, we therefore need the identities:

Qp = Qp, Oy = Qy, U=1U, 812(0):§'

Since (ap, @y, $12(0), 1) are chosen independently, this is true with probability

1 1
p pPip-1)7 (%)
Further, we need to ensure that {(s12(2),712(7), u12(%)) }icc = {(8i, 74, ui) }icc- Since |C|= t, conditioned on
(an, iy, $12(0),u) = (an, aw, s, u), there exists a unique set of three polynomials of degree at most ¢ each,
with constant terms being equal to (s+«,0,0) for a := ap, +u- @y, such that the above equality holds. Since
in game Gz, we sample the ¢ additional coefficients of each of these polynomials uniformly at random the
equality holds with probability 1/p3t.
Next, let NumRhos be the number of times honest singers sample p; ; values for some j € [¢s] and
i € SS; NH. For each such p; ; for j € [¢s] and ¢ € SS; NH, we sample y; ;, uniformly at random. Therefore,
the probability of obtaining a particular sequence of y; ; for j € [g;] and i € SS; NH is exactly 1/ pNumRhos
Similarly, let NumMsg; be the total number of unique first-round messages received by honest signers.
Then, for each such distinct first round message fi(;) that A sends to honest an honest signer i € SS; N'H,
we sample a uniformly random 3; ;. Therefore, the probability of obtaining a particular sequence of f3; ; for
Jj € lgs) and i € SS; NH is exactly 1/pNumMser

S
|
—
=
|
—_
= = ie
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Finally, let NumEquiv be the distinct number of equivalence classes formed by the first round messages
received by honest signers. Then, for each such equivalence class, we sample a uniformly random challenge
¢; ;- Therefore, the probability of obtaining a particular sequence of ¢; ; for j € [¢s] and ¢ € SS;NH is exactly
1/pNumEquiv'

Combining all the above, we get that the following event

{pi s Bij»Cij}iclan) iess;ni = LPijs> Big» Cirj }jelqs),iess;nH (26)

happens with probability
1 1 1

pNumRhos pNumMsgl pNumEqmv

(27)
Next, consider the triples {(B; j, Ai j, 2 j) }iennss, jelq.)- For each (i, j), we have:

Bij =g - Folpiy)™"*" - Fi(piy)® = g - Fo(pig)2 - Fa(pig) 2,

A j = g* Ho(m, i)™ O H; (m, ;)@ = g*Ho (m, fii ;)" Hy (m, fi; ;)20

Zij = Gig + Cij - s13(1) = aij + ¢ - (512(0) + @),
where a; ; +$ Z, and p; ; are the randomness of honest signer ¢ in the j-th signing session, and fi; ; is the
first round message signer 7 receives during the j-th session.

Observe that, given that everything else is fixed, each triple (4, ;, B; j, ;) is determined by the choice
of a; j. Thus, the probability that (B, ;, 4, ;,% ;) = (Bi j, 4ij,2i,;) holds is equal to the probability that

aij = @i j for a;j € Zy. (28)

Since a;,; is chosen uniformly at random, we get any plausible triple with probability 1/p. This implies that
the following event

{(Bij, Aijs zij) Yiennss, jelq.) = 1(Bij, Aijs 2ij) iennss; . jcla) (29)

happens with probability < 1/pNumRhos where NumRhos := Zje[qs},iessj SS; NH as defined before.
Combining all of the above, for all transcripts 7 € Wy with po(7) > 0, we get the following interpolation
probability:
1 1 1 1 1 1 1
pO(T) = W ’ Iﬁ ’ ﬁ ) pNumRhos ’ pNumMsgl ’ pNumEquiv ’ pNumRhos'

Analysis of p;(7). We now turn to the analysis of p; (7). First, by a similar argument as for the calculation
of po(7), we need the identities.

ap =Qp, O, =0a,, u=1u, s12(0)=s,

which again are true with probability

O 0
p—=1 p=1 p p p(p—-1)72
Again, for the required identity {(s14(2), 714(?), u14(%)) }icc = {(84, 7, u:) }icc, conditioned on (o, vy $12(0), 1) =
(an, ay, 8, u), there is a unique set of three degree-t polynomials with constant terms (s, 1, u) for @ := ap+u-a,
such that this identity holds. Since in game Gi4, we sample the ¢ additional coefficients of each of these
polynomials uniformly at random, the equality holds with probability 1/p3t.
Furthermore, using an analysis similar to po(7), we get that even in p;(7), we have that:

{0ij> Bij»Cij}jela)iess;nm = 1Pig» Bijs Cijticla.)iess,ni (31)
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happens with probability:
1 1 1

pNumRhos ’ pNumMsg1 ’ pNumEquiv'

(32)

Lastly, consider the tuples {(B; ;, Ai j, zi.j) biennss,,jelq.]- For each (4,7), for uniformly random a; ;, we
have z; j = a;j + ¢ ; - $14(8) = a; j + ¢; - s12(4). Next, using the facts that

Folpiy) =g "7 Filpiy) = g"7, (33)
we get the following:
Bij =g" - Folpi ;)™ - Fi(p )"+
= g“9 - Folpi)' 20 - Fr(py )
= g% g WYL TCL X Ui Fo(pi}j)m(i) . Fl(pi7j)u12(i)
= g Fo(pig) 2 - Falpig) 2,

where a; ; <$ Z, and p; ; are the randomness of honest signer ¢ in the j-th signing session (with signer set
SS;), and ¢; ; := GetChallenge(m, SS, i; ;) where fi; ; is the first round message signer ¢ receives during the
j-th signing session.
Using a similar calculation, we also get:
Ai,j _ g‘“‘j . GO(ﬁi,j)TM(i) . Gl(ﬁj)um(i)
= g Gy (fli )" - G (f ) ).

Let CNLZ‘J‘ =a — Cig ot Q, then

Bij = g7 Folp;) 2% - Fu(p;)"12, (34)
A= g?,j - Go(fii )2 - Gy (fy ) 2@ (35)
Zij = di,j + ¢y - <S12(i) + a). (36)

Recall from game G, an honest signer 7 responds with its signature share z; ; in the j-th session, only if
all honest signers in SS; received the same first round message. Therefore, if for any signing session j, there
exists an ¢ € SS; NH such that z; ; # L, then for all (z,i") € SS; NH, we have that fi; ; = fi; ; = fi;. In that
case, we have that for all ¢ € SS; N, we have that a; ; = a; ; —¢; - o, where ¢; = GetChallenge(m, SS, fi;). As
a result, the signature share signer ¢ outputs is either z; ; = a; j +¢;(s12(¢) +a) or z; ; = L. Moreover, let Aj
be the combined nonce. Then, from game G, we have that ¢; = Hsig(flj, pk, m) = GetChallenge(m, SS, fi;).

From all of the above, we get that, for all signing sessions, where A sends the same first round message
H; to all, given that everything else is fixed, the triple (B; ;, A; j, z; ;) are a function of @; ; := a;; — ¢; - .
Therefore, we get (B; ;, Aij, i) = (Bi,j, Aij, zi;) only if a; j — ¢; - @ = a; ; for the same a; ; € Z, we used
in equation . Since a; ; is chosen uniformly at random, the probability of a; ; —c¢; - @ = a; ; is also 1/p. As
each signer i selects its a; ; independently, the probability of {(B; j, A; j,2ij) = (Bij, Aij; 2i.j) }jelq.) iess;nH
is 1/p¥, where k is the total number of honest signers across all such signing sessions, where A sends the
same first round message.

Now consider all other signing sessions where A did not send identical first-round messages. For each

such session j, we have:
B;j = g Fo(ps )2 - Fi(ps )2,
Agj = gh im0 Go(fiay) 2 - G (fag) 2.

Here, a; ; <$ Z, and p; ; are the randomness of honest signer ¢ in the j-th signing session (with signer set
SS;), and ¢; ; := GetChallenge(m, SS, (i; ;) where [i; ; is the first round message signer ¢ receives during the
j-th signing session.
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From all of the above, we get that given that everything else is fixed, the tuple (B; ;, A; ;) is a function of
a;,j := ai; — ¢j -«. Therefore, we get (B ;, A; ;) = (B, Ai ;) only if a; ; — ¢ - = a; ;j for the same a; ; € Z)
we used in equation . Since a; ; is chosen uniformly at random, the probability of a; ; —c;-a = a; ; is also
1/p. As each signer i selects its a; ; independently, the probability of {(B; j, A; ;) = (Bij, Aij)}jclq.),iess,nH
is1/ p""7 where k' is the total number of honest signers across all such signing sessions, where A sends different
first-round messages to different honest signers.

Next, note that & + &' = NumRhos, therefore, the event

{(Bij, Aijs zij) Yiennss, jelq.) = {(Bijs Aijs 2ij) biennss, jela.] (37)
happens in game G4 with probability 1/pNumRhos,
Combining all of the above, for all transcripts 7 € W; with p;(7) > 0, we get the following interpolation

probability:
1 1 1 1 1 1 1

pO(T) = p2(p _ ]_)2 ’ ﬁ ’ p2q5 ’ pNumRhos ’ pNumMsgl ’ pNumEquiv ’ pNumRhos'

Since the above holds for any (possible) transcripts, we get po(7) = p1(7) for all transcripts. This implies
that X, = X;. Finally, by Lemma [2] we get that the view of A in the games Gi3 and G4 is identically
distributed. O
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