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Abstract. The dual attacks on the Learning With Errors (LWE) problem are currently a
subject of controversy. In particular, the results of [MAT22|, which claim to significantly
lower the security level of KyBER [SABT20], a lattice-based cryptosystem currently being
standardized by NIST, are not widely accepted. The analysis behind their attack depends on
a series of assumptions that, in certain scenarios, have been shown to contradict established
theorems or well-tested heuristics [DP23b].

In this paper, we introduce a new dual lattice attack on LWE, drawing from ideas in coding
theory. Our approach revisits the dual attack proposed by [MAT22], replacing modulus
switching with an efficient decoding algorithm. This decoding is achieved by generalizing
polar codes over Z4, and we confirm their strong distortion properties through benchmarks.
This modification enables a reduction from small-LWE to plain-LWE, with a notable decrease
in the secret dimension. Additionally, we replace the enumeration step in the attack by
assuming the secret is zero for the portion being enumerated, iterating this assumption over
various choices for the enumeration part.

We make an analysis of our attack without using the flawed independence assumptions used
in [MAT22] and we fully back up our analysis with experimental evidences.

Lastly, we assess the complexity of our attack on KYBER; showing that the security levels
for KYBER-512/768/1024 are 3.5/11.9/12.3 bits below the NIST requirements (143/207/272
bits) in the same nearest-neighbor cost model as in [SAB"20,MAT22]. All in all the cost of
our attack matches and even slightly beat in some cases the complexities originally claimed
by the attack of [MAT22].

Keywords: Post-Quantum Cryptography - Learning With Errors - Dual Attack - Fast
Fourier Transform - Polar Code

1 Introduction

1.1 Background

The LWE Problem. In this paper, we address the Learning With Errors (LWE) problem originally
introduced by Regev in [Reg05]. It revolves around the task of finding s € Z given (A,b) €
Zy*" x Zy* with b = As+ e where e is of small Euclidean norm. This problem can be seen as the

decoding problem for the code C(A) generated by the columns of A (i.e. C(A) £ {Ax, x € Zy})
and the Euclidean distance, where we are asked to find the codeword (i.e. the element of C) which
is close in Euclidean distance to b. We are particularly interested in the case where s is short too
which is called the small LWE problem. This problem has emerged as a fundamental challenge in
cryptography. Notably, it underpins the construction of various cryptographic primitives and is
conjectured to withstand attacks from quantum computers [LPR10]. Our motivation for exploring
this problem stems particularly from the need to gauge the security level of KYBER, a lattice-based
cryptosystem that is being standardized by the NIST?.

* The work of KC and JPT was funded by the French Agence Nationale de la Recherche through ANR
JCJC DECODE (ANR-22-CE39-0004-01) for KC and ANR-22-PETQ-0008 PQ-TLS for JPT. The work
of CMH was funded by the French Agence de l'innovation de défense and by Inria. The work of YS
was funded by EPSRC grant EP/W02778X/2 and the France 2030 program managed by the French
National Research Agency under grant agreement ANR-22-PETQ-0008 PQ-TLS.
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Dual Attacks. The most efficient cryptanalysis techniques against LWE(-like) problems are “pri-
mal” and “dual” lattice attacks. The primal attack corresponds to lattice reduction being performed
on the “primal” lattice A,(A) which is Construction A of the g-ary lattice obtained from C(A),
namely

Ag(A)={y € Z™ : 3c € C(A) such that y =c mod ¢}
={y € Z™ : 3s € Z; such that y = As mod ¢}.

Dual attacks mean that lattice reduction is performed over the dual lattice A,(A)Y, which in
this case, up to a g-multiplicative factor, is nothing but Construction A applied to the dual code

C(A)* = {xe Zy - ATx =0}

A m
Ay A ={xeR™ : (x,y) €Z, Vy € 4,(A)}
= %{X €Z™: ATx=0 mod g}.

The lattice {x € Z™ : ATx = 0 mod ¢} is known under the name of the orthogonal lattice of
A, ie. AL(A)E{xeZm : ATx=0 mod g}.

Dual attacks were introduced in [MR09]. In its simplest form, a dual attack is a distinguisher
attack which is given either (A, A -s + e) or (A,u) where (A,u) are uniform and e is short,
and answers if we are in the first or the second case. It starts by computing many short x;’s in
the dual lattice A,(A)Y and the associated (x;,b)’s. Those short vectors are obtained by lattice
reduction of A4(A)Y or what is basically equivalent A-(A). In the second case, we expect that
these scalar products are uniformly distributed in Z,. On the other hand in the first case since
(x;,b) = (x;,As +e) = (ATx;,s) + (x;,e) = (x;,e) mod ¢, we get scalar products of small
vectors which are tilted towards small entries.

There have been a sequence of developments in dual attacks, for instance by combining these
attacks with a guessing stage [Alb17] consisting in splitting the support of s in two parts (:":)

a
and guessing one part of this support. A is split accordingly A = [Aeqy Ajat]. This allows to only
1d,,
AT

perform lattice reduction on Construction A of the code generated by [
lat

] . That means we only

enu

look for short vectors ( x > such that A|ath = yj;t mod q. Define yeny by Yenu = Al x. The
lat

point is that looking for such vectors is faster because of the dimension reduction. We then guess
Senu and check whether the (x, b) — (Yenu, Senu)’s are tilted towards small values or not. This comes
from the fact that

(%, b) = (X, AenuSenu + AlatSiar + €) = (A X, Senu) + (A5X, Siar) + (X, €)
= <Yenua Senu> + <y|ata slat> + <Xa e> mOd q (11)

In [EJK20] this was generalized to broader secret distributions paired with additional improve-
ments on the exhaustive search. [GJ21] applied a Fast Fourier Transform-style algorithm to the
search over sen, and the search space is significantly reduced by roughly considering only the most
significant bits of Seny. [MAT22| replaced this step with “modulus switching” [BV11,AFFP14],
yielding significant performance gains. The algorithm can be described as follows.

The MATZOYV template. Let neny, N, niar be some positive integers such that nen, +n +njat =
n. The matrix A and the secret s are divided accordingly:

A
A= [Aenu A Alat} € Z:’Inx’ﬂenu % Z;n)(’l’bf& X Z;nxmat7 (12)
A Senu
s= | sm | € Zy™ X L™ X Ly (1.3)
S|at



The objective is to guess the part s.,, of the secret vector but to do that, we need to be
able to distinguish between a right and a wrong guess. By performing lattice reduction on the
Id,, O
A qldy,
small Euclidean norm in Zg' and Zg*™ respectively and are such that y = A

Equation (1.1), we have
<X7 b — Aenusenu> - <A:&X7 Sth> = <X, e> + <y7 SIat> . (14)

Since (x,y) and (e, sja¢) are short, Equation (1.4) is biased towards zero, raising the issue of finding
efficiently Sen, and sg such that the left-hand term in (1.4) is small.

One can notice that (1.4) actually gives us many small-LWE sample® (a’,b') € Z™ x Z, with
secret s’ € Zy™ and error €’ € Z,; where

lattice generated by [ }, we obtain a set . of vectors (;{) such that x and y are of
T

15X Similarly to

a 2 Alx, (1.5)

v é <X7 b— Aenusenu> , (16)
A

s’ = s, (1.7)
A

e = (x,€) + (¥, Six) - (1.8)

Thus, we can distinguish a correct and an incorrect guess for se,, and recover sg by solving
this small-LWE instance. Since nen, is small enough, sen, can be exhaustively searched. Once Seny
is identified, sg is recovered by solving the above small-LWE instance. Specifically, this involves
exhaustively searching for a z € Zg™ such that the vector ((x, b — AchuSenu) — <Afotx, Z>)(x,y)ey’
has a small Euclidean norm. One approach to speed up the search is to use a Fourier transform. The
method introduces an evaluation function E, which assigns a real value to each guess Sen, € Lg=:

E(Sa) £ max Foe(2) (1.9)
EZ";th
where A
Fo—(z) = Z cos (%’T ((x,b — AcnuSenu) — <AfTﬂx,z>)> . (1.10)
(x,y)es

MATZOV’s algorithm essentially consists in finding sepy € Ze such that E(sen,) > T', where
T € N is a threshold chosen around the expected value of E when evaluated on the correct guess,
namely T' & F(Seny ). The key idea is that we expect F(Seny) to be significantly larger than F(Sen)
when Se,, is incorrect, i.e. when Seny # Seny. Indeed, for the correct guess, Equation (1.4) shows
that (x,b — AenuSenu) — <A;'—&X, Sfft> mod ¢ is biased toward zero. Consequently, each term in the
sum in Equation (1.10) will be biased toward 1, resulting in a large total value for E (Fs_, (sfr))-
On the other hand, if Seny 7 Senu, then for all z € Zj®, (x,b — AcnuSenu) — <Afotx,z> mod q is
uniformly distributed over Z;, meaning that E (Fg(z)) = 0.

Modulus switching. The point of using the evaluation function F is that Fy- can be computed
efficiently with a Fast Fourier Transform (FFT). However, the large input space Zy™ makes the
FFTcostly. This size can be reduced, though at the cost of slightly weakening the bias of Fy_, (sfr)-

To do that, MATZOV proposes to reduce the size of the field Z, by using a modulus switching
technique: instead of considering Fz—, they consider

enu

F) . znme R
Senu
z — Z cos (27” (% (x, b — AcnuSenu) — <{§A?&x—| ,z>))
(x,y)€
® By using N samples {(af, b;)}icp1,n], We can rewrite the LWE instance with a matrix A’ 2 [a) --- aN]

and a vector b’ 2 (b)) T



where p < ¢ is a smaller modulus and |-] stands for the integer rounding operation. Thus, for the
WIONE UESS Seny 7 Senuy and for all z € Zy™, Fg(ﬂs) (z) is still expected to be 0 whereas for the good
guess Seny we have, from Equation (1.4),

FS(ETUS)(sf& mod p) = Z cos (2?” (% (x,e) + L (y,si) + <§A:&x - EA:&X—‘ ,Sfft>>)

(x,y)es
= Z cos (27” ((x, e) + (y,Suat) + <AfT&x -1 EAfT&x—‘ ,sfft>)) .
(xy)es

Even if it means reducing the threshold a little, we can still expect Fs(ms)(Sfft mod p) > T since

the additional term <A;'—ftx — % {%A:&X—‘ 7sfft> is also biased toward zero. Indeed, it is the scalar

product of two short vectors; in particular:

A n;
dns 2 (HAI&x_g EAIHXHD SN (1.11)

since we can make the approximation that each of the coordinates of %AfT&x — {%A;&x—‘ are drawn

uniformly at random in ] — 0.5,0.5].

Finally, [MAT22] claims that the security level of NIST candidates like KYBER could be signif-
icantly lowered. However, this result is not widely accepted, as the analysis relies on assumptions
which turn out to be false according to [DP23b].

Dual Attacks in Code-Based Cryptography and Analyzing Dual Attacks. Dual attacks
in lattice based cryptography can be viewed as the lattice based analogue of statistical decoding in
code-based cryptography which dates back to Al Jabri [Jab01]. In this case, short codewords h in
the dual code are computed, where short is with respect to the Hamming distance. The goal is to
solve the decoding problem b = As+e where b and A are given whereas s and e are unknown and
e is of small Hamming weight (rather than of small Euclidean norm for the LWE problem). The
issue is to recover s. Here too, the inner product (h, b) is biased towards zero. This is used to solve
the decoding problem very much in the same way as it is used to solve the LWE problem. Similarly
to what happened in lattice based cryptography, dual attacks became much more effective through
a splitting strategy which allowed to look for short codewords in a smaller code [CDMT22]. In an
analogous way to what was done in lattice based cryptography, these attacks were analyzed by
making assumptions and in particular independence assumptions [CDMT22, Ass. 3.7] which are
close to the independence assumptions made for analyzing MATZOV’s attack [MAT22, Ass. 4.4,
Ass. 5.8]. In the lattice based case, these assumptions were shown to contradict some theorems in
certain regimes or well-tested heuristics in some other regimes [DP23b].

Note that it was already noticed in [CDMT22, §3.4] that the i.i.d. Bernoulli model used for
analyzing dual attacks in code-based cryptography is not always accurate. However, it was con-
jectured there that the difference between this ideal model and experiments has no impact on the
asymptotic analysis of the decoding based on this model. This was proved to be wrong in [MT23].
However, this paper gave at the same time an approach for analyzing rigorously dual attacks in
coding theory by bringing in a duality equation [MT23, Prop. 1.3] shedding some light on the fun-
damental quantities manipulated by the decoder. This allowed to obtain a proof of the correctness
of a slightly modified version of the dual attack proposed in [CDMT22]. Dual attacks for solving
the decoding problem have been further improved in [CDMT24] and the approach of [MT23] has
been carried over to this improved dual attack. [CDMT24| can be viewed as a somewhat improved
version of the MATZOV attack in the context of codes, where the modulus switching part is re-
placed by an optimal lossy source encoder. It is worthwhile to note that [CDMT24, Section §]
shows that the fundamental duality equation [MT23, Prop. 1.3] used to analyze dual attacks for
codes also carries over to the lattice setting and could serve as a tool to analyze dual attacks
for lattices. Moreover, at the same time, a series of papers [DP23a,PS24] provide some new ideas



to properly analyze dual attacks in lattices. In particular, concurrently to [CDMT24, Section 8],
[DP23a] provided, in a more in-depth work and using comparable but not identical reasoning,
similar heuristics to predict the behavior of these attacks.

1.2 Our Contribution

Our purpose here is to come up with a variation of the MATZOV algorithm, that improves it and
which also helps analyzing it. This is obtained by a lattice based analogue of [CDMT24], replacing
the modulus switching by lossy source encoding/using the relevant quantizer based on polar coding.
We use the duality approach [MT23,CDMT24,DP23a] to analyze our new dual attack to avoid
relying on independence assumptions. This duality approach allows us to derive a new simple
heuristic that is backed up by experimental evidence and which is essentially a generalization of
the heuristics made in [CDMT24,DP23a]. All in all, it turns out that the complexities claimed
in [MAT?22] can be achieved and even slightly surpassed with our algorithm, which dents the
parameters of KYBER by a few bits, as predicted in [MAT22].

A Lossy Source Coding/Quantizer Approach. Similarly to [CDMT24| we observe that the
FFT approach factorizing the common computations for computing all the Fs—(z) for z € Z;™ is
probably suboptimal, since the z such that Fg—-(z) is maximum is likely to be attained for z = s
which is of rather small norm. The problem is that the fast FFT algorithm doesn’t leverage the
fact that we only need to compute it for small z’s which have the same Euclidean norm as sg.
In a sense, the modulus switching approach of [MAT22] is a way to alleviate this phenomenon
since s mod p is more uniformly distributed in Zp™ than s is in Z;™. A further refinement of
this method involves approximating the relevant z € Z;™’s by close enough codewords. This also
allows to reduce the size ¢™* of the space over which the fast Fourier transform is applied.
Basically the lossy source/quantizing approach can be explained as follows. We choose a linear

code Cjsc generated by the matrix G € ZZ“&X’“”‘, i.e. Clsc = {Guec : ug € Z’;m} so that we can
find efficiently, for any y € Zg™, a wsc € Z’;“‘ such that Gu is close to y. Guse can be viewed
as a “quantization” of y and Cisc as a lossy source code or code used for quantization. We apply
this quantization to all pairs of short dual vectors (x,y) in . and compute for all such x’s a
corresponding uysc € Z}™ such that

||A;|—th - GruIscH ~ disc (1.12)

where djs is the decoding distance of the lossy source code. The point is that the left hand term
in (1.4) can be rewritten as

(x,b — AcnuSenu) — <A1:frtxa Sfft> = (X, b — AcnuSenu) — (Guse, i) — (@lsc, Str) (1.13)
= <X7 b — Aenusenu> - <ulsm GTSfft> - <e|SC7 Sfft> (114>

where e 2 Al x — Gu. If we use (1.4) we see that
<X7 b — Aenusenu> - <u|SC7 GTSth> = <X7 e> + <Ya SIat> + <e|SC7 Sfft> . (115)

So we expect that the left-hand term (x,b — AgnuSenu) — <u|sc,GTsth> is still small. In other
words, we once again performed a reduction to an LWE problem. Indeed, Equation (1.15) can be
interpreted as an LWE sample (a’,b) € Z’;fﬁ X Zq, with secret s’ € Z’;f“ and error term e’ € Zg,
where

a’ = u, (1.16)
b 2 (x,b — AenuSens) (1.17)
s' £ G s, (1.18)
¢ = (x,€) + (¥, Siat) + (€Isc; Sfre) - (1.19)



The advantage of this reduction is that it drastically reduces the dimension of the problem.
However, it is important to note that the secret s’ is no longer small, but uniformly distributed
over Z’;“‘; thus, this new problem becomes a plain-LWE problem. We can now solve it using a
technique similar to the one previously described. This motivates to replace Fg- by

FEO - e R

Senu
zZ — Z cos (27” ({x, b — AcnuSenu) — <u|sc,z>)) . (1.20)
(x,y)e

Again, for the wrong guess Sen, # Senu and for all z € Z’;ff‘, Fsﬁelvsc)(z) is still expected to be 0
whereas for the good guess sen, we have, from Equation (1.15), that

FS(elnSf) (GTS‘C&) = Z cos (27” ((Xa e> + <Y7 slat> + <elsca Sth>)> (121)
(x,y)e

which is still expected to be large because the additional term (ejs, s) is biased towards zero.

The pro and cons of this approach is that on the positive side:

— It allows us to choose large values for ng, since we are now not limited by the ¢™® term in
the complexity coming from evaluating Fg—— but by a smaller ¢"® term. This in turn allows us to
decrease the n),; term and therefore the cost of lattice reduction.

— It allows us to solve radically the problem that sg is not uniformly distributed in Zg™. If ker
is low enough, it can namely be verified that the likely argmax G Tsg of FS(Isc )(z) is uniformly
distributed in Zf;f“. This solves one source of suboptimality of this approach.

On the negative side, it increases the noise term in the right-hand side of (1.15) expressing the
quantity (x,b — AenuSenu) — <U|SC7GTSfft>. This is due to the additional term (esc,sm) which

appears there. We therefore expect F. (Isc) (GTSfft) to be smaller than F;

S s, (Sfit) and will need to
make .¥ bigger to distinguish it from other values of Fé(-el;ic)(z).

The last point above makes it clear that we want to make the additional noise term (esc, S )
as small as possible. But of course for a given kg, there is a lower bound of what we can achieve.
It can namely be proven (see Equation (2.11) in Section 2) that the best we can do is to choose,

for a given kg, the decoding distance djs. such that

K
1— [ e
dise ~ N .oy [ —— 1.22
Isc q e ( )

This can be compared to the modulus switching approach. For a same FFT complexity, meaning
roughly that kg is such that p™® = ¢*® we have

s ~ L /% ~ 0.28867 LV (1.23)
p

p

diee ~ L [ 2~ 0.24197 LV (1.24)
p\ 2me P

Equations (1.23) and (1.24) show that the lossy source coding approach yields a smaller value
for ||{eis, sfr)|| than modulus switching, as disc < dms. However, unlike modulus switching, we
need to construct a code that can be decoded efficiently up to the optimal decoding distance
disc- A classical approach involves using a Cartesian product of small random codes. This solution
achieves asymptotically the optimal decoding distance djsc but with a sub-exponential complexity
that is not so negligible (super-polynomial). In Section 3.3, we propose an alternative solution
using polar codes, which can achieve a decoding distance very close to djsc in quasi-linear time.

It should be noted that the modulus switching strategy can really be viewed as a quantizing

approach. In the modulus switching technique, we approximate A;'—rtx by % gA;ftx—‘ , t.e. We quan-

tize/approximate a point in R™® by a point in the lattice %Z””‘. On the other hand, in the case of



the lossy source code approach we approximate a point in Zg™ by a codeword in Cis. If we express
this as a quantizer, this means that we quantize/approximate a point in R™* by a lattice point in
Construction A applied to Cisc. The second quantizer just turns out to be much better than the
first quantizer in terms of the distortion/quantizing distance which is achieved.

Getting Rid of Independence Assumptions in the Analysis and Results. In [MAT22], it
is argued that dual attacks can substantially lower the security level of certain NIST candidates,
such as KYBER. However, this claim remains contested, as their analysis relies on assumptions
that, according to [DP23b], have been proven to be incorrect. Specifically, [DP23b| highlights a
flawed independence assumption, which can be stated as follows:

Assumption 1.1 (Independence Assumption). Let A be a full-rank lattice of dimension n,
and let r be a random variable distributed according to Unif(R™/A) or B,", where the B, are i.i.d.
centered binomial variables. Assume that (e2i”<“”r>)w€A are mutually independent.

In dual attacks, evaluation functions involve sums of terms like those described in the as-
sumption. Assuming independence when the terms are not independent can lead to significant
miscalculations in estimating false positives passing the evaluation function. This issue is high-
lighted in [DP23b], which shows that predictions of such scoring functions are inaccurate in certain
regimes.

Recent papers [DP23a,MT23,CDMT24| present new approaches to analyze dual attacks accu-
rately, without relying on the independence assumption. Specifically, let

Fx)2 Y edimtwrt) (1.25)
weANB

define a scoring function, where A is a full-rank lattice of dimension n, 8 C R" a set of small
vectors, and r(x) € R", all depending on the specific dual attack method under consideration. It
can be observed that F'(x) remains invariant when any vector from the dual lattice of A is added
to r(x). Indeed, for any w¥ € A, we have

(w,r(x) +w") = (w,r(x)) + (w,w") = (w,r(x)) . (1.26)
Thus, it is reasonable to conclude that (w,r(x)) depends on the structure of the coset AY +r(x),

and in particular, on its shortest vector. One way to see this is by invoking the Poisson summation
formula:

1 P
F(x) = Y IawY). (1.27)
wYeAY +r(x)

In [DP23a,CDMT24|, it was observed that the Fourier transform of the indicator function can
be expressed in terms of Bessel functions, depending only on the input’s length. Consequently,
F(x) is essentially related to the length enumerator of the vectors in AY + r(x), particularly the
shortest. We distinguish between correct and incorrect candidates by noting that r(x) is notably
small when x is the desired vector, and random otherwise. Therefore, for the correct guess, the
shortest vector in AY + r(x) is r(x), while for incorrect guesses, it corresponds to the typical
shortest vector in a random coset of a random lattice.

This approach allowed us to analyze our evaluation functions thoroughly (see Section 4). How-
ever, to simplify calculations, we make approximations that we validate through simulations.
Finally, we control the number of false positives in our attack, ensuring they remain negligible. By
doing so, we achieve results close to those of MATZOV (see Section 5). Furthermore, as they did
previously, we apply our attack to the parameters of KYBER and confirm the claim in [MAT22],
which asserts that KYBER’s security does not meet the NIST’s requirements.



2 Notation and Preliminaries

Basic Notation. We denote vectors by bold lowercase letters and matrices by bold uppercase
letters, e.g. v.and M. We consider the vectors as column vectors and therefore row vectors are
denoted v . The concatenation of vectors x and y is denoted as (x,y). The components of the
vector x € R™ are denoted by x; for ¢ € [1,n] where [a, b] are the integers between a and b.

For any x € Zg4, denote by T € x + ¢Z the unique integer such that |Z| < %. We extend this
notion to vectors x € Zy componentwise. In other words, X is the lift from Z, to Z centered on 0.
We define [|x|| for x € Zj as

n n

N~y A ~2 A . .

x| = % = | > & = Zargﬁzun((xmLJQ)Q) (2.1)
i=1 i=1 J€

The Learning With Error Problem. Let us define more formally the LWE problem here. It
starts by defining an LWE oracle that produces samples according to the following distribution:

Definition 2.1 (LWE oracle). Let g,n,m € N, and let x5, x. be distributions over Z,. We first
draw s € Zy with coordinates drawn independently from each other according to the distribution
Xs and then draw m LWE samples (a;, b;) € Lq X Lq where the a;’s are drawn uniformly at random
mn Z;’ and b; = (a;,s) + e; where the e;’s are drawn independently according to the distribution
Xe- We let A € Z7"*™ be the matriz where the i-th row is a;. The pair (A,b) is the output of the

oracle and satisfies b 2 As +e.
We then define the Search-LWE problem as follows:

Problem 2.2 (Search-LWE). Given a sample (A, b) drawn from an LWE (q,n, m, xs, Xe)-oracle,
the goal is to recover the secret vector s.

In the literature, the LWE oracle is sometimes defined by replacing the matrix A € Z;"*" by a
vector a € Zy. Then the LWE problems are stated for an arbitrary number of calls to the oracle.
If the LWE oracle is called m times, then the situation is actually the same as above.

The Centered Binomial Distribution. In the LWE oracle, the distributions xs and y. depend
on the context. Historically, the secret vector s was distributed uniformly in Z7 and the noise
vector e was short. It is quite common today to consider the case where s is also short; we are
then talking about Small-LWE problem. In recent cryptosystems, particularly those involved in
the NIST Post-Quantum Standardization Process, the distributions for ys and y. are centered
binomial distributions. Note that in KYBER, the distribution for the secret vector and the error
vector is the same.

Definition 2.3 (Centered Binomial Distribution). The centered binomial distribution B, of
parameter o« € [[0, q;—l]] is defined as B, ~ Zfézl(XZ- —Y;) where the X;’s and Y;’s are i.i.d. as
uniform over {0,1}. In particular, for all i € [—a, o], we have P (B, = i) = 272 (3&) Note that
B, has mean 0 and standard deviation o = g

Coding Background. To simplify the discussion, we assume that ¢ is a prime number implying

that Z, has the structure of a finite field. A linear code C of length n and dimension & is a subspace
of Zy of dimension k. We say that C is an [n, k],-code and its rate is R 2 % A generator matrix
G for C is a full rank matrix in ZZX’“ such that C = {Gu T ue€ Z’;}, and a parity-check matrix

H for C is a full rank matrix in Zgnfk)xn such that C = {c €Zy : Hc= 0}.

Definition 2.4 (Dual Code). Let C be an [n, k],-code. The dual code C* of C is defined as the
following [n,n — k|q-code:

Ct2{hez : VceC, (c,h) =0} (2.2)



Lattice Background. A lattice A is a discrete subgroup of R%. In particular, for a matrix
B € R?*4, the lattice A(B) is defined as:

A(B) £ {Bx : x €z (2.3)

The matrix B is called a basis if it has full column rank.

The volume of a full-rank lattice 4 C R? is the Euclidean volume of its fundamental Voronoi
region Vor(A) = {veRe:|v|| <|v—x|, Vx € A}. For a full-rank lattice A(B), it is the volume
of the fundamental d-dimensional parallelepiped defined by the column vectors of B (or any other
basis of A). It is also the determinant of the matrix B:

Vol (A(B)) £ Vol (Vor (A(B))) = det (B) (2.4)

The dual AY of a lattice A is defined as
Definition 2.5 (Dual Lattice). The dual AV of a lattice A C R? is

AY & [x espan(4) : Vy € A, (x,y) € Z}. (2.5)
We can construct a lattice from a linear code through Construction A:

Definition 2.6 (Construction A). Let C be an [n, k],;-code. The lattice A obtained by Construc-
tion A applied to C is given by

A(C)é{xeR” :x=cmodgq, ceC}. (2.6)

e s . . A |Id .
Note that if C is defined by a systematic generator matrix G = [ Ak] € Z;‘Xk, then the lattice

A(C) that is obtained through Construction A is also the lattice A(B) generated by

B2 [%} . (2.7)

Clearly finding the closest point in Euclidean distance to some y € Zy in C also amounts to find
the closest lattice point in A(C) of y. The algorithm for performing this task when y belongs to
R™ is known as a mean-squared-error (MSE) quantizer for A(C). To analyze its performance, first
notice that the fundamental Voronoi region V' of a lattice A(C) associated to code C of dimension

k over Zy has volume Vol (V) 2 Vol (A(C)) = " F [CS88]. The average decoding distance w
provided by the mean-square quantizer for A can be assessed by the normalized second moment

G2 G(A(C)), which is defined as

A 1 Iv]?
G2 / dv. (2.8)
n - Vol (V)% v Vol (V)
It is known that )
G>— 2.9
— 2me (2.9)

and is achieved asymptotically for lattices generated by Construction A from g-ary random codes
when ¢ gets big [ZF96]. The case where the equality is achieved in Equation (2.9) really corresponds
to the case when the equality

IC| - Vol (Ball,) = ¢" (2.10)

is met, i.e. when the average decoding distance is

N
w2 /VVOl(V)dv,/m.q +o(1). (2.11)

It corresponds therefore to the lattice analogue of the Gilbert-Varshamov distance.




Short Vector Sampler. Dual attacks heavily depend on lattice reduction algorithms, such as
BKZ, to find short vectors in a lattice or its dual. Our improvements in this paper do not address
these algorithms. Instead, we will use Algorithm 2.1 to obtain short vectors and refer the reader
to [GJ21,MAT22] for implementation details.

Algorithm 2.1 Short Vectors Sampling Procedure [GJ21]
Input: A basis B = [bo bd,ﬂ for a lattice and 2 < Bpkz, Bsieve € Z < d.

Bsieve
Output: A list of Nsieve(Bsieve) 2 ( é) vectors from the lattice.

3

1: Randomize the basis B.

2: Run BKZ-fy, to obtain a reduced basis by, ...,b}_;.

3: Run a sieve in dimension fBseve on the sublattice spanned by by, .. .,bfgsieve_l to obtain a list L of
Niieve (ﬂsieve) vectors.

4: return L

The parameter Spk, controls the block size in the BKZ algorithm, with the cost scaling exponen-
tially with it. The sieving algorithm outputs Ngeve(Bsieve) short vectors in the lattice and its com-
plexity also scales exponentially with Sgeve. The magnitude Ngeve(Bsieve) also grows exponentially
with Sgeve but slower than the cost of sieving. We will write Tgxz(d, Bpkz) for the cost of running
BKZ-fpk, in dimension d and Tgeve(Ssieve) for the cost of sieving in dimension Sgeve. One possi-
ble instantiation of the lattice sieve algorithm is [BDGL16] which has a cost of 20292 Bseveto(Bseve)
Thus, according to the best known algorithms we have Tgkz(d, Bokz) € poly (d) - 20(Bokz) and
Tiieve(Bsieve) € 20Psee)  More specifically, we take these complexities from [MAT22, Lemma 4.1,
Assumption 7.3].

Lemma 2.7 (Short Vectors Sampling Complexity). Let B be a basis of a d-dimensional
lattice. Then, the running time Teample 0f Algorithm 2.1 for outputting Nsieve(Bsieve) short vectors
18

Tsample (d7 Bbkza 6sieve) - TBKZ(d7 Bbkz) + Tsieve(ﬂsieve) (212)

where

> Tekz(d; Bokz) = Cog * (d = Bokz + 1) - Tns (Boke™"),
> Tsieve(Bsieve) = CVprog : TNNS (ﬂsieve);
4

> Neve(8) = <\/;> is the expected number of sieve results,

> Thns (B) is the time complezity for finding all close pairs in dimension § (see [AGPS20a]
with improvement of MATZOV [MAT22, Section 6]),

> Cprog = 1/ (1 — 270'292) is the number of close pairs search to run,

> and % is the optimal sieve dimension to use for solving the Shortest Vector Problem (SVP)
for lattices in dimension 3.

Note that in [Ducl8], it is estimated that 3 = 3 — %.

The lengths of the short vectors produced by Algorithm 2.1. Assuming that the Gaussian Heuristic
(GH) and the Geometric Series Assumption® (GSA) [Sch03| hold for a d-dimensional lattice,
applying BKZ-S to it produces vectors x of average length [Chel3]:

al=

x| = 6(8)7 - Vol (4)7 (2.13)

2me

1
where §(3) = ( - (Wﬁ)%) "~ is the root-Hermite factor”. With these assumptions, the expected
length of the returned short vectors is given by:

5 The GSA may lead us to underestimate the final complexity of a few bits (see [DP23b, Appendix A.3]).
" Experiments in [AD221] show that these assumptions hold for d > 8 and 8 — co and in particular, it
hold with good accuracy for 5 > 50.
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Lemma 2.8 (Length of the sampled short vectors [MAT22, Lemma 4.2]). Let A be a
d-dimensional lattice. Then, Algorithm 2.1 outputs at least N wvectors of expected length £ given by

¢ = Vol (4)!/*. \/g O(Bieve) 1 - 6 (Boa) (2.14)

In our attack, we select Spk, and Ssieve such that Tekz(d, fokz) = Tsieve(Psieve). Under the same
GH and GSA assumptions, we derive the following lemma:

Lemma 2.9. The short vectors produced by Algorithm 2.1 are in a sublattice A’ of dimension
Bsieve and expected volume

Vol (A') = (VO| (A)7 - 5(5bkz)d—ﬁsieve)5““ . (2.15)

Fast Fourier Transform. Dual lattice attacks widely use discrete Fourier transforms:

Definition 2.10 (Discrete Fourier Transform). The discrete Fourier transform f of a func-
tion f: Zy — C is defined as

Foo = flaje o e, (2.16)

aczy

The effectiveness of our dual attacks is heavily dependent on the speed at which we can compute
discrete Fourier transforms. In [MAT22, Ass. 7.4], it is estimated that a Fast Fourier Transform
(FFT) over Zq requires n-¢™ T multiplications. Note that this is clearly suboptimal for large prime
¢’s: while this is not a problem in [MAT22] as ¢ is reduced thanks to modulus switching, here,
we drop modulus switching resulting in ¢ being big and imposed by the original LWE instance
(i.e. ¢ = 3329 for KYBER). This motivates us to give the following finer estimation for the cost of
an FFT over Z5;,9.

Proposition 2.11 (Complexity of the FFT). Let ¢ = 3329. There exists an FFT over Z, with
complexity given by:
NEY — 240500 and NI = 115928, (2.17)

the number of additions and multiplications, respectively.
By using the algorithm in [DM90, §2.3.2] that reduces the calculation of an FFT over Zq to
FFT’s over Z,, we deduce that the total cost to perform a discrete Fourier transform over Zy is

nq" N,(EaFde) and nq "t Nﬁ?;l) (2.18)

additions and multiplications, respectively. Finally, by supposing as in [MAT22, Ass. 7.4] that the
cost of an addition and a multiplication are

Cadd = 160 and Cmu| = 1024, (2.19)

respectively, the total cost of an FFT over Zy is

Crrr = Coaan ¢" " NI(—'?-'d'[c'i) + Crun g Ngg;l)- (2.20)

We obtained the number of additions and multiplications required for an FFT over Zsss9,

namely NéaFf) and NéanTuD, by slightly modifying the FFTW software. This software basically
allows one to enumerate a large number of FFT’s and we simply selected the one that minimized
the cost Crer®.

8 We give more details on how this result was obtained in https://github.com/kevin-carrier/
CodedDualAttack/tree/main/claimFFT
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3 Owur Dual Attack Algorithm

In this section, we present our algorithm for solving the search LWE problem. Unlike MATZOV,
we do not use modulus switching to reduce the modulus size. As noted in the introduction, we
expect that a good lossy source code/quantizer results in a smaller additional noise term (e, S )
compared to modulus switching. However, modulus switching may still offer benefits: it has certain
advantages, such as improved FFT efficiency when the modulus is a power of two, which is not
the case in the starting LWE problem for KYBER. Additionally, modulus switching provides more
flexibility in choosing the parameter k. Although a hybrid approach combining both techniques
is possible, we do not pursue it in this paper due to the complexity it would add to the analysis.

3.1 Overview of the Algorithm

Our algorithm begins by partitioning the set of coordinates I 2 [1,n] of the secret s into Ieny,
Iy and I)5, with sizes neny, N and ny,, respectively. The three parts of the vector s are denoted
as Senu, Sfit and Sj¢ respectively. Similarly, we divide the columns of A to obtain Acn,, Af and
At As described in the introduction, our algorithm basically tries to guess a value Se,, for
Senu by computing an associated score for se,, namely the maximum value of the score function,

max, _, g Fs—(z) and making a decision on this value. Apart from the lossy source code approach
q

described above, we depart from the MATZOV algorithm in the two following ways: firstly, we
will make the bet that se,, = 0, that is, we only consider s¢,, = 0 whereas MATZOV enumerates
and tests several values Se,, taken by decreasing likelihood. Secondly, in our algorithm, we will
select Ix once and for all (instead of changing it at each iteration), and then iterate R times with
different choices for Iy, and I on the remaining positions, this allows us to reuse the computed
dual vectors for each iteration. The skeleton of the whole algorithm is given in Algorithm 3.1.

Algorithm 3.1 The code based dual attack to solve LWE

Input: a sample (A,b) € Z7"*" x Zg* produced by an LWE (g, n, m, Ba, Ba) oracle.
Parameters: some positive integers R, T, Bokz, Bsieve, Menus Niffe, Kffe, Niat, disc and an [ng, ki) q linear
code with generator matrix G.
Output: the secret vector s.
1: choose st C [1,n] such that |liat| = niat;
2: . + SET_OF_SHORT _LATTICE VECTORS(A, [jat);
3: repeat R times

4: choose a partition Ieny U i of [1, 7] \ Jiat With |Ienu| = Nenu, L] = nm;

5: A, A < select the columns of A indexed by Ieny and g respectively;
6: Z < LWE_SAMPLES(.Y, A, G);

7 V + Sowe_LWE_ witn_FFT(Z);

8: if V> T then

9: Senu < 0

10: (st Siat) <= SUB_LWE_SOLVER([As At , b)

11: return (Senm Sfft, Slat, Lenu, Ifft, Ilat)

12: end repeat

We now give details on the procedures SET _OF SHORT LATTICE VECTORS, LWE SAMPLES,
Sowve LWE wiTH FFT and suB_ LWE SOLVER.

The Lattice Reduction Function SET_OF_SHORT _LATTICE _VECTORS. This function
outputs a set . of pairs of short vectors (x,y) obtained by performing the short vectors sampler
Algorithm 2.1 with the appropriate choice of parameters on the lattice A(B) where the lattice

12



basis B € R+ x(m+nia) ig oiven by Construction A:

(3.1)

This gives pairs (x,y) € Z™ x Z™= for which both x and y are short and satisfy y = Agtx mod gq.

For the rest of this paper we denote by N the expected size of .. From Lemma 2.7, we have

Notation 3.1. 5
A A 4 sieve
N = Nsieve (ﬂsieve) = (\/g) . (32)

Producing New LWE Samples with LWE SAMPLES. Each pair (x,y) of short vectors in
& yields one LWE sample by decoding A;F'—tx in the code Cisc generated by G. This yields an output

A .
U € Z’;fﬁ such that e = A;'—&X — Guyg is of small norm, say close to some djsc.The new LWE
sample is given by the pair (wsc, (x,b)). It is readily seen that, when sep, = 0 we have

<X, b) = <U|sc, GTSfft> + (X7 e> + (y, Slat> + <elsmsfft> (3-3)

which corresponds to an LWE sample with secret G "sg; and noise €/ = (X, e) + (y, Siat) + (€isc, St -
All these samples (uy, (x, b)) are then put in a list £ which is the output of LWE _SAMPLES.

Solving the Induced LWE Instance with SoLve  LWE wiITH FFT. This procedure
outputs a real number V which indicates to us how noisy the aforementioned LWE samples are.
This is done by searching exhaustively for the solution G " sg by computing the score function for
all z € ZFm:

q

FO(ISC)(Z) 2 Z cos (%’T (b — (e, Z>)> ; (3-4)

(ulsc;b) e

and returning its maximum value, V' = max Fé'sc) (z). If Seny = 0 we expect that this maxi-

zEZI,;”‘
mum value is achieved for z = G T sg. The score function is efficiently computed with an FFT as
follows. First we compute a function f((,lsc) defined for a € Z’;"‘ as

@e Y e (3.5)

(a,b) : (a,b)eZ

then we compute the FFT of f{® and take its real part. It is readily seen that
F™ = %e ( 5,'“’) : (3.6)

Recovering the Rest of the Secret with suB_LWE SOLVER. At this point, we expect
that, under the condition that our parameters are well-chosen, if V' > T (here T will be chosen
around the expected value of Félsc)(GTSfft) when sen, = 0) then with overwhelming probability,
Senu = 0. In other words, we recovered nen, positions of the secret from the original LWE problem
(A, b) of dimension m X n. Note that when se¢n, = 0 we can write

b=As+e=[Agn Ap] (:lfftt) te. (3.7)
a

As such, if indeed seny = 0, we can recover sg and sjy; by solving the new LWE problem given by

([Afft A|at] , b), which has strictly smaller dimension m X (n — 7eny ). We don’t specify a particular

algorithm for the SUB_ LWE SOLVER routine, since it will be called at most once, and solving

an LWE instance with smaller dimension and with error distribution B, has complexity negligible

compared to the other computations in Algorithm 3.1.
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3.2 Correctness of the Algorithm
The following lemma provides the conditions on the parameters for Algorithm 3.1 to succeed.

Lemma 3.2 (Correctness). Suppose (A,b) is sampled from an LWE (q,n,m,B.,B.) oracle,
and SUB_ LWE_SOLVER returns sg and Sjax with probability 1 — p when the bet seny = 0 is valid
and the secret meets the threshold, namely Fé|SC)(GTSf&) > T. The probability that our algorithm
succeeds in recovering the secret s, is lower bounded by

AN

Piuccess = 1 - Pgood : (1 - M) — € (38)
where
£ é R- qkm . Pwrong, (39)
NenutTisie ( t ) R
A Tenu Tenu + N Nenu N —

n= 1-— Z (1 - (nenu+nfft)> ( ; t>p6(1 — po) +ngm—t , (310)

t=0 Tenu
Prood = P (Félsc) (GTSfﬁ:) 2> T|Senu = 0) ) (3.11)
Purong = P (F§™ (2) 2 T|sens 7 0)) (3.12)

A _aa [2c

po=P(By,=0)=2"2 (a) (3.13)

and where z is taken uniformly at random in ZZ‘“. We will use Approximations /.8 and 4.9 to
estimate Pyood and Purong, Tespectively.

Proof. For i € [1, R], let us denote the following events for each iteration 4:

— A “Sepu = 07

- Bi: “Félsc)(GTSfft) > T”;

— C;: “sub-LWE finds the secret”;
— D;: “Jz € Zhn, F™)(2) > T

Using the union bound on the probability that the algorithm fails and taking the complement of
this event yields that the probability that our algorithm succeeds is lower bounded by

P ((LiJ(AimBmci)> n <ﬂ (AiuDi)>>

> P (U(AmBmCﬁ) -P (U (AimDi)>

i i
Next, applying the union bound again and considering that we run R iterations, we can upper

bound P (U1 (EO Dl)) by qu”‘Pwrong, which gives the —e term in the inequality stated in the
lemma. On the other hand, it is straightforward to lower bound the first term:

P (U(AmBmci)> =P (U(AmBmci) ; UAZ-> P (LiJAi>

>P(Bi, NG, | Aip) P (| J A
=P (Ci, | Aiy, Biy) P (B, | Aiy) - P (UAz>
:(1_M)'Pgood'P<UAi>
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Let ng denote the number of zeros in sy ,J\1,,- Then, we have

(Ys) -+ (o)

Teenu+ Tfft

t=0

Nenutnfit ( t ) R
=1- Z (1 - (ne:jil;%f&)> P (ﬂo = t)

t=0 Tenu

Clearly, ng follows a binomial distribution with parameter ne,, + ng and pg. This concludes the
proof. a

Note that Lemma 3.2 does not impose any constraints on IV and 7. However, we must choose
them carefully. First, if R - ¢*® * Pyrong = 1 or if Pyooq is too small, then the lower bound we obtain
for the probability of success of our dual attack is 0, which means we cannot actually guarantee
a success. This is why, in Section 5, we select N and T that ensure a high probability of success.
In particular, we set > 0.62 and ¢ close to 0 (see Appendix C.2), ensuring a success probability
of at least 0.3(1 — ). Furthermore, it is worth noting that the condition “R - ¢*® - Pong is much
smaller than 1” resolves the indistinguishability issue raised in [DP23b].

3.3 Which Codes Should We Use?

In Algorithm 3.1, one could ask: which code should we use for Cisc 7 In terms of the decoding
distance alone, the answer would be, just use a random code of dimension k¢ in Zf}f“. In this case,

we would obtain the decoding distance d ~ qlf%tt 7 (see Equation (2.11)) attaining the bound
(2.9) or (2.10). However, the decoding algorithm we could use in this case would be too complex
for our purpose. We could instead use a product code structure as in [BDGL16]. Contrarily to
what happens in the latter case, where spherical codes can be used, we are in a situation where
more structured codes could do the job better. A natural answer is given here by polar codes.

The generator matrix of such a code in length n which is a power of 2 and an arbitrary

code dimension k is obtained as follows. We define a generator matrix G for our code as G 2
K1 ® - ®@Kijog,(n) - F where ® stands for the Kronecker product, K; = Li (1)
1

invertible elements chosen uniformly at random in Zj. The matrix F € ZZX’“ is an expansion
matrix such that for all m € Z’;, Fm is exactly m on k positions and 0 on the others (that are
the frozen positions). Since the code length we need is not necessarily a power of 2, we adjust it
by puncturing the code (i.e. we remove as many rows of the generator matrix as needed).

Furthermore, the Successive Cancellation (SC) decoder which is classically used to decode
polar codes in the error correction scenario can be turned with a simple modification into an
algorithm for finding a close codeword (but not necessarily the closest one) [KU10]. This is precisely
what is needed in our context. It needs a noise model to instantiate it, and this can be done
for our Euclidean metric by using the Gaussian noise model. To get even closer to the optimal
decoding distance, we have improved the decoding process: firstly we turn the SC algorithm into a
probabilistic decoder, then we call it several times to get a list of codeword candidates and choose
the closest one from this list (see Appendix A again to get more details about our list decoder).
This procedure induces a new small constant factor L in the whole complexity which is the size of
the decoding list; but in return this additional cost allows us to achieve a better decoding distance.
The complexity for decoding is given by:

] and «;’s are some

Lemma 3.3 (Decoding polar codes). List decoding an [nf, ke|q polar code by using L prob-
abilistic SC' decoders can be done with time complexity of order

Tdec (q, nfre, kere) =3 - L - (Cmul . N;(:?}ﬂ)(Q) + Clada - N;(:]a:drd)(CI)) - g logy (g (3.14)
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where ng, is the smallest power of 2 greater than neg and N,(:r;’#l)(q) 1s the number of multiplications
we need to achieve a discrete Fourier transform over Zg.

The proof of this lemma directly follows from Lemma A.4.
By using similar arguments as in [KU10], it can be proven that for ng tending to infinity and

constant %ﬁ, the average distance achieved by our decoder is

i

dlsc = e 'ql_nm : (1 + 0(1)) (315>

2me

This result is essentially due to the polarization phenomenon (see Appendix A). However,
Equation (3.15) is not precise enough to accurately estimate the full complexity of our dual attack
due to the o(1) term. For this reason, we provide a C implementation® and present experimental
results demonstrating that polar codes are perfectly suited to our case. The experiments we con-
ducted use the exact codes required for our dual attacks, and our optimization suggests choosing

L = 1. To justify the use of polar codes in this context, we verified that the total complexity of our
Kot
dual attack closely matches the ideal scenario, where decoding at the distance djsc S /T ~q17 e

2me
would incur the same cost as using polar codes.

4 Analysis of our Dual Attack

4.1 Complexity of our Dual Attack

A general formula for the complexity of our algorithm using polar codes for Ci is given by the
following theorem:

Theorem 4.1 (Complexity of Algorithm 3.1). Using the same notations as in the correctness
Lemma 3.2 and by supposing that the cost of one call to SUB_ LWE_SOLVER is negligible, the
average time complexity of Algorithm 3.1 is upper bounded by

Tsample +R- (N ! Tdec + TFFT) (41)
where

A .
> Tiample = Tsample (M + Niat, Bbkz, Bsieve) 18 the cost to produce N = Niieve(Bsieve) short vectors
in A(B). This cost is given by Lemma 2.7;
> THec 2 Tec(q, nte, kre) is the cost for decoding a random vector in Zq™ in Cisc generated by

G. This cost is given by Lemma 3.5;
> Trer is the cost of an FFT over Z’;f“ and is given by Proposition 2.11;

4.2 Computing an Accurate Approximation of Pgooq and Plyrong

In this subsection, we provide an accurate estimation of the probabilities Pgood and Pyrong that
appear in Theorem 4.1. First, let’s recall the expression of the score function:

Fs%?f) (GTS/;/&) é Z cos (27” (<X>b - Aenu%> - <u|SC7 GTé;/ft>)) (4.2)
(x,y)e

= Z cos (2% (<X, b — Aenusf;l/u> - <C|SC7 é?ft>)) (43)
(x,y)es

where . is a set of N short vectors drawn from {(x,y) € A(B) : ||(x,y)| < djat}. Here, cis 2
Guy is a codeword in Cisc C Zy™, obtained by decoding Afotx using our polar code decoder. It
is important to note that, according to Lemma 2.9, the short lattice vectors in . generated by
Algorithm 2.1 are not uniformly distributed within A(B) N Ballgr:"'a‘; instead, they belong to a

Bsieve-dimensional sublattice A (B’) C A(B), where B’ € R +7e)xfsee  More precisely, we make
the following assumption regarding the distribution of vectors in .%:

% https://github.com/kevin-carrier/CodedDualAttack/tree/main/PolarCodeOverzZq
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Assumption 4.2. We assume that the set .# consists of N vectors uniformly sampled from
{weAB) : ||w[| < dix},

where A(B’) is a Bsieve-dimensional sublattice of A(B) with basis B! € Rim+ma)xBsee  qnd volume

as stated in Lemma 2.9. The radius dj;x = M corresponds to that of a Bsieve-dimensional

FEuclidean ball, within which the average vector lee;legth { is given in Lemma 2.8.

Additionally, we assume that the probability distribution of the output of our polar code de-
coder has radial symmetry. This means that the probability depends only on the distance between
the returned codeword and the word to be decoded, not on the specific direction. Through exper-
imentation, we observed that this distance closely follows a normal distribution. Based on these
observations, we make the following assumption:

Assumption 4.3. Let u be any vector from Zy™, and let Dec(u) represent the random variable
corresponding to the output of our polar code decoding algorithm. The distribution of ||[u — Dec(u)||
does not depend on u and we assume that it can be smoothed and approximated by the normal
distribution N (fusc, 0,2“), where [sc 1S the mean and oisc is the standard deviation, both determined
through simulations. We also assume that the conditional distribution of u — Dec(u) given that
[u—Dec(u)|| = disc is uniform over (A(Cisc) +u) N Sphere;™.

First-Level Approximation of the Score Function. The score function Fé(lsf) (GTsAf/&), as
recalled in Equation (4.3), is a random variable influenced by multiple sources of randomness:

(i) the randomness in the short vector sampling Algorithm 2.1 that generates .#,

(ii) the inherent randomness in the polar code decoder Dec,

(iii) the randomness in the LWE instance, particularly in the choice of the matrix A,
(iv) the randomness of the guess Sen,, which primarily arises from the selection of I,
(v) the randomness of the guess Sg.

We denote by E & pec () the conditional expectation over the randomness sources (i) and (ii).
Thus, a first-level approximation of the score function is:

Approximation 4.4 (First-Level Approximation). The score function Fsgvsc) (G sfre) can be
approximated by its conditional expectation

IE5’,Dec (Fg) (GTé?Ft)> (44)

where the expectation is taken over the randomness of the polar code decoder and the short vector
sampler.

Lemma 4.5. The conditional expectation in Approximation 4./ can be expressed as

B pee (F (GTs) ) = > fist (W00 - fioc (W) (45)

\2 \2
(wlat’wlsc)

e a4 {2 rn )

where A A

flat (Wlat) =P (B/WIat S ,7) 5 flsc (Wlsc) =P (U- — Dec (u) = Blscwlsc) y (46>
JAN JAN — —~ —~
(rlah I‘Isc) =r= (e + Aenu(senu - Senu) + Ath (sfft - Sth)a Slat, Sfft) ) (47)
and
1d 0
tmp Bsieve

Bglobal |:A;RB[”L] Idnﬂt:| (48)

Here, vt corresponds to the first m + njay coordinates of v, while risc corresponds to its last ng
coordinates. Additionally, under Assumption 4.3, we have that the random variable u — Dec(u) is
independent of u and follows the distribution induced by the polar code decoder.
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Proof. For any vector in A(B’), let x and y denote its first m coordinates and its next nja
coordinates, respectively. Taking the conditional expectation over the randomness of both the
polar code decoder and the short vector sampler, we obtain:

Z P ((x,y) € . and Dec (AfT&x) = c|sc)
Epec (F (GTsi) ) = (e

e €A (Cic) oS (277r ((x,b — AenuSena) — (Ciec, ST&)))
Z P ((X, y) € & and A;rftx — Dec (A;'—&X) = W|Sc)
= (X»y)E/l(B/)T - s
Wise €A (Cisc) +A g x - COS (%T (<X, b — Aenusenu> - <Aftfrtx — Wisc, Sth>))

Z P((x,y) € %) P (Afx — Dec (Afx) = Wis)
= (X»Y)EA(B/)T
Wisc € A(Cisc) +A g X - Cos (277T (<x, b — AcnuSenu) — <A:&x — Wisc, §/&>))

where the last equality holds because of the independence of the decoding noise u — Dec(u) from
u. Next, we simplify the inner expression inside the cosine function:

(%, b — AcnuSenu) — (AfX — Wisc, Sfft)
= (X,€ + Acnu(Senu — Senu) + AuatSiat + Aeseie) — (AfeX — Wisc, Seie)
= (X, € + Acnu(Senu — Senu) + Asre(Sere — Stre)) + (A1LX, Siar) + (Wisc, Stre)
= ((x,¥,Wisc) ,r) mod ¢
where r is as defined in Equation (4.7). So, we obtain

| Z P((x,y) € ) P (Agx — Dec (Agx) = Wisc)
E. Dec (F(~) (GTéf?t)) = (¥)eA®) .
w|sceA(c|sc)+Afﬂ;x - COS (27T <(X, Y, W|SC) ) g>)

We observe that if (x,y) € A(B’) and wisc € A(Cisc) + A X, then it follows that (—x, —y) € A(B’)
and —wisc € A(Cisc) — A, x. Furthermore, the probabilities involved in the formula are invariant
under negation. This allows us to express the cosine function in its exponential form, which yields

E.5 Dec (Fs’((:vns:) (GTng&)) = Z P((x,y) ) P (Af—‘FrtX — Dec (A;rftx) = Wlsc) . e2m<(x’y’w'“)’5>
(x,y)€A(B’)
Wi €A(Cisc) + A4, x

= Z flat (Wlat) . flsc (Wlsc) . e2iﬂ'<(B,W|at7Blscwlsc)72>.

(Wlat »WISC)EA(Btng?I):aI)

Note that the function fisc is defined in terms of a vector u, which in this case depends on w,;.
However, the error vector produced by our polar code decoder is independent of the vector being de-
coded; that means the distribution fisc does not depend on u. Finally, following [CDMT24,DP23al,
we can apply the Poisson summation formula to obtain Equation (4.5). O

Second-Level Approximation of the Score Function. By estimating the Fourier transforms
fiat and fisc from Lemma 4.5, we derive a new approximation of the score function:

Approximation 4.6 (Second-Level Approximation). Based on Approximation /., As-
sumptions 4.2 and 4.3, and assuming the Gaussian Heuristic holds, we have

00
Fs(:::) (GTS’;/&) ~ N - ZNi,j / 1/}Isc(dlsc) '¢d.sc(i7j)ddlsc (4.9)
, 0
2
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where

LN A v S
djdsc(z»j) = T@ (%dlatz) 'Tm_l (%dlsc]) , (410)
p) 2
r 1) J, X (=1)¢(z/2)2
7, () 2 Lt D)) (I):Z ( Z) (2/2) (4.11)
(z/2) SO (n+s)
A
Ni;j = ‘{ (Wlata Wlsc) €qA (Bglobal)v +Tproj C span (B/) x R (4 12)
el = i and [[wic] = 5|
with Tproj, the orthogonal projection on span(Bgiopal) = span(B’) x R™® of
A __ — N
r = (e + Achu(Senu — Senu) + At (St — Sife ), Slats Sffe) » (4.13)
and
/Bsieve Tffe
B’ 0 m + Niat
A
Bgiobal =
Afft Em] Blsc Inm
Here:

— B’ € RUntmee)xBsee s g basis of the sublattice where the sampled short vectors lie,
- Bfm] consists of the first m rows of B’,
— and Byg is a basis of the lattice A(Cisc).

To justify the above approximation, we first show that under Assumptions 4.2 and 4.3, and
assuming the Gaussian Heuristic holds, the following two approximations hold:

B (BB wyl|), (4.14)

flat (Wl\gt) ~N - Tﬁsieve (27Td|at
2
and

Fise (Wile) ~ / Visc(disc) 'Tm_1< i | B wgcu)dd'sc. (4.15)
0 2

On the one hand, under Assumption 4.2 and the Gaussian Heuristic, we can smooth and
approximate fi,x by

~ ' N YelaBh)
fiat (Wiat) ~ 1<q, (B'Wiat) - N VO,(Ba"le;:ve) : (4.16)
Using the radial nature of both 1<4,, and ]l/gd\ma and the facts that |B'wy| = H\/B’TB’W|at
-T _
and H\/B’TB’ w | = HB’ (BTB') " w,|, we have
e V) Ay N- VOI 217r<w\at w|at>
Jiar (Wige) = V<>|(Ba||’35'eve /Ras.eve1<d'at (B'wiar) € Wit

NVO|
N / ]l<d. VB'TB'w, t) 2w )
RBsieve

Vol Bau’SS'eve
N VoI(A(B/)) 7227r<\/ﬁ v, WIat>dv

Vol (Bau"s'eve) VAt(BTB)  Jpaiee

—

<djat

/d\ (BI (B/TB/)_1 Wl\;t)

T<a, (V)e

|
;5

/N
ve)
5
oY
|
kS
o<
N—"

" Vol (BaIIBS'e"e)

|
;g

" Vol (Ba||’35'EVE)
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where the Fourier transform of the indicator function of a ball can be expressed in term of the
Bessel function:
Bsieve

—— 2
1<g, (W)= (ﬂ;‘l‘) . J% (2mdyae |W]))

= Vol (Ba||§§§ve) Y e (27diag || W) -
2

On the other hand, based on Assumption 4.3, we state the following approximation for fis:

>

flsc (Wlsc) =P (u — Dec <u> = Blscwlsc>
=P (]lu — Dec (u)|| = || BiscWisc||) - P (u — Dec (u) = BiscWisc | [[u — Dec (u)[| = [ BiseWisc|)

(/V I Biscwisc |2 +1
Il

B\scwlsc H

Vol(A(Cise))

Ball™fft ) —Vol (Ban"fFt )

” BiscWisc ||2+1 ” Bigc Wisc H

~
~

¢Isc (dlsc) ddlsc) .
Vol (

where 1) is the probability density function of the normal distribution N (u.sc, 0'|25c). In the context
of our dual attack on KYBER, the decoding distance ||BjscWisc|| takes values in the hundreds or even

thousands, as shown in Appendix C, Table C.1. Consequently, the difference 4/ ||B|5CW|SC||2 +1-—

I BiscWisc|| is small, allowing us to approximate fisc (Wisc) by

Qmmmme+1anme~mqumme-WMAwm»
flsc (Wlsc) ~ 5
(\/ ”Blscwlscn +1- ||BI5cWISC||> - Vol (Sphereﬁgmwscl\)

Vol (A(Cisc))
Vol (Sphere”fft )

[ BiscWisc||

= Yisc (|| BiscWisc|) -

Note that we must have

Z P (u — Dec (u) = Bigewysc) = 1.

Wisc EZ Mt

Thus, the smoothed approximation of fisc should represent a probability density function, as we
can verify by the following'’:

A(Cisc)) — Vol(A(Cisc)) 1
¢| B| W) . Vol( dW| = 1/)| A\'% . P . dW
R™t * (” > SC”) Vol Sphereﬁglscmsc‘o = R ¢ (H ||) Vol (SphereH‘fL‘H) det(Bisc)
1
[ e s
= d I —— dd
/0 'IZJ|SC ( ISC) ~/Sphere2'lfft Vol (Spheregg) J(S) Isc
00 IsC
= / qplsc (dlsc) ddjsc
0

~1

10 We verified that fi)oo Yisc(r)dr is negligible.
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where do(s) represents the classical Lebesgue measure on the sphere Spherenfrt

[CE01, Prop.2.1], we have

Finally, by using

fls\c (W|\5/c) ~ / Yisc (||B|SCW|SC||) . Vol(A(Ci)) : 6_2iﬂ<wgﬁw'x>dwlsc
Vol (SphereﬁgI el
sc Wisc

/ Vi ([[w]]) - —YolACu)) ) e 2im(wWl B W) 1 g

Vol (Spherewf&‘I det(Bisc)

_2i7'r<B|S_c—r w|\5/c7W|5c> dw

Ny )
2 Vol(A(Cic)
||B 2 _ / wlsc( Isc) VoI(Sphere:g) Isc ff ( T d)sc H

W|\5/c ||) dd)sc

Isc

Isc Isc H

/ Pisc dlsc) T”fft (27Td|sc HBIsc W|\écH) ddsc.

Finally, by leveragmg Approximation 4.4 and Lemma 4.5, together with Approximations (4.14)
and (4.15) for f|at and f|sc, we can complete the justification for Approximation 4.6. First, we

B rat7B5chC
observe that for all (w,, w.) € ABe )V + (%q")

global , we have

1
q (B/ (B''B')  wy, By Wl\s/c) € qA(Bgiobal) " + Tproj,

And so, combining all the terms and making the appropriate variable change, we obtain

Fg(el‘:g) (GTgrft) ~N - /0 wlsc(dlsc) : Z T@ (%rdlat ||wl\;t||) 'T%_l <27ﬂ—dlsc ||W|\;c||) ddlsc-
(wl\a/wwl\s/c) 2

€qA(Bgiobat) ¥ +Tproj

We conclude by noting that the inner sum depends only on the lengths of w), and w)’, that we
denote ¢ and j, respectively.

Third-Level Approximation of the Score Function. In Appendix B, we provide an initial
intuition for why the good guess can be distinguished from the wrong ones, based on Approxima-
tion 4.6. However, here we present more precise calculations.

Recall that Approximation 4.6 gives

F%) (GTsq) ~ N - / Vise(dise) - ZN” By, (i, j)ddisc (4.17)

Senu
1,7

where N; ; is a random variable representing the number of pairs (Wgt, Wl\gc) € g/ (Bg|oba|)v—|—rpmj C
span (B’) x R™" such that [|[w,|| =i and ||[w’]| = j.

Describing the distribution in Equation (4.17) is quite complex. To simplify this, we propose
the following model:

Model 4.7. We assume that F(lsc) (GTSfft) approzimately follows the same distribution as D +
N(0,N/2), where N(0,N/2) denotes a normal distribution with mean 0 and standard deviation
VN/2, and
N o o
D=N- / ’(/J|5c(d|sc) . ( ~max (delsc (Z,]))) dd|sc. (418)
0 4,j 1 Ny ;=1
We recall that iisc refers to the probability density function of N (usc, o).

Based on Approximation 4.6 and Model 4.7, we can make the following two approximations,
with probabilities calculated over the randomness of the guesses I.n, and Sg;, as well as over the
randomness of the LWE instance:
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Approximation 4.8 (Good Guess). ]f we make the good guess (Senu,Stft) = (Senu, Stit) and if

we choose T around the expectation of F: <) (GTSth), namely by defining

Senu

Oé(TI'H sc/q) T ’
z _ €xXp (1+2a ﬂ'(IT\sc/q / ﬁ tﬂsueve . a(%) dt (4 19)
— sieve ’ .
N 1+ 2a(rowc/q)?
then
Pyoos S B (FL) (GTsi) 2 T) =05 2

Approximation 4.9 (Wrong Guess). If we make the wrong guess (Senu, Stit) 7 (Senu, Stft), then

Pwrong é P ( |SC) (GTSfft) > T) (421)

—t2 (dlsc ﬂ\sc)

+oo  ptoo e N 202,
~ min 1,/ Az)p(y)d(z,y) | - ——————————dd\sc dt 4.22
[oo \/O E(T—t) ( ) ( ) ( ) MOV 2N ( )

where
ET—t) 2 {(x,y) €R : N By (a,y) >T —t}, (4.23)
A 6 (Bbk )ﬁsieve(m+nlat755ieve) . ’ﬂ'% . mﬂsieve_l A 2. ﬂ_% . ynf&—l
Az) = = — and wy) = — - (4:24)
qﬁSieve.W .T (ﬂs;ve> qrft - I (4)

Justification of Approzimation 4.8. The rationale behind Approximation 4.8 is that if we make
the good guess (Senu, Stit) = (Senu, Sfft), then there exists an element

A
I'proj - (P(e7 Slat)a sfft) S qA (Bglobal)v + I'proj (425)

1P (e,s1at) l [Isfre
? and F
2 2

follow a y-distribution'! with degrees of freedom Bsieve and n, respectively. Therefore, we obtain

which has particularly small length. Specifically, the quantities approximately

Exﬁsieve’X"f& (Fs(:f) (GTsfft)> ~ EXBsieve’anft (D)
~ N ’ Edls‘: (Exﬁsieve’xnfft (¢(i|5c (\/%Xﬁsieve’ \/gxnfft)))
= N ' EXBS;M ( ﬁsleve ( dlat fXleeve))
2
.]EXnm ydisc (T% —1 (?ﬂ—dlsc \/gxnfft> )

where Eq_ (-) denotes the expectation with respect to the random variable disc, which follows a
normal distribution N (s, o).

11 Strictly speaking, it is not an exact y-distribution since the coordinates of rpo; are not precisely normally
distributed.
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Using Equation (4.11), each term in the above equation can be expressed in terms of the
moments of the y2-distribution:

o\ ¢
)
21 [ — Tffe
E)(nm,d\sc (T%,l ( q dlsc\/;an&)) Edlsc par /) 2[ Hs ) (nm 1+ S)
J4
o (o (=)
=Eg4
IsC '
= 1

70‘(7"UISC/Q)2
exp 1+20¢(7T0'|5c/(])2

\/1+2a(7r0|5c/q)2

N
+oo <a (Li"“) ) E (x%e. )
]E ( d ) _ . sieve

X’w( e (4 e/ 5 e ) ; o 2T (%5 +5)

4
el09) g
i IS (G )

_ Trd|att>
— /BSIEVE tﬁsleve 1 .e a( q dt

and

where the last equality is a well-known result concerning generalized hypergeometric functions'?.

Finally, in Equation (4.19), we chose T as the expected score E (F Isc) (GTSfft)) of the good

Senu
guess. Through experimentation, we verified that the expectation of this score is approximately
equal to its median, which justifies Approximation 4.8.

Justification of Approximation 4.9. On the other hand, Approximation 4.9 is obtained by esti-
mating the length of the short vectors in gA (Bg|0ba|)v + Iproj; Where Ty is no longer the shortest
vector in the lattice coset. For 7 and j small enough, we can make the approximation that

Thus, the survival function of D, knowing that the achieved decoding distance is djs, can be
approximated by

P(D>T|ds)~P(3(j) € ET) : Nij>0) (4.27)
~min | LE| Y Ny (4.28)

(i.5)€E(T)

(i ) eN?

- . N
** Note that fo Brieve - t7see ™1 7‘1( =) dt = EtNUnif(Baugf;fve) (eia(f) ) .
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where
E(T) £ {(i,§) €RE : N &g, (i,§) > T}. (4.29)

We have already observed that when we make the correct guess, the probability P (N; ; > 0)
is particularly high for a pair (i, j) close to (\ / %, \/ ‘"5'“) Now, in the case where we make a

wrong guess — that is (Seny, Stft) # (Senu, Sfit) — then we have

/ Vol (Spheregs“’“’) - Vol (SphereZ”‘) d(z,y)
&(T)

E Z Ni,j ~ -
(4,5)€E(T) Vol (qA(Bgiobal)")
(i%,5%)eN?

Vol (Sphereﬁe”e) Vol(A(B)) Vol(Sphere;, ™ Vol (A(B)))
= E(T) qﬁsieve : qnfft d(x’ y)

The volume of A(B’) is provided in Lemma 2.9, while the volume of A(Bys.) is ¢"*~*%. Meanwhile,
the integral can be evaluated numerically. Note that the Gaussian Heuristic is necessary here, as
g-ary lattices only behave approximately like random lattices.

Finally, under Model 4.7, Pyrong is the convolution product of the probability density function
of the normal distribution A (0, N/2) and the survival function of D, that is given by

P (D > T) = / 1plsc(dlsc) P (D >T | dlsc) ddisc
0

Validating our Analysis Through Simulations. We verify here the soundness of Approx-
imation 4.9 for Pyrong, Which is crucial for estimating the number of false candidates. To this
end, we implemented and ran Algorithm 3.1, computing an experimental value for Pyrong, namely
{zeZif . F{*) (2)>T}
qhe
in Figure 4.1. Notably, we found that the experimental and theoretical estimates are in agreement,
though the plot on the right suggests that our analysis may be slightly optimistic.
We used the g6k library [ADHT19] to generate short vectors in a lattice and used polar codes,
along with the decoder described in Section 3.3, for the auxiliary code Cisc. We provide the program
used to generate Figure 4.1 in the GitHub repository'?.

for different values of T'. We plotted it against its theoretical approximation

5 Application

In this section we give estimates for the cost of our attack against LWE problems from the literature.
In particular, we consider NIST PQC standardized candidate KYBER [SAB'20]. We summarize
in Table 5.1 the parameters of KYBER and outline the security level required by NIST, along with
the attack complexities claimed by MATZOV. Note that MATZOV findings are not widely agreed
upon in the cryptographic community as the analysis is based on independence assumptions which
were strongly questioned in [DP23b].

The models C0, CC, and CN refer to different cost models for lattice reduction. These models
are consistent with those presented in [AS22], and they can be described as follows:

CO. Cost estimates in the “Core-SVP” cost model [ADPS16] for Algorithm 2.1 using [BDGL16]
as the sieving oracle. This model assumes a single SVP call suffices to reduce a lattice. It
furthermore assumes that all lower-order terms in the exponent are zero.

CC. Cost estimates in a classical circuit model [AGPS20b,SAB*20,MAT22| for Algorithm 2.1
using [BDGLI16] as the sieving oracle. We derive these estimates by implementing the cost
estimates from [MAT22|, those tagged “asymptotic” (cf. [MABT22]). This is the most detailed

13 nttps://github.com/kevin- carrier/CodedDualAttack/tree/main/verifyModel
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—— P(DENO.N/2)>T) —— P(DENO.N/2)>T)
Experimental results for Py = P(FL (G Ts5) > T) Experimental results for Py = P(F= (G Ts5) > T)

Fig.4.1: Experimental validation of Approximation 4.9 for Pyng. The solid lines represent our
theoretical model, while the crosses indicate results obtained from simulations. The theoretical
model is drawn using the observed values for djy and disc. In particular, disc follows a normal
distribution N (pusc, 02.) with mean ssc and standard deviation oi that are derived from the
observed decoding distances of the [ng, kg polar codes used in the experiments. The experimental
data were obtained by running 4000 iterations of Algorithm 3.1, with each iteration using an input
(A,b) taken uniformly at random in Z;**" x Z;". The parameters used are:

—on the left: ¢ = 241, m = 40, n = 43, njat = 35, Neny = 0, N = 8, ke = 3, N = 25971, Bpk, = 32,
Bsieve = 44, djor = 42.00, tyse = 23.94 and oy = 3.38,

— on the right: ¢ = 241, m = 40, n = 50, nat = 42, Neny = 0, nge = 8, ke = 3, N = 25970,
5bkz = 35, Bsieve = 41, dlat = 58.60, Hisc = 23.87 and Olsc — 3.30.

cost estimate available in the literature. However, we caution that these estimates, too, ignore
the cost of memory access and thus may significantly underestimate the true cost. That is
RAM access is not “free” (cf. [MAB™22|). This cost model is called “list decoding-classical”
in [AGPS20b).

CN. Cost estimates in a query model for Algorithm 2.1 using [BDGL16] as the sieving ora-
cle. We include this cost model for completeness. This cost model is called “list decoding-
naive classical” in [AGPS20D].

These various models rely on [BDGL16] for nearest-neighbor search, using fuzzy hashing func-
tions based on product codes. It should be added that [Duc22] pointed out that the original
analysis of [BDGL16] assumes an ideal case, underestimating the decoding cost and overlooking
the suboptimal rate-distortion of product codes. Specifically, [Duc22| estimates that for a sieving
dimension of 380, the complexity of the nearest-neighbor search increases by a factor of about 2°.
Here we kept the same way of computing the costs as in Matzov’s paper [MAT22| to keep a fair
comparison with their work. Delving further into this topic and replacing for instance the simple
product codes with a better approach is outside the scope of this work.

For the same reasons, we only consider the classical RAM model. Adapting our analysis to
a more realistic memory access model, such as the one presented in [Jaq24|, is left as future
work. Furthermore, we do not compare our results with the state-of-the-art primal attacks. A
fair comparison would require substantial effort, as it involves accounting for many confounding
factors, such as those listed in [DP23b, Appendix A]. Achieving a more precise estimate — down
to the gate count level, as done for instance in [SABT20] — would demand a significantly more
in-depth analysis, which we leave as future work given the already considerable length of this
paper. Once again, our goal here is to provide a proof of concept for dual lattice attacks and to
help resolve the controversy surrounding them. In line with this objective, we deliberately chose
to work with a relatively simple and likely suboptimal dual attack algorithm. There are several
potential avenues for improving it, including: (i) allowing false positives and adding a verification
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step to filter them out, (ii) combining modulus switching with our technique, as it would enable
computations in characteristic 2, thereby allowing for a much more efficient fast Fourier transform,
(iii) replacing the naive product code in the sieving procedure by a better quantizer... We leave
these improvements for future work, as they fall outside the scope of this paper.

Evaluating the Complexity of our Dual Attack. We optimize the time complexity of Al-
gorithm 3.1, as established in Theorem 4.1, under the assumptions outlined in Lemma 3.2. We
assume that 1 — ¢ =~ 1, and we constrain the parameters N and 1" such that € == R Pyrong g
remains close to 1; in particular, in our setting, n is always greater than 0.62. Additionally, we
select T following Approximation 4.8, ensuring that Pgooq ~ % At the same time, we ensure that
remains close to 0. These choices guarantee that the overall success probability'* of our algorithm
is lower-bounded by approximately 0.31 — ¢ ~ 0.31.

Our complexity results are summarized in the last three columns of Table 5.1. The associated
parameters are given in Appendix C, Table C.1 and some relevant intermediate quantities are
summarized in Appendix C, Table C.2. Note that the quantity d),; is defined from the other
parameters as in Lemma 2.8. The mean s of the decoding distance djsc and its standard deviation
o1sc are computed by choosing an [y, kfft]q polar code and by decoding many (a thousand) random
words of Zj. For all instances of KYBER, we used a list size of L = 1 in the decoder (see Section
3.3, Lemma 3.3). This list size allows us to achieve a decoding distance close enough to the optimal

. . A ko . . - . . .
decoding distance dgy = %ql = without incurring additional cost in the complexity. Finally,

we provide in the GitHub repository'® a file verifying that our parameters achieve the complexity
claims and verify all the constraints.

LWE Security MATZOV Complexity
Scheme arameters level Complexit, of our
p required b y Algorithm 3.1

¢ | n [a|PyNIST|"Go [CCJCN] Co0 | CC [ CN

KyYBER-512 || 3329 | 512 3 AES_1.28 115.41139.2|134.4|{121.8{139.5|134.5
(143 bits)

KYBER-768 || 3329 | 768 | 2 AES_1.92 173.71196.1{190.6|{173.0{195.1|189.8
(207 bits)

KyBER-1024|| 3329 | 1024 | 2 AES_2,56 241.8(262.4|256.1/239.0|259.7|254.6
(272 bits)

Table 5.1: The LWE parameters for KYBER, the security level required by NIST, the claimed log,
complexity of MATZOV attack as given in [AS22, Table 2|, and the log, complexity of our dual
attack Algorithm 3.1.
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4 Note that in [MAT22], this success probability was approximately 0.25.
15 nttps://github.com/kevin- carrier/CodedDualAttack/tree/main/OptimizeCodedDualAttack
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Appendix



A Quantizers, Lossy Source Coding and Polar Codes

In this section we give more details about the construction of polar codes over Z, that is mentioned
in Subsection 3.3. We then verify that, when decoding random words, it is possible, to achieve
a typical decoding distance which is very close to the lattice analogue of the Gilbert-Varshamov
distance that we recall to be
n
w R~ —ql_%

5ro (A1)

where n and k are respectively the length and the dimension of the polar code.

Construction of Polar Codes over Z,. Let assume a codeword in Zg of which each symbol is

transmitted through a Gaussian channel of standard deviation o 2 ~%=. The polar code construc-
tion basically consists of transforming those n Gaussian channels into n virtual channels that are,
for most of them, either of maximal or minimal entropy. The idea then is to fix (or in other words
freeze) the information that will transit via the bad channels and involve the good channels for
the k& symbols of useful information.

Our construction essentially follows the papers [STA09,Chil4,Sav21]. We refer to those articles
for more details about polar codes. It is a recursive construction which can be described as follows.

Definition A.1 ((U+V,aU)-construction). Let U and V be two linear codes of the same length
n over Zq and let o € Z; be an invertible scalar. The (U +V,aV) is a Zg-linear code of length 2n
defined by

(U+V,aU)é{(u+V,o¢u):u€UandVEV} (A.2)

A polar code of length n £ 9™ and dimension k is then defined by

Definition A.2 (polar code). Let F' be a subset of {0, 1}™ of size 2™ —k and let « be a function
mapping the binary words of length < m to Z;. The polar code of length 2™ associated to F and
« 1s defined recursively by

C2U. (A.3)

where the Ux are codes of length 1 for all x € {0,1}™ (we denote by e the empty binary word) and
are given by

_f{0} ifxeF
Ux = {Zq otherwise (A4)
and the other Uy ’s where x is a binary word of length < m are defined recursively by
A
Uy = (UO||x+U1Hx7a(X)U0Hx) . (A_5)

Thus, a polar code is fully defined by the set F of frozen positions and the a(x)’s. In [Chil4], it is
admitted that choosing the a(x)’s uniformly at random in Z; is good enough. However, in [Sav21],
it is shown that those coefficients can be optimized. Thereafter, we do not use the optimization
technique from [Sav21] but simply try several polar codes then choose the best of them. On another
hand, we classically determine the optimal frozen positions F' using Monte-Carlo simulation: we
run many times a genie-aided decoder for estimating the probability distribution of each virtual
channel then selecting the worst of them; that are the 2™ — k virtual channels for which the error
probabilities are the highest.
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Decoding Polar Codes over Z,. The Successive Cancelation (SC) decoding algorithm (see
[STA09,Chil4,Sav21]) can be described as a recursive decoding algorithm. For each code Uy C

ngft such that x € {0,1}" and ¢ € [0, m — 1], we decode a noisy codeword in this code by using
recursively the decoders of Upy||x and Uyjx.
A A . .
Let ¢ = (¢1,- -+ ,cam—t) = (u+ v, a(x)u) be a codeword in Uy; i.e.
us (U1, -+ ,ugm—t—1) and v = (v1,--+ ,vgm—+-1) are respectively in Upy|x and Ujjx. Let assume
that c is transmitted through a channel W®); let

JAN A m—t—1 m—t—1
Yy =i yom—t) = (e, yr) € Z2 x 7.2 (A.6)

be the received word. We assume that for each position i € [1,2™ '] and symbol s € Z,, we know
the probability that the transmitted symbol is s knowing that the received one is y;:

1>

1 (s)

K2

P (c; = s|y:) (A7)

Instead of decoding directly y, we decode first y, — a(x) "1y, expecting to find v € Uy||x- The
virtual channel through which v has transited is then the serialization of two W &) channels that
we denote by WX Thus for each coordinate i € [[17 2m_t_1]] and symbol s € Z,, we have the
probability

TP () 2 P (v; = slys, yigom—i—1) (A.8)
= Z Hi(x)(s +4)- Hi(z)Qm_t—l (a(x) - 8") (A.9)
s'€Lq
=Y mP(s—s) 15, (—ax)-s) (A.10)
E<y/
x —=(x)
_ (n} unmm_t_l) (5) (A.11)

where ﬁl(.x)(s) 2 1% (—a(x) - 5).

On another hand, let us assume that the decoding of y, — a(x) 'y, has led us to the vector
v that we expect to be v (for the genie-aided decoder used for the construction of the code, we
actually take v = v, regardless of the result of the decoding of y, — a(x)ly,). We now have two
independent noisy versions of the same vector u that are a(x)~'y, and y;, — v. In other words,
supposing v = v, the vector u has been sent twice through the channel W®); we denote by W (©l1)
the resulting channel and for each coordinate i € [[1, 2m_t_1]] and symbol s € Z,, we have the

probability

) (5) 2P (u; = slys, yipom—11) (A-12)
1 x ~ x
- (s 4+ T3) - T ((x) - 8) (A.13)
where 7 2 Ysez, Hi(x)(s’ + ;) - Hf:)zm,t,l (a(x) - 8') is a normalization factor.

Finally, for decoding a received word y € ng in the code U, that has been sent through a
Gaussian channel of standard deviation o, one essentially has to compute recursively the vector
probabilities IT™ for all ¢ € [1,m]), x € {0,1}* and i € [1,2™~*] using the Equations (A.11) and
(A.13). Note that the initial channel W () is the original Gaussian channel; so for all i € [1,2™]
and s € Z,, we have

HZ-(E)(S) =P (Gz,0 =i — 5) (A.14)

where Gz, - is the modular Gaussian distribution defined as follows:
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Definition A.3 (Discrete Gaussian Distribution). Let 0 > 0 and let S C R be a discrete
set. The discrete Gaussian distribution Gs , over S is defined by:

>

-2 po ()
P (Gs,o = 1) S el (A.15)

where py () 2 exp(—2?2/20?) is the probability density function of the normal distribution N(0,c?).

In particular, if S 2 Zq then we speak of modular Gaussian distribution and for all x € Z4, we

have
Zu€x+qZ pa' (’LL)

P (gzq,g = ZE) =P (gzva cr+ QZ) = Z P (y)
yezZ o

(A.16)

where x is assimilated to any of its representatives.

When arriving to the codes on the leaves — that are the codes Ux such that x € {0,1}™ — then
we can exhaustively decode Uy:

1. if x € F (meaning the corresponding symbol is frozen) then the only possible codeword in Uy
is the symbol 0,
2. if x ¢ F, then we choose the maximum likelihood codeword in Uy that is the symbol s for

which IT fx)(s) is the greatest.
The running time of Successive Cancelation decoding is given by the following lemma:

Lemma A.4 (Complexity of the SC decoder). Assuming q is a power of 2. The running
time for decoding a word in a polar code of length 2™ and dimension k over Zq is:

Tso <3+ (Caaa - N5(0) + Cona - NS (0)) -0 - 2" (A.17)

where Caqq and Cpyl are the costs of an addition and a multiplication, respectively, and N ,(:i(flrd)(q)

and Nﬁ?}ﬂ)(q) are the number of additions and multiplications needed to achieve a discrete Fourier
transform over Z, (Proposition 2.11 provides those numbers for ¢ = 3329, which were computed
using the FFTW software [FJ05]).

Proof. For all t € [1,m], x € {0,1}! and i € [1,2™] — i.e. for m - 2™ triplets (¢,x,i) — we can
compute the vector of probabilities Hi(x) with at most 3 - ¢ - log,(g) multiplications. Indeed, we
either have to compute Equation (A.11) or Equation (A.13). In the first case, it is a convolution;
this can be done with the help of three fast Fourier transforms, with each FFT requiring Néﬁd)(q)
additions and N,S,r:“Tu Y (¢) multiplications. In the second case, we only have to do 2.¢ multiplications
and ¢ additions, which is less than the cost of a convolution.

Remark A.5. We could reduce the cost of the SC decoder by considering the vectors of LLR, (Log
Likelihood Ratio) instead of the vectors of probabilities. This trick allows to transform multiplica-
tions into additions.

List Decoding Using Probabilistic SC Decoder. We can modify the above SC decoder to
obtain a probabilistic decoder. To this end, when decoding non-frozen symbols in the codes on
the leaves Uy where x € {0,1}™ \ F', then output the symbol s according to the distribution fo)
instead of returning the one with the best probability. Note that as m tends to infinity and 2%
remains constant, for x € {0,1}"™ \ F, the channels W*)’s have capacity very close to 1 and for
x € F, they have capacity very close to 1. Because of this polarization phenomenon, we can prove
similarly to [KU10] that our probabilistic SC decoder achieves an average decoding distance

d= /2" . 1—%.
= g 2™ - (1+0(1)) (A.18)

2me
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when decoding a random vector in ng.

To turn this probabilistic SC decoder into a list decoder, one only has to running it L times then
choosing the codeword that minimizes the decoding distance. The complexity of a such algorithm
is essentially L times the complexity of the SC decoder given by Lemma A.4. Note that, contrary
to some more classical list decoders of polar codes, the L decoding procedures of our algorithm
can be trivially parallelized.

Punctured Polar Code. The polar codes construction above is about codes of length that are
a power of 2. In our case, we may require codes of other length. A simple way for reducing the
length of a code without changing its dimension is to puncture it. Let n, k be two positive integers.
We build a linear code of length n and dimension k by puncturing a polar code of length 2™ and

dimension k where m 2 [log,(n)]. Let denote by ¢ 2 9™ _ p the number of symbol to puncture.
The puncturing operation essentially consists of ignoring the £ first symbols of the codeword; that
is equivalent to suppose that the ¢ first physical channels through which transit the codewords are
of maximal entropy:

2

19 (s) Vi e [1,4] (A.19)

=

Note that we made this assumption both for the decoder and also for the genie-aided decoder used
to determine the frozen positions.
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B An Intuition about the Distinguishability of the Good Guess.

An important insight from Approximation 4.6 is that the score F;ic) (GT§/&) depends on the

length enumerator of the vectors in the coset gA (Bg|oba|)v + Tproj- Specifically, for the good guess
(Senus Sfft) = (Senu, Sirt), this lattice coset contains a particularly short vector ryo; = (P(€, Siat), Strt)

where P 2 B’ (B’TB’)_1 B’T is the orthogonal projection onto span(B’). In contrast, for wrong
guesses where (Seny, Sfit) 7 (Senu, Sfit), the shortest vector is no longer ryj. This observation pro-
vides a preliminary answer to the indistinguishability question posed in [DP23b]. Indeed, we cannot
distinguish the good guess from the wrong ones if the length of (P(e,sjat), sfrt) is greater than the
length of the shortest vector in gA (Bg|oba|)v + rproj. Given that the coordinates of (e, sjat, Ser) are
i.i.d. random variables following a centered binomial distribution with parameter «, we estimate
the length of (P(e,spt), sfit) to be

(P (e, stae), s | & )/ Ao, (B.1)
On the other hand, if A (Bgiobal) is treated as a random lattice with volume Vjopal 2 Vol (A(Bglobal)) =
Vol (A(B')) - Vol (A(Bisc)), then, using the Gaussian Heuristic, we can estimate the length of the
shortest vector in the lattice coset to be

A1 (qA (Bglobal)v + I'proj) ~ q Y, ﬁgeée;;nm. (BQ)

1
Bsieve T 1t
Vglobal

However, we don’t consider just one such coset, but rather M 2 R - ¢"®. Therefore, the
probability of having an even smaller shortest vector in one of the cosets is not negligible. In
[DP23b, Section 4.3], the shortest vector, across all cosets, is estimated to be

N A1 (qA (Bglobal)v + I'proj)

! : (B.3)
M Bsievet+niie

Table B.1 compares (B.1) and (B.3) for the parameters derived for KYBER in Section 5.

Co CC CN

Eq. (B.1)[Eq.(B.3)[[Eq. (B.1)[Eq.(B.3)[[Eq. (B.1)[Eq.(B.3)
KYBER-512 25.42 26.61 25.66 27.21 25.57 26.58
KYBER-768 25.63 26.70 25.82 27.23 25.75 27.19
KyYBER-1024 30.25 31.17 30.38 31.99 30.48 32.34
Table B.1: Comparison between the estimated length of (P (e, sjat), Ssr) and the estimated length
of the shortest vector in all the cosets gA (Bg|oba|)v + I'proj, based on the parameters provided in
Table C.1 (Appendix C). We are outside the contradictory regime raised in [DP23b] as soon as
Eq.(B.1) < Eq.(B.3).

Scheme

In Subsection 4.2, we refine these calculations to provide an accurate approximation of FS(A:J:UC ) (GTg;f/t)7
which we validate through simulations. In particular, we no longer assume that A (Bgiobal) is a ran-
dom lattice of volume Vgiobai; instead, we separately analyze the first Bseve coordinates and the last
ng coordinates.
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C Parameters Tables Related to the Complexities Given In Table 5.1.

ISCheme H m‘ﬁbkz ‘ﬁsievelnenu‘ nfftlkfft l nlat‘ dlat‘ N/Isc‘ Ulscllogz(N) IIOgQ (T)l
Co: KYBER-512 |[488|393| 393 1| 38| 8(473|2882.14| 975.17|42.11| 81.55| 43.82
KYBER-768 ||667|588| 588 6| 69| 12(693|4401.02|1741.80(48.28| 122.02| 64.69
KYBER-1024(|920|{815| 815| 9|100| 17{915/5190.00({2134.08(45.25| 169.13| 88.47

lSCheme H m‘ﬂbkz lﬁsieve ‘nenu l Tt l kfft‘ nlat‘ dlat‘ Mlsc‘ Olsc l 10%2 (N) IIOgQ (T) ‘

ccC: KyYBER-512 ||475|384| 387| 5| 52| 9|455|2706.86(1528.73(47.38| 80.31| 43.31
" |KYBER-768 ||636|581| 574| 6| 93| 14|669|4015.56|2410.56|46.47| 119.12| 63.01
KyBER-1024||802|811| 792| 10{131| 19|883|4683.71|2956.65|50.05| 164.35| 85.86

[Scheme  [| m[Boke| Bsieve [Penu| nee[ksre[1uat|  diat]  pusc| oise[log, (IN)[log, (T)]

CN: KyYBER-512 ||457|384| 388| 4| 48| 9|460(2830.06/1292.55|39.26| 80.51| 43.42

KYBER-768 ||682|583| 577 8| 86| 13|674|4083.09/2309.88(57.72| 119.74| 63.50

KYBER-1024(|782|816| 797| 6]132] 19|886|4678.80(2997.51|46.56| 165.39| 86.37
Table C.1: Parameters to obtain Table 5.1.

lScheme HlogQ(Pwrong)llOgQ(R)llng(Tsample:)llOgg(N . Tdec)llogg(TFFT)[ 7711092(6)‘

Co: KYBER-512 —103.25 2.84 115.76 118.95 112.13|0.91] —6.81
KYBER-768 —220.73 9.49 172.70 160.64 159.52{0.69|—70.83
KyBER-1024 —295.30| 13.74 238.98 207.75 218.53|0.62|—82.65
lScheme Hlng(Pwrong)IIOgQ (R)110g2 (Tsarnple)‘lng (N - TdeC)‘10g2(TFFT)‘ 77‘[092 (5)‘

cc: KYBER-512 —119.57|  9.39 139.51 117.71 124.00(0.66| —4.87
KYBER-768 —177.79 9.49 194.81 157.74 183.15(0.73| —4.49
KyYBER-1024 —244.03| 15.15 259.35 204.17 242.09|0.63| —6.57
Scheme HIOgQ(Pwrong)IIOgQ(R)‘lO& (Tsample)‘lng (V- TdeC)IIng (TFFT)‘ Tlllogz(€)l

CN: KYBER-512 —120.51 7.71 143.30 117.91 124.00|0.71| —7.49
KYBER-768 —225.52| 12.32 189.78 158.36 171.34/0.63|—61.09
KyBER-1024 —240.59 9.49 254.44 205.21 242.09|0.76| —8.78

Table C.2: Intermediate results for Table 5.1. We recall that Pgooq =~ 0.5.
7 and ¢ are defined in Lemma 3.2.
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